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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Editor’s Note: This clause contains some background information for the study. 
1
Scope

The scope of this document is the following:

· Study security for allowing KDF negotiation between UE and 5GS network entities

· Study the need for KDF negotiation between UE and 5GS network functions, e.g., UE and 5G RAN, UE and SEAF, etc.
· Security for potential KDF negotiation procedures between UE and 5GS network functions, e.g., 5G RAN, AMF, SEAF, AUSF, and UDM.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security aspects of KDF negotiation in the 5G System

Editor’s Note: This clause contains a high-level overview of the KDF negotiation features, the security aspects and the potential impacts on the current Rel-16 security mechanisms.

4.1
Support of KDF negotiation Procedure

It is extremely difficult and to some extent impossible to update an algorithm which most of the time involve a hardware update and network element replacement which can be very costly and time consuming in most cases. However, 5GS has a long lifetime expectation and new cryptography algorithm may be needed during its lifetime. Old algorithm may be obsoleted.

IETF has already considered KDF negotiation when designing new security standard, e.g. for EAP-AKA’, two peers could use AT_KDF to negotiate KDF, and for TLS 1.3, two peers could use cipher suite to negotiate hash algorithm used with KDF.
The table 4.1-1 shows network functions, algorithms, and procedures related to KDF negotiation.

Table 4.1-1

Possible network function, algorithm and procedure for KDF negotiation

	Network functions
	Related KDF
	Related Procedure

	
	
	

	ME and ARPF
	HMAC-256
	Authentication Procedure

	ME and AUSF
	HMAC-256
	Authentication Procedure

	ME and SEAF
	HMAC-256
	Authentication Procedure

	ME and AMF
	HMAC-256
	Initial NAS secuirty context setup

Registration with AMF change

N2 Handover with AMF change

	ME and NG-RAN
	HMAC-256
	Initial AS security context setup
Xn/N2 Handover

Resume/RNA Update procedure

Dual Connectivity


5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
6
Candidate solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
7
Conclusions

It has been concluded that negotiating KDF is not required at this point.
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