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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The present document provides the protocol details for connecting MCPTT systems to Land Mobile Radio (LMR) systems according to the architectural procedures specified in 3GPP TS 23.283 [80].

The functional entity that provides connection of MCPTT systems to LMR systems over the external interface is the IWF. The IWF is expected to behave as a peer MCPTT system, as further detailed in clause 5 of the present document. The internal function of the IWF is out of scope of 3GPP.
1
Scope

This clause shall start on a new page.

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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Editor's Note:
reference numbering from TS 24.379 is retained for ease of drafting and later porting to 24.379. If it's decided to go forward with an MCCI3 TS, then the references will be renumbered and culled.
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.283 [80] apply:

Interworking Function (IWF)
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

E2EE
End-to-End Encryption

IWF
InterWorking Function

KEK
Key Encryption Key (TETRA)

KMS
Key Management Service

MC
Mission Critical

MCData
Mission Critical Data

MCPTT
Mission Critical Push To Talk

LMR
Land Mobile Radio
OTAK
Over-The-Air-Key Management (TETRA)
OTAR
Over-The-Air Rekeying (P25)

P25
Project 25

SDS
Short Data Service

TETRA
TErrestrial Trunked Radio

UE
User Equipment
UKEK
Unique Key Encryption Key (P25)
URI
Uniform Resource Identifier
Editor's Note:
Remove unused abbreviations prior to presentation to plenary.
4
General
4.1
IWF overview

The IWF complies with the inter-server interfaces defined in 3GPP TS 24.379 [81], 3GPP TS 24.380 [5] and 3GPP TS 24.282 [82] and the client-server interfaces defined in 3GPP TS 24.481 [31]; with the exceptions and additions defined in the present document needed to fulfil requirements for IWF‑1, IWF‑2 and IWF‑3.

4.2
Clause numbering

Content in the present document that is based upon other, existing MC services specifications will be placed into specially numbered clauses as shown below.

For content based upon 3GPP TS 24.379 [81] will be placed in clauses starting with number 1xx. The clause number in the present document will be 100 plus the 3GPP TS 24.379 [81] clause number. Subclauses in the present document will add 100 to the most significant digits of the 3GPP TS 24.379 [81] subclause on which the present document's subclause content is based.

For example, content from 3GPP TS 24.379 [81] subclause 11.1.5 will be in subclause 111.1.5 the present document.
Similarly, content based upon 3GPP TS 24.380 [83] will be placed in clauses starting with 2xx, content based upon 3GPP TS 24.282 [82] will be placed in clauses starting with 3xx and content based upon 3GPP TS 24.481 [31] will be placed in clauses starting with 4xx.

5
Functional entities
5.1
General
An IWF can perform the controlling role for group calls and private calls as defined in 3GPP TS 23.283 [80].

An IWF can perform the participating role for group calls and private calls, as defined in 3GPP TS 23.283 [80]. 
An IWF can perform a non-controlling role for temporary group calls involving groups from multiple MCPTT systems as specified in 3GPP TS 23.283 [80].
An IWF performing the participating role can serve an originating LMR user. How the IWF serves LMR users is out of scope of 3GPP.
An IWF performing the participating role can serve a terminating LMR user. How the IWF serves LMR users is out of scope of 3GPP.
The same IWF can perform the participating role and controlling role for the same group session.
The same IWF can perform the participating role and non-controlling role for the same group session.

When referring to the procedures in the present document for the IWF acting in a participating role, the term, "participating IWF" is used.

When referring to the procedures in the present document for the IWF acting in a controlling role, the term "controlling IWF" is used.

When referring to the procedures in the present document for the IWF acting in a non-controlling role for a group call, the term "non-controlling IWF of an MCPTT group" is used.

To be compliant with the procedures in the present document, an IWF shall:

-
support the IWF procedures defined in 3GPP TS 23.283 [80];

-
generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and subclause 6.3 of 3GPP TS 24.379 [81];

-
implement the role of a centralised floor control server and implement the on-network procedures for floor control as specified in 3GPP TS 24.380 [5];

-
for registration and service authorisation, IWF procedures are out of scope of the present document;

-
for affiliation of users hosted in the MCPTT system, implement the procedures specified in the present document; for LMR users, the affiliation process is out of scope of the present document;

-
for group call functionality (including broadcast, emergency and imminent peril), implement the procedures specified in the present document; and

-
for private call functionality (including emergency), implement the procedures specified in the present document.

To be compliant with the procedures in the present document requiring the distribution of private call keying material between MCPTT clients as specified in 3GPP TS 33.180 [78], an IWF shall behave as an encryption endpoint on behalf of its LMR users.

NOTE:
A scenario with the IWF acting as an encryption endpoint is not end to end encryption. End to end encryption with LMR users is out of scope of the present document, but some tools are provided to allow end to end encryption to be defined outside of 3GPP.

To be compliant with the procedures for confidentiality protection of XML elements in the present document, the IWF shall implement the procedures specified in subclause 6.6.2 of 3GPP TS 24.379 [81].

To be compliant with the procedures for integrity protection of XML MIME bodies in the present document, the IWF shall implement the procedures specified in subclause 6.6.3 of 3GPP TS 24.379 [81].
5.2
Functional connectivity models

The following figures give an overview of the connectivity between the IWF and the MCPTT system with the IWF in different roles as described in subclause 5.1.

NOTE:
The MCPTT functional roles are not defined here. They are defined in 3GPP TS 24.379 [81] but are shown here to illustrate the relationship with the IWF.

Figure 5.2-1 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the MCPTT system and the called user is homed in the IWF. The IWF plays the role of the terminating participating function.
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Figure 5.2-1: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the MCPTT system
Figure 5.2-2 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the MCPTT system and the calling user is homed in the IWF. The IWF plays the role of the originating participating function.
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Figure 5.2-2: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the MCPTT system

Figure 5.2-3 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the IWF and the called user is homed in the IWF. The IWF plays the role of the controlling function.
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Figure 5.2-3: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the IWF

Figure 5.2-4 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the IWF and the calling user is homed in the IWF. The IWF plays the role of the controlling function.
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Figure 5.2-4: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the IWF

Figure 5.2-5 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the MCPTT system, the non-controlling function is in the IWF and the called user is homed in the IWF. The IWF plays the role of the non-controlling function.


[image: image7.emf]Originating 

Participating 

MCPTT Function

Controlling

MCPTT Function

IWF

(non-controlling 

role)

MCPTT 

Client x


Figure 5.2-5: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the MCPTT system and a non-controlling function in the IWF

Figure 5.2-6 shows the role of the IWF relative to an MCPTT system. Here, the controlling MCPTT function is in the MCPTT system, the non-controlling function is in the IWF and the calling user is homed in the IWF. The IWF plays the role of the non-controlling function.
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Figure 5.2-6: Relationship between the IWF and an MCPTT system with the controlling MCPTT function in the MCPTT system and a non-controlling function in the IWF

Other functional connectivity models can exist.

106
Call control common procedures
106.3
IWF server role procedures
106.3.2
IWF participating role
106.3.2.2
Requests terminated to the IWF
106.3.2.2.5
Automatic Commencement Mode
106.3.2.2.5.1
General

When receiving a "SIP INVITE request for terminating participating MCPTT function" that requires automatic commencement mode, the IWF shall perform the actions specified in subclause 106.3.2.2.5.2.
Editor's note:
Add subclause 106.3.2.2.5.2.

106.3.2.2.6
Manual Commencement Mode
106.3.2.2.6.1
General

When receiving a "SIP INVITE request for terminating participating MCPTT function" that requires manual commencement mode, the IWF shall perform the actions specified in subclause 106.3.2.2.6.2.
Editor's note:
Add subclause 106.3.2.2.6.2.

106.3.4
IWF non-controlling role

106.3.4.1
Request initiated by the IWF non-controlling role for an MCPTT group
106.3.4.1.4
Sending an INVITE request towards the controlling MCPTT function

This subclause is referenced from other procedures.

The IWF shall generate a SIP INVITE request according to rules and procedures of 3GPP TS 24.229 [4].

The IWF:

1)
shall include in the Contact header field the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt", and the isfocus media feature tag according to IETF RFC 3840 [16];
2)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9] in the SIP INVITE request;

3)
shall set the Request-URI to the public service identity of the controlling MCPTT function; 
4)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with:

a)
the <mcptt-request-uri> element set to the group identity;

b)
the <mcptt-calling-user-id> element set to the MCPTT ID of the calling user; and

c)
the <required> element set to "true", if the group document retrieved from the group management server contains <on-network-required> group members as specified in 3GPP TS 24.481 [31];
5)
shall include the public service identity of the IWF in the P-Asserted-Identity header field;

6)
should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The refresher parameter shall be omitted; and
7)
shall include the Supported header field set to "timer".

110
Call signalling - group call
110.1
On-network group call

110.1.1
Prearranged group call
110.1.1.3
IWF participating role procedures
110.1.1.3.1
Originating procedures

110.1.1.3.1.1
On demand prearranged group call
Editor's Note:
The emergency, imminent peril, broadcast call and temporary group call aspects of this procedure are not complete and require further work.

Editor's Note:
Behaviour for cases where the IWF affiliates on behalf of its LMR users is FFS.
In this subclause, the IWF originates a prearranged group session on behalf of an LMR user.

NOTE 1:
How the IWF determines the MCPTT ID of the calling user is out of scope of the present document.

The IWF, performing the originating participating function:
1)
shall determine the public service identity of the controlling MCPTT function associated with the group identity of the group on which the call is to be originated;
NOTE 2:
How the IWF discovers the public service identity of the controlling MCPTT function associated with the group identity is out of scope of the present document.

2)
shall generate a SIP INVITE request to the controlling MCPTT function as specified in subclause 106.3.4.1.4;

3)
In the SIP INVITE, the IWF:

a)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

b)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];
c)
if the group identity can be determined to be a TGI and if the IWF can associate the TGI with a MCPTT group ID, the <associated-group-id> element of the <mcptt-Params> element of the <mcpttinfo> element of the application/vnd.3gpp.mcptt-info+xml MIME body set to the MCPTT group ID;
NOTE 3:
The text "can associate the TGI with a MCPTT group ID" means that the IWF is able to determine that there is a constituent group of the temporary group of which the user is a member.

NOTE 4:
The IWF is informed about temporary groups and regrouping of MCPTT groups controlled in the MCPTT system that its user is a member of as specified in 3GPP TS 24.481 [x].

d)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarifications given in 3GPP TS 24.379 [81], subclause 106.3.4.1.4, where the IWF takes the role of the MCPTT client; and
e)
may insert the calling user's location information into an application/vnd.3gpp.mcptt-location-info+xml MIME body to be included in the outgoing SIP request; and
f)
shall set the Request-URI to the public service identity of the controlling MCPTT function associated with the group identity

g)
shall set the <mcptt-calling-user-id> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request to the MCPTT ID of the calling user; and

h)
shall set the <session-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request to "prearranged"; and
4)
shall send the SIP INVITE request to the controlling MCPTT function as specified in 3GPP TS 24.229 [4].

Upon receipt of a SIP 302 (Moved Temporarily) response to the above SIP INVITE request, the participating IWF function:

1)
shall generate a SIP INVITE request as specified in 3GPP TS 24.379 [81], subclause 6.3.2.1.10, wherein occurrences of "incoming SIP INVITE" shall be replaced by "original IWF generated SIP INVITE";
2)
shall include an SDP offer based upon the SDP offer in the SIP INVITE request generated by the IWF in the step above; and

3)
shall forward the SIP INVITE request according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 2xx response in response to the above SIP INVITE request, the participating IWF function: 

NOTE 5:
If an <MKFC-GKTPs> element is received, the IWF ignores that element.

1)
if the LMR user is not affiliated to the group and the participating IWF function has received a SIP 2xx response from the controlling MCPTT function, the participating IWF function can note the user as affiliated;
2)
shall interact with the Media Plane as specified in 3GPP TS 24.380 [5] in the role of a participating server;

3)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted" or the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted", the IWF shall perform the actions specified in 3GPP TS 24.379 [81], subclause 6.2.8.1.4 where the IWF plays the role of the MCPTT client; and
Editor's note:
we may want to remove this step and restore it when the emergency feature is added.

4)
shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [7].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the above SIP INVITE request, the participating IWF function:

1)
if the LMR user was not affiliated to the group at the start of the present procedure, the participating IWF function notes the user as unaffiliated;
2)
if the MCPTT emergency group call state for the LMR user is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted"; or

3)
if the MCPTT imminent peril group call state for the LMR user is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted"; and
4)
the IWF shall perform the actions specified in 3GPP TS 24.379 [81], subclause 6.2.8.1.5 where the IWF acts as the MCPTT client on behalf of its LMR user.

On receiving a SIP INFO request where the Request-URI contains an MCPTT session ID identifying an ongoing group session, the IWF shall follow the actions specified in 3GPP TS 24.379 [81], subclause 6.2.8.1.13 where the IWF performs the role of the MCPTT client on behalf of its user.
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111.1.1.3
IWF participating role procedures
111.1.1.3.2
Terminating procedures
Editor's Note:
This subclause is based upon TS 24.379 subclause 11.1.1.3.2.
This subclause covers both on demand session and pre-established session.

Upon receipt of a "SIP INVITE request for terminating participating MCPTT function", the IWF in the role of a participating server:
1)
shall respond with a SIP 606 (not acceptable) with a body part as described in subclause 111.6.x if the IWF does not support one or more parameters of the call as described in subclause 111.6.y;
Editor's note:
Add subclauses 111.6.x and 111.6.y. 
2)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 500 (Server Internal Error) response. The IWF may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24], and shall not continue with the rest of the steps;
NOTE:
If the received SIP INVITE request contains an emergency indication set to a value of "true", the IWFcan choose to accept the request.
3)
shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not present then the IWF shall reject the request with a SIP 403 (Forbidden) response with the warning text set to "104 isfocus not assigned" in a Warning header field as specified in 3GPP TS 24.379 [81], subclause 4.4, and shall not continue with the rest of the steps;

4)
the IWF may reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 403 (Forbidden) response including warning text set to "127 user not authorised to be called in private call" in a Warning header field as specified in 3GPP TS 24.379 [81], subclause 4.4;
5)
shall perform the automatic commencement procedures specified in subclause 106.3.2.2.5.1 and according to IETF RFC 5373 [18] if one of the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Auto";

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the Answer-Mode for the IWF's user as per subclause 107.3.3 or subclause 107.3.4 is set to "auto-answer"; or

Editor's note: Add subclauses 107.3.3 and 107.3.4.

c)
"SIP INVITE request for terminating participating MCPTT function" contains a Priv-Answer-Mode header field with the value "Auto"; and

6)
shall perform the manual commencement procedures specified in subclause 106.3.2.2.6.1 and according to IETF RFC 5373 [18] if either of the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Manual";

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and Answer-Mode for the IWF user as per subclause 7.3.3 or subclause 7.3.4 is set to "manual-answer"; or

Editor's note: Add subclauses 107.3.3 and 107.3.4.

c)
"SIP INVITE request for terminating participating MCPTT function" contains a Priv-Answer-Mode header field with the value "Manual".

111.1.1.5
MCPTT client changes
The MCPTT client requires changes to support private calls terminating in the IWF.

Editor's note: add changes required to support private call parameter negotiation.
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