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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The scope is to study encrypted traffic detection and verification, including:
-
Solutions for encrypted traffic detection and verification.
-
Solutions for how to manage the information for encrypted traffic detection and verification.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Architectural Assumptions

Editor's note:
This clause will define the underlying architectural assumptions for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
The following architectural assumptions apply:

-
solutions shall be able to detect encrypted traffic that includes IPv4, IPv6, and non-IP.

5
Key Issues
Editor's note:
This clause will describe the key issues for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
5.1
Key Issue #1: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
5.1.1
General description
This key issue will study the solution(s) for encrypted traffic detection and verification in the presence of an agreement between AS and MNO, including:
-
Architectural assumptions.
-
Retrieval and management of information for encrypted traffic detection and verification.
-
Extending of existing parameter or define new parameter.
The solution should be considered if it can be applied to EPS, 5GS or both.
NOTE:
Whether the traffic verification is needed is solution dependent.
5.2
Key Issue #2: Detection of encrypted traffic for applications without agreements with the MNO
5.2.1
General description
This Key Issue addresses encrypted traffic detection for applications for which no agreement with the MNO exist and no interfaces between Application Server(s) and the MNO exist. Specifically, the study addresses:

-
Scenarios and limitations for the detection of encrypted traffic when applications have no SLA agreement with the MNO.
-
Required information to enable encrypted traffic detection.
-
Models for the MNO to obtain such information.
-
Impact on existing mechanisms to re-use existing mechanisms (e.g. SDCI) to perform traffic detection.
6
Solutions
Editor's note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.1
Solution #1: UE-Assisted Solution
6.1.1
Functional Description

6.1.1.1
General
The clauses below specify a solution that enables the network to detect the application associated with an encrypted data flow by using the "detection information" embedded by the UE into the first packet that initiates the encrypted data flow. This solution relies only on the "detection information" provided by the UE and does not require interfaces with external application servers, thus, it fulfils the requirements of Key Issue #2 (detection of encrypted traffic for applications without agreements with the MNO).

It is important to note that, before the network applies the "detection information" provided by the UE, a new authentication procedure takes place between the UE and the network, which verifies that the function in the UE which provides the "detection information" is authentic and can be trusted.

6.1.1.2
Reference Architecture
As shown in figure 6.1.1.2-1, two new functions are introduced: An Encrypted Traffic Detection Function in the UE (UE-ETDF) and an Encrypted Traffic Detection Function in the network (NW-ETDF). The UE-ETDF can communicate with the NW-ETDF over a new interface (Netdf) by using the user plane (i.e. IP transport), or by using the control plane (i.e. NAS transport). The figure 6.1.1.2-1 illustrates the reference architecture in case the Netdf interface utilizes the user plane. In case the Netdf interface utilizes the control plane, then the NW-ETDF is located inside the 5GC.

Editor's note:
It is FFS if the Netdf interface utilizes the control plane or the user plane.
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Figure 6.1.1.2-1: Reference architecture for 5GS

6.1.1.2.1
UE-ETDF

The UE-ETDF performs the following functions:

(a)
It authenticates with the NW-ETDF and proves it is an authentic function in the UE (this is further discussed in clause 6.1.2.1);

(b)
It detects when a new encrypted data flow is initiated in the UE (e.g. by detecting TCP SYN packets to port 443);

(c)
It determines the UE application that initiated the encrypted data flow; and

(d)
It piggybacks in the first packet of an encrypted data flow an Application Key (AppKey) which can be used by a network (UPF) to determine the application that initiated the encrypted data flow. How the AppKey is created for an application is discussed later. The AppKey is essentially the "encrypted traffic detection information" that is provided by the UE to the network. The AppKey should not be confused with a security key. As explained below, the AppKey of an application is a number derived from the application identity (e.g. by using as a hash function).

The main objective of UE-ETDF is to include an AppKey in the first packet of an encrypted data flow. The first packet of an encrypted data flow can be e.g. a TCP SYN packet to port 443, a TLS ClientHello packet, a UDP packet to port 80 (QUIC), etc. When the UE-ETDF detects the first packet that initiates an encrypted data flow, it determines the application that triggered this packet and then piggybacks to this first packet the AppKey corresponding to this application. As shown in figure 6.1.1.2.1-1, the AppKey is piggybacked only to the first packet of an encrypted data flow. The subsequent packets of the encrypted data flow do not carry the AppKey or any other additional information. The UPF in the network uses the AppKey in the first packet of an encrypted data flow to associate this data flow with the application that corresponds to this AppKey.
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Figure 6.1.1.2.1-1

The AppKey can be piggybacked to the first packet of an encrypted data flow with various mechanisms. For example:

1.
When the UE uses IPv6 communication, the AppKey could be included in a new IPv6 Extension Header, as shown below.
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2.
When the UE uses IPv4 communication, the AppKey could be included by using a new Protocol Type.

3.
The AppKey could be included in the TCP header, e.g. by using a new TCP Option.

4.
The AppKey could be included in the TLS header, e.g. by using a new TLS Extension Type.

5.
The first packet could be encapsulated within GRE and use the AppKey as a GRE Key, as shown below. 
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Editor's note:
The exact mechanism for including the AppKey into the first packet of an encrypted data flow is FFS.

6.1.1.2.2
NW-ETDF

The NW-ETDF performs the following functions:

(a)
It verifies the authenticity of the UE-ETDF (see clause 6.1.2.1).

(b)
It provides to UE-ETDF a list of applications for which "encrypted traffic detection information" (i.e. an AppKey) should be provided to the network. This list of applications could be pre-configured by the operator in the NW-ETDF and could be the same for all UEs or could be UE-specific.

(c)
It creates an Application Key (AppKey) for each application of which encrypted traffic should be detected.

(d)
It provides to PCF a list of applications and the AppKey corresponding to each application. This list is then transferred to UPF (via SMF) and is used by UPF to detect the application associated to an encrypted data flow.

The solution does not require multiple NW-ETDFs; a single NW-ETDF is sufficient.

6.1.2
Procedures

6.1.2.1
ETDF Authentication and Provisioning

Before the network can reliably detect the applications associated with encrypted data flows, the ETDF Authentication and Provisioning procedure must take place. This procedure is shown in the figure 6.1.2.1-1. 

The purpose of the ETDF Authentication and Provisioning is twofold:

1)
The network verifies the authenticity of the UE-ETDF in the UE, i.e. of the UE function that detects the applications which initiate encrypted data flows and provides "detection information" to the network. This authenticity verification is very important because the network must trust the UE providing the right "detection information" (i.e. the right AppKey). In some scenarios, a malicious UE may provide fake detection information, e.g. it may fraudulently indicate that an encrypted data flow is originated by App-X although the data flow is really originated by App-Y. The purpose of UE-ETDF authenticity verification is to confirm that the UE-ETDF is trusted and that it provides rightful detection information to the network. When the UE-ETDF authenticity verification fails, the network cannot trust the UE providing the right detection information and it may enforce various policies for such UEs (e.g. block all encrypted traffic).

2)
The network may provide a list of applications to UE. In this case, the UE shall provide "detection information" to the network only for the encrypted data flows initiated by these applications.
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Figure 6.1.2.1-1

1.
After the UE registers to 5GC and after it establishes a PDU session, the UE-ETDF sends a request to the NW-ETDF to initiate the ETDF authentication. The communication between the UE-ETDF and the NW-ETDF can take place over the control plane (e.g. by using NAS transport) or over the user plane (e.g. by using IPv6 transport).


The ETDF authentication is triggered by the network and its purpose is to verify that the UE-ETDF is authentic (so it can be trusted) and also to create a common ETDF key in the UE-ETDF and in the NW-ETDF. As an example, the UE-ETDF may be considered authentic if it presents a valid identity certificate. Further details should be considered by SA WG3.


The UE may initiate the ETDF authentication procedure after receiving a PDU Session Establishment Accept message which contains a special indication. This indication could be a new ETDF flag or the address of the NW-ETDF, and it could be provided by the network only when the UE should provide "detection information" for the encrypted traffic exchanged over this PDU session.


Alternatively, the ETDF authentication could be initiated, not after, but during the establishment of a PDU session in a similar way as the "secondary authorization/authentication" procedure specified in TS 23.502 [3], clause 4.3.2.3. In this case, the NW-ETDF would play the role of a Data Network-Authentication, Authorization & Accounting (DN-AAA) server.

Editor's note:
The text above provides some examples of how the ETDF authentication procedure could be initiated. However, more details of ETDF authentication and how exactly this procedure is initiated should be further studied.

2.
After the successful ETDF authentication, the NW-ETDF may provide a list of applications to UE-ETDF. This list includes the applications of which the UE-ETDF must detect encrypted data flows and must send detection information (i.e. an AppKey) to the network. It is expected that, in most scenarios, the network would be interested in detecting encrypted data flows associated with certain applications only. In other scenarios, the network may have a "default" policy that would apply to all encrypted data flows. For example, if the network wants to apply one policy for the encrypted data flows of application com.example.myapp and another policy for the encrypted data flows of all other applications, then the list of applications sent to UE-ETDF would include two application identities:

com.example.myapp

com.3gpp.wildcard ( this is a special application identity that matches all applications

Editor's note:
It is FFS if the list of applications can be delivered to UE via the PCC framework, instead of the NW-ETDF.

3.
The UE-ETDF and the NW-ETDF derive an AppKey for each application included in the list application by using the ETDF key created during the ETDF authentication in step 1. As an example, the AppKey of an application may be created by hashing the ETDF key and the Application Id: AppKey = Hash(ETDF key || Application Id).


The AppKey has a fixed size and it is small enough (e.g. 16 bits) so it can efficiently be piggybacked in a data packet.

4.
The NW-ETDF discovers the PCF related to a certain PDU session (as already specified in TS 23.502 [3], i.e. by using the Nbsf_Management_Discovery service operation) and sends to PCF the list of application ids and the AppKey corresponding to each application. Subsequently, this list of application ids and corresponding AppKeys is forwarded to UPF (via the SMF). The UPF then can detects which application is associated with an encrypted data flow by using the AppKey received from the UE and finding the corresponding application.
Editor's note:
How exactly the UPF receives the AppKeys associated with the applications sent to UE-ETDF is step 2 needs further study.

6.1.2.2
Encrypted Traffic Detection
After the ETDF Authentication and Provisioning is executed, the network can reliably detect an application associated with an encrypted data flow by using the "detection information" (the AppKey) provided by the UE. The entire procedure is shown in the figure below.
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Figure 6.1.2.2-1: UE-based solution for encrypted traffic detection

1.
The ETDF Authentication and Provisioning procedure is executed, as discussed in the previous clause.
2.
The UE-ETDF detects the first packet of an encrypted data flow and finds the UE application which initiated this data flow. The first packet of an encrypted data flow could be a TCP SYN packet to port 443, a TLS ClientHello packet, etc.

3.
If the application which initiated the encrypted data flow is included in the list of applications received from the network, then the UE-ETDF shall provide detection information for this data flow. This detection information is the AppKey corresponding to the application that initiated the data flow. The UE-ETDF retrieves the AppKey corresponding to the application that initiated the data flow and embeds this AppKey in the first packet of the data flow.

4.
Subsequently, the UE transmits the data packet of the encrypted data flow to the network including the AppKey. As discussed in clause 6.1.1.2.1, the AppKey could be embedded in an IPv6 header (e.g. by using a new IPv6 Extended Header), in an IPv4 packet (e.g. by using a new Protocol Type), in a GRE header, etc. The AppKey is constructed as a small-length number (e.g. 16 bits) that can be easily embedded into the first data packet.

5.
When the UPF receives the packet, it uses the embedded AppKey to detect the application associated with the new encrypted data flow. As discussed before, the UPF has received from PCF (via SMF) a list of application ids and their corresponding AppKeys.

6.
Finally, the UPF forwards the packet to its final destination (the remote server) after removing the AppKey.

7.
If the UPF is provisioned with traffic policy for the detected application, the UPF applies this policy for all the packets of the encrypted data flow. These packets share the same value of 5-tuple (source/destination address, source/destination port, protocol).
6.1.3
Impact on existing entities and interfaces
Editor's note:
Impacts on existing nodes or functionality will be added.
6.2
Solution #2: Network-Initiated encrypted traffic detection with agreement between AF and MNO

6.2.1
Functional Description

With the agreement between AF and MNO to support encrypted traffic detection and verification, this solution proposes the following features at network functions in support of encrypted traffic detection:

-
SMF determines when to enable encrypted traffic detection and initiates encrypted traffic detection procedure towards NEF as part of PDU session establishment/modification procedure.

-
AF provides packet flow description (PFD) to the SMF according to requested traffic information.

Editor's note:
It is FFS whether the AF provides the information at PDU session establishment/modification or when the application traffic is initiated.

-
SMF generates packet detection rules (PDRs).

-
UPF performs traffic detection based on traffic detection filter, including PFD per session type and PDR, provided by SMF and reports traffic detection information to SMF.

-
A security mechanism is introduced to provide secure channel between AF and network function in MNO:

-
For the receiver: Public key of receiver shall be used to encrypt and transmit sensitive material and Private key of receiver shall be used to decrypt the contents.

-
For the sender: Private key of sender shall be used to sign the payload/message, and Public key of the sender will be used at the receiver to verify the authenticity of the message.

The security mechanism requires that SMF and AF have negotiated public key with each other using e.g. one of the following negotiation methods:
-
Manually installed by IT and/or verification with the Certificate authority.

-
Diffie Hellman key exchange between AF and SMF during network bootstrap.

-
TLS protocol between SMF and AF for establishing secure communication. In this case, the Signature and encryption for the protocol's message e.g. traffic detection is not needed as all the communication is encrypted using shared key.

Editor's note:
The exact security mechanism will be defined by SA WG3.

6.2.2
Procedures

The network initiated Traffic detection procedure is as shown in Figure 6.2.2-1.
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Figure 6.2.2-1: Network initiated Traffic detection procedure

1.
[AF to NEF]: Based on agreement, the AF needs to initiate TDS (Traffic detection Service) Configuration Procedure for a UE which enables encrypted traffic transmission. If the AF has no contact details for the NEF, it may determine the IP address(es)/port(s) of the NEF by performing a DNS query using the External Identifier or using a locally configured NEF identifier.

Editor's note:
It is FFS if the AF initiates TDS configuration when the application traffic is started or before an application starts exchanging encrypted traffic.

2.
Based on local policies, SMF determines to activate traffic detection service (TDS) for a UE. As part of PDU session establishment request or PDU session modification request or an individual N1 Session Management procedure, the SMF initiates TDS activation procedure to the AF via NEF. The SMF obtains available NEF information from the following method:

-
NEF address preconfigured in the SMF (i.e., NEF FQDN); or

-
NEF address received from the AMF/UDM; or

-
The SMF invokes Nnrf_NFDiscovery service operation from NRF to discover the NEF address as described in clause 5.2.7.3.2 of TS 23.502 [3].

Editor's note:
It is FFS what are the local policies.

Editor's note:
It is FFS how the SMF knows the AF corresponding to applications in the UE that will use the PDU session managed by the SMF before the applications in the UE generate encrypted traffic.

3.
[SMF to NEF]: with NEF address information, the SMF sends Nnef_TDS_Activate_Request message to NEF. This message shall be signed using private key of SMF and optionally encrypted using public key of AF and include the following information: External Identifier of the UE or Group External Identifier for a group of UEs, Requested Traffic Information, e.g. DNN (Data Network Name), Application ID(s), Routing profile (s), which is to be used for identifying the traffics of the UE or a group of UEs; Security parameters of the traffic to be enabled for encrypted traffic detection, including a public key, security algorithm, and a random number.

Editor's note:
It is FFS how the SMF determines one or more of these information (e.g. Application ID(s), Security Parameters, etc.) before the application(s) whose encrypted traffic requires detection is launched or generates traffic, e.g. considering that different UE OSes would use different Application ID(s) for the same application.

4.
The NEF queries UDM for translating the External identifier from the UE identifier, and translates the Application ID to External Application ID. The NEF then further stores SMF information and the External identifier in the UE context.

5.
[NEF to AF]: The NEF sends TFD request message by forwarding the request message sent by SMF towards AF based on UE context stored in Step1, in which the AF address corresponds to either the N33 Destination Address received during TDS Configuration, or the address of the AF which sent the TDS Configuration Request.

6.
Upon reception of the PFD request, the AF firstly verifies the authenticity of the message using its private key, calculates the tag value using the received security parameters and stores the tag value. Further, the AF identifies the traffic to be detected based on Requested Traffic Information, and generates the packet flow description, PFD(s), in which each PFD includes PFD ID, External Application Identifier, and associated detection information according to PDU session type.

-
For IPv4 or IPv6 PDU Session type: detection information is a combination of: IPv4/IPv6 PDU Session information, IP Packet Filter Set where IP Packet Filter Set can be based on at least any combination of: Source/destination IP address or IPv6 prefix, Source / destination port number, Protocol ID of the protocol above IP/Next header type, Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask, Flow Label (IPv6), Security parameter index, Packet filter direction, any other set of values required to identify the traffic (IPv4).

-
For Ethernet PDU Session type; detection information is a combination of: Ethernet PDU Session information, Ethernet Packet Filter Set, wherein Ethernet Packet Filter Set can be based on at least any combination of: Source/destination MAC address (specified as address ranges), Ethertype as defined in IEEE 802.3, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q, IP Packet Filter Set in case Ethertype indicates IPv4/IPv6 payload, Packet filter direction.

-
For Non-IP Session type: detection information is a combination of: NIDD PDU Session Information, Non-IP Data Delivery (NIDD) configuration including packet size, NIDD Duration, AF Identifier, TTRI, T8/N33 Destination Address, TLTRI (T8/N33 Long Term Transaction Reference ID).

7-8.
[AF to SMF via NEF]: In responding to the TFD request message in Step 5, the AF sends a TFD response message to the NEF. This response message shall also be signed using private key of AF and optionally encrypted using public key of SMF.


The AF sends a TFD response message to the NEF including the information: AF identifier, one or more External Application Identifier(s) and corresponding PFD(s), PFD operation(s), and DNN(s), in which PFD operation for each Application identifier indicating that the PFD is to be created, updated or removed in the operator's network, TTRI (T8/N33 Transaction Reference ID), which is a parameter refer to TDS request transactions between the NEF and the AF when using N33 interface, TLTRI (T8/N33 long term TR ID), which is a parameter which refers to long term transaction (e.g. TDS Configuration, Group Message Request) between the NEF and the AF when using N33 interface, and tag value for authenticating the traffic flow information, which is calculated using the public key, random number, and selected algorithm.


The NEF translates each external Application Identifier to the corresponding Application Identifier known at the SMF/PCF.

Editor's note:
It is FFS whether and how the network can detect encrypted data flows which are initiated after the AF provides the response in Step 7.

9.
The SMF verifies the authenticity of the traffic detection response using private key of the SMF. Based on received Nnef_TDS_Activate_Response message, the SMF determines the packet detection rules, PDR(s), based on PFD(s) and PFD operation(s) for corresponding Application ID(s), and optional police rules which are obtained by interacting with the PCF.

Editor's note:
The detail of the interaction between SMF and the PCF is FFS.

10.
[SMF to UPF]: The SMF generates traffic flow detection filter for the control of the traffic detection at the UPF and sends a N4 Session Establishment/Modification procedure for enabling traffic detection to the UPF. The N4 Session Establishment request message contains one or more traffic detection filters, in which each traffic flow detection filter is with the following information: traffic detection indication for enable/disable the traffic flow detection filter, PDR, PFD, reporting frequency of the traffic detection, e.g. per packet, packet numbers/time interval per IP flow/service data flow, start/stop time of traffic detection.

11.
The UPF detects the traffic according to the traffic flow detection filter. It also reports the detected traffic information to the SMF. This is corresponding to TS 23.501 [2], clause 4.4.2.2: N4 Session Level Reporting Procedure.

6.2.3
Impact on existing entities and interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
7
Conclusions

Editor's note:
This clause will capture agreed conclusions from the study.
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