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[bookmark: _Toc30008165][bookmark: _Toc31035866][bookmark: _Toc31037013][bookmark: _Toc31037087]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc30008166][bookmark: _Toc31035867][bookmark: _Toc31037014][bookmark: _Toc31037088]
1	Scope
Editor’s Note: This clause will describe the scope for this study item.
This study item shall address the following system enablers for supporting Unmanned Aerial Systems Connectivity, Identification, and Tracking:
-	a mechanism for Unmanned Aerial Vehicles (UAV) controller and UAV(s) identification and tracking in the 3GPP system; 
-	this includes how the 3GPP system can provide support for UAV to ground identification (e.g. to authorized third parties such as police devices);
-	a mechanism to support UAV controller and UAV(s) authorization and authentication by UTM;
-	a mechanism to handle unauthorized UAVs and revocation of authorization (e.g. lack of connectivity to carry the UAV command and control messages, denied registration, etc.) that enables the system to keep track of and control UAV(s). 

[bookmark: references][bookmark: _Toc30008167][bookmark: _Toc31035868][bookmark: _Toc31037015][bookmark: _Toc31037089]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	FAA Remote Identification of Unmanned Aircraft System, https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems
[3]	UAS Identification and Tracking (UAS ID) Aviation Rulemaking Committee (ARC), https://www.faa.gov/regulations_policies/rulemaking/committees/documents/media/UAS%20ID%20ARC%20Final%20Report%20with%20Appendices.pdf
[4] 	LAANC, https://www.faa.gov/uas/programs_partnerships/data_exchange/
[bookmark: _Hlk29215477][5]	3GPP TS 22.215: "Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[6]	3GPP TR 23.755: " Study on application layer support for Unmanned Aerial Systems (UAS)".
[7]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[8]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".


 …
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[bookmark: definitions][bookmark: _Toc30008168][bookmark: _Toc31035869][bookmark: _Toc31037016][bookmark: _Toc31037090]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc30008169][bookmark: _Toc31035870][bookmark: _Toc31037017][bookmark: _Toc31037091]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Networked UAV Controller: a UAV Controller connected to the 3GPP network and connected to the UAV via a 3GPP network.
Non Networked UAV Controller: a UAV Controller not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP, e.g. internet connectivity or direct wireless communication over a technology outside the scope of 3GPP.
Third Party Authorized Entity: is either a privileged Networked UAV Controller, or a privileged Non-Networked UAV Controller, or another entity which gets information on sets of UAV controllers and UAVs from the 3GPP network, and may be connected to the UAV via the Internet; it may be authorized by the UTM to interface with sets of UAV(s). 
Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM.
The following definitions are adopted from TS 22.125 [5]:
Above ground level (AGL)
Unmanned Aerial System (UAS)
The following definitions are adopted from TR 23.755 [6]:
Remote Identification (Remote ID) of UAS
UAS Service Supplier (USS)
UAS Traffic Management (UTM)
UAV controller
[bookmark: _Toc30008170][bookmark: _Toc31035871][bookmark: _Toc31037018][bookmark: _Toc31037092]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc30008171][bookmark: _Toc31035872][bookmark: _Toc31037019][bookmark: _Toc31037093]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>
ATC	Air Traffic Control
FAA	Federal Aviation and Administration
LAANC		Low Altitude Authorization and Notification Capability
[bookmark: _Hlk28843754]
[bookmark: _Toc510607467][bookmark: _Toc28869872][bookmark: _Toc30008172][bookmark: _Toc31035873][bookmark: _Toc31037020][bookmark: _Toc31037094]4	Architectural Requirements and Assumptions
Editor's note:	This clause will list general architectural assumptions and principles for this study.
[bookmark: _Toc510607468][bookmark: _Toc28869873][bookmark: _Toc30008173][bookmark: _Toc31035874][bookmark: _Toc31037021][bookmark: _Toc31037095]4.1	Architectural Requirements
Editor's note:	This clause will define the architectural requirements.
-	Solution should be applicable to EPS and 5GS.
-	The 3GPP system shall enable UTM to associate the UAV and UAV controller and identify them for both 3GPP networked UAV controller and non-3GPP networked UAV controller.
-	The 3GPP network shall enable the serving PLMN of the UAV(s) and the serving PLMN of the corresponding UAV to be different.

[bookmark: _Toc510607469][bookmark: _Toc28869874][bookmark: _Toc30008174][bookmark: _Toc31035875][bookmark: _Toc31037022][bookmark: _Toc31037096][bookmark: _Toc510607470]4.2	Architectural Assumptions
Editor's note:	This clause will define the underlying architectural assumptions.
-	Each UAS consist of one UAV Controller and one or more UAVs, all of whom have their own remote identity.
Editor’s Note: whether an UAS has an identity separate from the UAV Controller and the UAV identities is FFS.
Editor’s Note: whether the UAV and UAV Controller identities are globally unique is FFS.
-	Each networked UAV or networked UAV Controller can belong to only one UAS.
Editor’s Note: the scenario where a UAV Controller may act as a controller for multiple UAS is FFS.
-	The UTM is a set of functionalities defined outside the 3GPP system and subject to specific regional requirements
-	Connectivity for Command and control of a UAV may be between the UAV and, mutually exclusively, an UAV Controller, or a TPAE, or the UTM. 
-	 UAVs not connected through the 3GPP networkare out of scope of the 3GPP system.
-	Each networked component of a UAS is considered as an individual UE from the perspective of the 3GPP system.
-	UAVs can be added or removed from a UAS.
Editor’s Note: whether adding an UAV to an UAS requires UAS (re)authorization is FFS. 
· An UAV Controller can be removed from a UAS and replaced with another UAV Controller or a TPAE.
· It shall be possible for the 3GPP system to identify if the 3GPP connectivity service (i.e. a PDU Session or a PDN Connection) requested by a UAV or UAVC will be used for a UAV flight operation or not. 
NOTE 1:	When a UAV requests 3GPP connectivity service for a flight operation, the 3GPP system can perform certain UAV procedures, such as, provide identification and tracking information to UTM, etc.

[bookmark: _Toc28869875][bookmark: _Toc30008175][bookmark: _Toc31035876][bookmark: _Toc31037023][bookmark: _Toc31037097]4.3	Reference Architecture
Editor's note:	This clause describes the reference architecture for this study.


Figure 4.3-1: Overview of UAV architecture in a 3GPP System.
The architecture considers a Third Party Authorized Entity (TPAE), which is not part of the UTM functionality.
The following reference points are considered:
-	UAV1: interfaces the UAV with the 3GPP system to support UAV authorization, authentication, identification, and tracking.
-	UAV2: interfaces a TPAE with the 3GPP system for remote identification and tracking.
NOTE 1: the semantics of UAV2 are outside the scope of this study. However, the UAV identification information is part of the study.
Editor’s Note: no assumptions are made as to whether UAV2 is a control plane or user plane interface.
-	UAV3: 3GPP user plane connectivity for transporting C2.
NOTE 2: C2 is an application-level protocol, and specific solutions for C2 are outside the scope of this TR. The messaging content of UAV3 is out of scope of this TR  
-	UAV4: interfaces a TPAE with a UAV over 3GPP network for:
-	Command and control (C2)
-	Remote identification (RID) and tracking of the UAV.
NOTE 3: at any given time, a UAV may be controlled mutually exclusively by an UAVC, a TPAE, or the UTM. Therefore, C2 to a UAV may be either over UAV3 or UAV4. 
-	UAV5: like UAV3 but on a transport outside the scope of 3GPP.
-	UAV6: interfaces the 3GPP system with external USS/UTM for functionality exposure, support of identification and tracking, and UAV authorization.
-	UAV7: for RID information sent in broadcast, on a transport outside the scope of 3GPP.
-	UAV8: UAV8 is used for C2 over a transport outside the scope of 3GPP.
NOTE 4: UAV8 is outside the scope of 3GPP.
-	UAV9: UAV9 supports connectivity between the UAV or a networked UAV Controller and the USS/UTM.
-	U2U: supports UAV to UAV communications for broadcast RID.
NOTE 5: U2U is outside the scope of this TR.
[bookmark: _Toc510607471][bookmark: _Toc28869876][bookmark: _Toc30008176][bookmark: _Toc31035877][bookmark: _Toc31037024][bookmark: _Toc31037098]5	Key Issues
[bookmark: _Hlk500943653]Editor's note:	This clause provides a short description of the key issue.
The following issues will investigate architectural changes to address the following issues:
Issue 1: UAV identification
-    What identities are associated to and how are they used by an UAV and/or a UAV Controller in the 3GPP system, and what identities are exchanged with parties outside the 3GPP system (e.g. third party authorized entities for UAV identification) to enable 3GPP system to provide support for UAV authorization, authentication, identification, and tracking of UAVs
NOTE: UAV identification excludes UAV detection, e.g. by the RAN, and focuses on the assignment and usage of UAV identities in the 3GPP system.
-     how does the 3GPP system interact with the UTM to enable UAV identification
Issue 2: UAV authorization by UTM
-    how are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM
Issue 3: UAV Controller identification and authorization/authentication
-	whether and how UAV Controllers need to be authenticated and authorized as part of UAS authentication and authorization, UAV Controller and UAV(s) associated, and UAV Controller to UAV(s) communications authorized.
-	this includes identification and authorization/authentication of UAV pilot, UAV controller(s), UAV operator
Issue 4: UAV and UAV Controllertracking
-	What information is required for the 3GPP system to track the UAV and the UAV Controller?
Issue 5: UAV authorization revocation and (re)authorization failures
-	How are UAV handled in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior.
Issue 6: UAV Controller and UAV association
-	How are an UAV Controller and a (set of) UAV(s) associated and considered a UAS, e.g. to enable UTM flight mission authorization for the UAS, and to what extent is the 3GPP system involved in the association?
Issue 7: User Plane Connectivity for UAVs
-	How UAV(s) and a UAV Controller establish connectivity in the 3GPP system with the UTM for UAV operation.

[bookmark: _Toc510607478][bookmark: _Toc28869877][bookmark: _Toc30008177][bookmark: _Toc31035878][bookmark: _Toc31037025][bookmark: _Toc31037099]6	Solutions
Editor's note:	This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
[bookmark: _Toc23232155][bookmark: _Toc23238463][bookmark: _Toc23239069][bookmark: _Toc23244489][bookmark: _Toc26520137][bookmark: _Toc26530875][bookmark: _Toc26530925][bookmark: _Toc26530974][bookmark: _Toc28869878][bookmark: _Toc30008178][bookmark: _Toc31035879][bookmark: _Toc510607499][bookmark: _Toc31037026][bookmark: _Toc31037100]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc510607500][bookmark: _Toc28869880][bookmark: _Toc30008180][bookmark: _Toc31035881][bookmark: _Toc26173046][bookmark: _Toc26516366][bookmark: _Toc31037101]6.1	Solution 1: Identification of UAVs in a target area
[bookmark: _Toc26173047][bookmark: _Toc26516367][bookmark: _Toc31037102]6.1.1	Introduction
This solution addresses the key issue #4.
Editor's note:	This solution applies only to 5GS.
Editor's note:	The reference to the specific requirements for this solution is FFS.
For live data acquisition by law enforcement, UTM may query the 3GPP system to identify whether there are any UAV in the target area.
The solution is based on the UTM definition and UAS model in 3GPP ecosystem as described in Figure 6.1.1-1, referred from TS 22.125 [5].
“Unmanned Aerial System Traffic Management (UTM) is used to provide a number of services to support UAS and their operations including but not limited to UAS identification and tracking, authorisation, enforcement, regulation of UAS operations, and also to store the data required for UAS(s) to operate. It also allows authorised users (e.g., air traffic control, public safety agencies) to query the identity and metadata of a UAV and its UAV controller”.


Figure 6.1.1-1: UAS model in 3GPP ecosystem in TS 22.125 [XX]
This procedure allows the UTM to ask for the list of UAV(s) present in the target area described by the UTM for further processing (e.g., tracking, statistics). The UTM asks for the authorized UAV(s) that the system knows within the area. The report that is provided by the network to the UTM shall include the list of authorized UAV(s) in the target area. The UTM can then initiate current location procedure defined in TS 23.273 [8] for each UE in the list, and have a finer granularity information of the target UAV(s).


Figure 6.1.2-1: Procedure for UAV Tracking
1.	UE registers to the network and is authorized as a UAV. The UTM might be involved in the authorization procedure. The authorized information is stored in the AMF as part of the UE context.
Editor's note:	Detailed procedure for UAV identification and authorization is FFS.
2.	UTM sends Nnef_EventExposure_Subscribe request to the NEF to subscribe the identity list of authorized UAV(s) in the target area as a Monitoring Event. Additionally, the target area information (e.g., list of cells, geographic area) is included.
3.	NEF identifies the AMF(s) based on the target area information, and subscribes the event exposure to AMF(s) indicating request for the identity list of authorized UAV(s) and the associating target area (e.g., list of cell(s), NG-RAN node(s) and/or TAI(s)).
4.	AMF acknowledges the execution of the subscription of NEF.
5.	NEF acknowledges the execution of Nnef_EventExposure_Subscribe.
6.	AMF collects the list of authorized UAV(s) in the target area based on the authorization information in step 1.
7.	AMF sends the event report by means of Namf_EventExposure_Notify message, and the event report includes the identity list of authorized UAV(s).
NOTE:	The event report can be an immediate or one-time reporting, periodic reporting or event based reporting.
Editor's note:	Which UE identity (e.g. GPSI) is used to indicate the identity list of UAV is FFS.
8.	The NEF combines the results from all the involved AMF(s), and forwards to the UTM the list of authorized UAV(s).
9.	After UTM receives the identity list of the authorized UAV(s), it may initiate the Location Procedure for each UAV in the list as defined in TS 23.273 [ZZ], where the periodic location can be used for tracking each UAV.
[bookmark: _Toc26173045][bookmark: _Toc26516365][bookmark: _Toc510607501][bookmark: _Toc28869881][bookmark: _Toc30008181][bookmark: _Toc31035882][bookmark: _Toc31037027][bookmark: _Toc31037103]6.1.2	Functional Description
Editor's note:	This clause outlines solution principles and documents any assumptions made.

[bookmark: _Toc510607502][bookmark: _Toc28869882][bookmark: _Toc30008182][bookmark: _Toc31035883][bookmark: _Toc31037028][bookmark: _Toc31037104]6.1.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.

[bookmark: _Toc31037029][bookmark: _Toc31037105]6.1.4	Impacts on Existing Nodes and Functionality
The solution has impacts in the following entities:
-	AMF:
-	Needs to support the Monitoring Event “identity list of aerial UEs in the target area”. 
-	Needs to store the UAV related information.
-	Needs to notify the identity list of UAV(s) to NEF.
-	NEF:
-	Needs to support the Monitoring Event “identity list of aerial UEs in the target area”.
[bookmark: _Hlk500857602]

[bookmark: _Toc510607505][bookmark: _Toc28869885][bookmark: _Toc30008184][bookmark: _Toc31035885][bookmark: _Toc31037030][bookmark: _Toc31037106]7	Evaluation
Editor's note:	This clause will provide a general evaluation of the solutions.

[bookmark: _Toc510607506][bookmark: _Toc28869886][bookmark: _Toc30008185][bookmark: _Toc31035886][bookmark: _Toc31037031][bookmark: _Toc31037107]8	Conclusions
Editor's note:	This clause will capture conclusions from the study.


[bookmark: _Toc29021273][bookmark: _Toc31035887][bookmark: _Toc31037032][bookmark: _Toc31037108]Annex A (informative):
UAV Regulations

[bookmark: _Toc31035888][bookmark: _Toc31037033][bookmark: _Toc31037109]A.1 Introduction
The description in this annex is derived from material external to 3GPP, as indicated in the references. 
NOTE:	Given that the content of the external references will change over time, the content of this section will not be maintained to match the current status of the references. 
[bookmark: _Toc31035889][bookmark: _Toc31037034][bookmark: _Toc31037110]A.2 LAANC
LAANC [4] is the Low Altitude Authorization and Notification Capability, a collaboration between FAA and Industry. It directly supports UAS integration into the airspace.
LAANC provides:
-	Drone pilots with access to controlled airspace at or below 400 feet.
-	Awareness of where pilots can and cannot fly.
-	Air Traffic Professionals with visibility into where and when drones are operating.
Through the UAS Data Exchange, the capability facilitates the sharing of airspace data between the FAA and companies approved by the FAA to provide LAANC services. The companies are known as UAS Service Suppliers – and the desktop applications and mobile apps to utilize the LAANC capability are provided by the UAS Service Suppliers (USS).
LAANC automates the application and approval process for airspace authorizations. Through automated applications developed by an FAA Approved UAS Service Suppliers (USS) pilots apply for an airspace authorization.
Requests are checked against multiple airspace data sources in the FAA UAS Data Exchange such as UAS Facility Maps, Special Use Airspace data, Airports and Airspace Classes, as well as Temporary Flight Restrictions and Notices to Airmen. If approved, pilots can receive their authorization in near-real time.
Unless specifically requested in an authorization, drone pilots do not need to notify the tower before they fly.
LAANC provides airspace authorizations only. Pilots must still check Notices to Airmen, weather conditions, and abide by all airspace restrictions

[bookmark: _Toc31035890][bookmark: _Toc31037035][bookmark: _Toc31037111]X.2 ARC
The Federal Aviation Administration (FAA or the Agency) chartered the Unmanned Aircraft Systems (UAS) Identification (ID) and Tracking Aviation Rulemaking Committee (ARC) (UAS-ID ARC) to provide recommendations to the FAA regarding technologies available for remote identification and tracking of UAS. This was used as a basis for the FAA proposed rule on Remote Identification. 
ARC [3] report for available technologies for UAS remote ID tracking identified eight viable technologies for UAS ID tracking: Automatic Dependent Surveillance Broadcast (ADS-B); Low Power Direct RF; Networked Cellular; Satellite; SW-based Flight Notification with Telemetry; Unlicensed Integrated C2; Physical Indicator; and Visual Light Encoding. 
The ARC recommendation identified that there are two ways of providing remote ID and tracking data. The first is by broadcasting locally and the second is by publishing information to an FAA-approved internet based database. 
-	Direct broadcast (locally) 
Direct broadcasting means to transmit data in one direction only with no specific destination or recipient. Data can be received by anyone within broadcast range. A direct broadcast requires no handshaking and does not require bi-directional communication capabilities to work. Although range is limited to the broadcast area, dependability is high as there is no reliance on infrastructure “repeaters.” 
Receiving stations can also be tied into a larger network to publish received data to an FAA-approved internet-based database. 
The direct broadcast capability would enable public safety officials equipped with an appropriate receiver to obtain information transmitted from the vehicle. Transmission and receipt of required UAS information is not network dependent for direct broadcast solutions. Since public safety officials may not be able to equip with receivers for all possible direct broadcast technologies, the ARC recommends the FAA adopt an industry standard for data transmission, which may need to be created, to ensure UA equipment and public safety receivers are interoperable. 
-	Network publishing (to an FAA-approved internet-based database) 
Publishing means the act of transmitting data to an internet service or federation of services. Clients, whether ATC or public safety officials, can access the data to obtain ID and tracking information for UAS for which such data has been published. 
Networked Cellular, Satellite, and SW-based Flight Notification w/ Telemetry are among methods by which data can be published, as well as broadcast to a networked ground station. 
As interoperability is established at the IP and application level, technologies do not need to be compatible as long as the transmitter hardware can pass data to the internet based service(s) and the client can connect to the internet based service(s). 
The FAA should leverage internet-based database infrastructure that exists or that is already under development and that could integrate with the FAA’s future UTM roadmap. 
To accomplish this objective, the FAA could provision remote ID and tracking services using private UAS Service Suppliers (USS) to provide services specific to UAS operations. Such services would be accomplished through an exchange of information between the operator, the USS and the FAA, whereby the USS would be the primary interface to the operator. 
The USS would follow business rules provided by the FAA to collect and transmit to the FAA telemetry information. USS will provide full information regarding operations as required by the FAA (telemetry information, id, etc.) to the FAA in a manner similar to how USS will interact with the notice and authorization APIs. USS could provide remote ID and tracking services on behalf of the FAA. 
USS are expected to be private entities. They provide the primary interface to the operator initially via system application software that is likely to include mobile applications and eventually from on board hardware that will publish to the USS for transmission to the FAA. The USS could manage (if necessary) communications and messaging with the operator and with the FAA. The USS could manage and store all the records of telemetry. The USS would send telemetry data to the FAA for display to ATC or the appropriate parties. 
There are privacy considerations that need to be addressed, and the ARC recommends that information held by USS be governed by restrictive use conditions imposed on the USS related to the use and dissemination of any data and information collected.
[bookmark: _Toc31035891][bookmark: _Toc31037036][bookmark: _Toc31037112]X.3 ASTM F38
ASTM International is defining a standard (to be published as F3411) in ASTM F38 committee aiming to satisfy the growing demand for better identification and tracking of unmanned aircraft systems in airspace systems worldwide, called the Remote ID. 
The Remote ID standard supports technology that allows the general public and public safety officials to identify a drone using an assigned ID, while preserving privacy of the operator’s personal identifiable information. 
Remote ID outlines how drones can transmit the assigned ID, location, speed, and direction by broadcasting over the air and/or sending over a wireless internet connection to a UAS service supplier (USS). 
[bookmark: _Toc31035892][bookmark: _Toc31037037][bookmark: _Toc31037113]X.4 FAA regulations on Remote Identification
The following is a summary of the Federal Aviation Administration (FAA) and Department of Transportation (DOT) proposed rule for Remote Identification (RID) [2] for UAS:
-	No ID registration is necessary for UAV under 0.55lb.
-	Three phases are foreseen: 
-	phase 1, the current proposal
-	phase 2, remote ID collection in real time from in-flight UAS
-	phase 3, collection of technical requirements in order to build a sound remote ID ecosystem
-	Two categories: standard and limited
-	Standard: ID broadcast and unicast to a USS through an internet connection
-	Limited: only unicast to USS, no broadcast needed
-	Proposal implementation timeline: in 3 years of effective of the proposal
-	FAA prohibits the use of ADS-B out one UAS unless approved otherwise. However, ADS-B in is not prohibited.
-	USS four primary functions: 
-	Share remote id in real-time over internet
-	ID access Security
-	Meet contractually-established parameters
-	Inform UAS status to FAA, such as using one-time session id for communication with FAA
-	Main elements included in this proposal
-	UAS owners
-	UAS operators
-	UAS designers/producers
-	Developers of RID (compliance to FAA, this proposal)
-	Remote ID USS
-	UTM: unmanned aircraft system traffic management
-	FAA envision that third-party will supply such services, which does not exist currently.
-	ICAO does not prescribe any remote ID equipage for UAS, but in developing material address UTM and UAS operations under IFR
-	In summary, FAA believes on internet-based solution is appropriate, when its available, with Cellular or WI-FI. (See FAA’s option on page 101.)
-	Recommended minimum UAS performance requirements
-	Location, auto USS connection, time mark, self-testing and monitoring, Tamper resistance, connectivity, error correction, msg transmission, inter-op
-	LAANC [Z] will be main interface for any USS in order to be FAA conformance. 
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