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Introduction:

EFARR contains the access rules for files in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file. 

It is indicated in TS 31.101 clause 13.4 , TS 31.102 clauses 4.2.55 and 4.5.5 that the EFARR (Access Rule Reference) file can be deactivated within an ADM access.

Problem:

The question is:

If the EFARR file has been deactivated, what happens when we try to access a file with a security attribute tag set to ‘8B’, which means the access rule needs to be read in the EFARR ?

     ->
Does an error occur ?

If yes, what is the error code returned ?

     ->
Does the file accessed or not ?

If yes, under which conditions ?


If, not, what is the answer for the refused access ?

FROM TS 31.101

9.2.7
Access rule referencing

Access rules may be shared between files in the UICC by referencing. This is accomplished by storing the security attributes in the expanded format in a linear variable/fixed file, the Access Rule Reference, EFARR, in the UICC.  The structure of the EFARR file is as follows:

Record Number (ARR)
Record Content (Access Rule)

'01'
AM_DO((SC_DO1((SC_DO2((AM_DO((SC_DO3((SC_DO4 ….

'02'
AM_DO((SC_DO1((AM_DO((SC_DO5((SC_DO6 ….

The referenced format is indicated in the FCP following tag '8B'. The access rule is stored in a file, EFARR. This file is a linear fixed/variable file. Referencing is based on the following two methods:

-
File ID and record number (File ID, Record number).

-
File ID, SE ID and record number (File ID, SE ID, Record number).

The second possibility allows the usage of different access rules in different security environments.

Referencing EFARR is based on the file ID. This implies that an EFARR exists under each DF. If a file with the file ID indicated in tag '8B'an can not be found in the current DF the parent DF shall be used for searching for EFARR. The structure of the access rule referencing DO is as follows:

Tag
Length
Value

'8B'
'03'
File ID, record number

'8B'
'02' + n x '02'
File ID, SE IDn1, Record number X, SE IDn2, Record number Y, ….. 

Each record in EFARR contains a sequence of AM_DOs followed by SC_DOs. The content of the record is the rule that applies for access to the selected file. The content of a sample EFARR file is given in Annex F.

13.4
EFARR (Access Rule Reference)

This EF contains the access rules for files located under the MF in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file. 

Table 13.4: EFARR at MF-level

Identifier: '2F06'
Structure: Linear fixed
Optional

File size: X bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 – X
Access Rule TLV data objects
M
X bytes

This EF contains one or more records containing access rule information according to the referenced format as defined in ISO/IEC 7816-9 [17]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

FROM TS 31.102

4.2.55
EFARR (Access Rule Reference)

This EF contains the access rules for files located under the USIM ADF in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file.

Structure of EFARR at ADF-level

Identifier: '6F06'
Structure: Linear fixed
Mandatory

File size: X bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM

            DEACTIVATE                            ADM

            ACTIVATE                                 ADM

          

Bytes
Description
M/O
Length

1 to X
Access Rule TLV data objects
M
X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format as defined in ISO/IEC 7816-9 [26]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

4.5.5
EFARR (Access Rule Reference)

This EF contains the access rules for files located under the DFTELECOM in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file.

Structure of EFARR at DFTelecom-level

Identifier: '6F06'
Structure: Linear fixed
Mandatory

File size: X bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to X
Access Rule TLV data objects
M
X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format as defined in ISO/IEC 7816-9 [26]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

