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1
Scope and Objectives

Tdoc T3-99234 describes some possible handover mechanisms between GSM and UMTS. We think that not only those alternatives should be compared. In this document a modification of mechanism 3a is proposed. The major difference is that this mechanism implies less impact on the GSM infrastructure. This modified mechanism offers also a UMTS subscriber the full level of UMTS security each time he/she is connected to a UMTS serving network, even if the initial registration has taken place in a GSM environment. The mechanism is described and analysed in terms of security and necessary changes to the existing GSM infrastructure. 

To maintain the principle established in GSM that the operator should have control over security related algorthms and keys in connection with AKA we also propose that for UMTS users the Kc for use in GSM is calculated in the HLR/AuC. This will also lead to that updates in key size for GSM users only has to be handled by the operator (assuming the “transport” is available).

A general comment on the described mechanisms is that the interoperation between GSM-GPRS and UMTS-PS service domain is missing. 

2
Description of Proposed Mechanism

2.1 GSIM roaming and handover 

GSIM roaming, i.e. a GSM SIM user requesting authentication in a UTRAN or GSM BSS, is covered in the following way:

1) Generation of an authentication vector. The GSM HLR/AuC generates a GSM authentication vector that consists of (RAND*, SRES*, Kc*). 

2) Distribution of an authentication vector. The GSM HLR/AuC distributes GSM authentication vectors to all VLRs, regardless of type.

3) GSM user authentication through UTRAN. When a GSM user is registered through a UTRAN, the controlling VLR initiates GSM authentication and key agreement. It sends RAND* to the user. The user (GSM SIM) derives RES* and Kc*. The dual-mode user equipment sends RES* back to the network. The VLR compares RES* with SRES*. After successful authentication and agreement of a GSM cipher key Kc*, the VLR as well as the user equipment derive UMTS access link keys: CK = c3(Kc*) and IK = c4(Kc*).

4) GSM user authentication through GSM BSS. When a GSM user is registered through a GSM BSS, the controlling VLR initiates GSM authentication and key agreement. 

5) Inter-system handover of GSM user from GSM BSS to UTRAN. At the network side the VLR derives CK* and IK* from Kc*: CK* = c3(Kc*) and IK* = c4(Kc*), and sends CK* and IK*  to the new RNC. At the user end, the dual-mode user equipment derives CK* and IK* in the same way.

6) Inter-system handover of GSM user from UTRAN to GSM BSS. At the network side the VLR sends Kc* to the new GSM BSC. 

2.2 USIM Roaming and handover 

USIM roaming, i.e. a USIM user requesting authentication in a UTRAN or GSM BSS, is covered in the following way:
1) Generation of an authentication vector. The UMTS HLR/AuC generates a RAND and derives from that the UMTS authentication parameters XRES, AUTN, CK and IK. From CK the AuC generates a GSM cipher key Kc:* Kc* =c2(CK). The XRES, AUTN, CK, IK and Kc* forms a Sixtuplet.

2) Distribution of an authentication vector. The distribution depends on the type of VLR that requests authentication vectors:

a) UMTS VLR (controlling UTRAN or both UTRAN and GSM BSS) and those GSM VLRs that support GSM-UMTS handover request and receive UMTS authentication vectors including GSM cipher key Kc* (Sixtuplets). 

b) For those GSM VLRs that do not support GSM-UMTS handover, from the UMTS authentication vector a GSM authentication triplett is derived by the AuC: RAND*=RAND, RES*=XRES, Kc* =c2(CK).
3) UMTS user authentication through UTRAN. When a UMTS user is registered through a UTRAN, the controlling VLR initiates UMTS authentication and key agreement.

4) UMTS user authentication through GSM BSS. When a UMTS user is registered through a GSM BSS, the controlling VLR initiates GSM authentication and key agreement. This is done using a UMTS authentication vector or a GSM authentication vector, depending on the type of VLR controlling the GSM BSS: 

a) UMTS VLR (controlling UTRAN or both UTRAN and GSM BSS) and GSM VLR capable of GSM-UMTS HO sends RAND* to the user. The USIM derives RES and CK and converts CK in the same way as the AuC did: Kc* = c2(CK). (RES*=XRES)
b) A GSM VLR not capable of GSM-UMTS HO will use the GSM authentication triplett received from the UMTS AuC. The USIM derives RES and CK and converts CK in the same way as the AuC did: Kc* = c2(CK). (RES*=XRES)
5) Inter-system handover of UMTS user from GSM BSS to UTRAN. At the network side the VLR transfers the keys CK and IK as originally received from the subscriber's AuC to the new RNC. At the user end, the USIM derives CK, IK from RAND.

6) Inter-system handover of UMTS user from UTRAN to GSM BSS. At the network side the VLR passes Kc* as originally received from the subscriber's AuC to the new BSC. At the user end, the USIM derives Kc* from CK: Kc* = c2(CK).

3 Analysis

3.1 Level of Security

The level of security for the mechanism described in this document is comparable with the mechanism 3a in Tdoc T3-99234. This implies that it has the following security properties:

· None of the new UMTS security features, with exception of integrity, are offered to GSM subscribers connected to UTRAN. The integrity is provided to GSM subscribers connected to UTRAN. 

· None of the new UMTS security features are offered to UMTS users that register in a GSM BSS and stay in the GSM environment.

· Key freshness is offered to UMTS users that start there service in a UTRAN, not to users starting their service in the GSM BSS. But new UMTS CK and IK is generated also at authentication in GSM

· The mechanism provides strong keys to UMTS users that start there service in the UTRAN as long as they are not handed over from the UTRAN to the GSM BSS (where they have weaker keys). 

· UMTS level of security is offered to UMTS users each time they are connected to a UTRAN

3.2 Signalling Load and Impact on System Architecture

In comparison with the mechanism 3a in Tdoc T3-99234, this mechanism has less impact on the GSM infrastructure (e.g. no transfer of key(s) from BSC to new RNC, i.e. no change of BSSMAP, and the Kc is generated in HLR/AuC). 

4 Conclusion

The modified mechanism described above offer the same level of security as mechanism 3a in Tdoc T3-99234, but with less impact on existing GSM network infrastructure. It is requested that this modified mechanism should also be considered. 

5
References

[T3-99234]

T-Mobil, Deutsche Telecom: An Analysis of Possible Handover Mechanisms between GSM and UMTS, discussion document at 3GPP T3/S2/S3 joint meeting (USIM Security), Bonn, 24 August 1999


