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Informations on the ISO/IEC 7816-7 use for phonebook

1 Search Time

Maximum Time to get a name (14 bytes long) amongst a 500 entries phonebook.

With the following assumptions :

Each row is completely filled, i.e. around 130 bytes

8 bits, 16 bits, 32 bits CPU 

Clock = 5MHz

The process to find a name in the phonebook consists of sending the following sequence of APDUs:

Declare cursor (select all from phonebook where Name = smith)

This command only declares the search condition for the phonebook table

Open

This command launch the positioning of the cursor on the first occurrence of the condition. This is through this command that the search is effectively done.

Fetch (data)

This command retrieves the whole record for Smith from the card

The "Declare cursor" and "fetch" are commands with low processing. They typicaly will take some tens of ms.

The overall time of executing the "open" command is composed of:

Time to transfer the APDU on the I/O

few ms

Command execution



see below

A  basic algorithm to process the "open" command in a generic way is as follows:

Point to the first row

Repeat 500 times (in the worst case)

Transfer the whole currently pointed row in a buffer in RAM

in this buffer, Point to the field NAME

compare the 14 bytes of the field to the reference value

if comparison is OK Exit

else Point to the next row

processing time calculation


8 bits CPU
16 bits CPU
32 bits CPU

Transfer the whole currently pointed row in RAM
10000
5000
3000

in buffer, Point to the field NAME
10
3
3

compare the 14 bytes of the field to the reference value
21
21
21

if comparison is OK Exit
3
3
3

else Point to the next row
10
3
3






Clock cycles for Looping 500 times
5022045
2515045
1515045

time for internal clock 5MHz (in sec.)
1,004
0,503
0,303

time for internal clock 10MHz (in sec.)
0,502
0,252
0,152

Comments:

· The transfer of a row from EEPROM in RAM is time consuming because it is done through memory management routines. The figures include both low level and high level memory management layers

· The comparison algorithm consists of:

Point to the first byte in field NAME

Repeat 14 times

Load currently pointed byte from field NAME in CPU

Compare it to first byte of reference value (remaining in RAM)

if comparison is OK Exit

else Point to the next byte in field NAME

The loop is never completely executed (except at the last time). A model can be to assume that when comparing the 500 names to the reference value, first bytes are equal in 10% of cases, 2nd bytes are equal in 10% of cases where 1st bytes where equal, etc… A calculation show that the kernel of instructions inside the comparison loop shall be executed on average 1,11 times, over the 500 search.

· More and more CPU currently used for smartcards have an internal frequency higher than the external one to boost the computational power.

2 Memory

Data Memory: The figures were given during the previous TSG-T3 meeting in the TDOC T3-99191.

The code overhead is given here for information:

- the data-base machine requires about 6Kbyte of (ROM) code;

- dynamic memory management requires about 3 KByte;

- implementation of a 2G "filter" should fit into these 6+3 KByte (approximately);

3 Backward compatibility with 2G

Implementing the backward compatibility with the GSM ADN feature shall consist of having a specific function that maps the ADN related commands to database commands.

It appears thart in a card database, the notion of rank number exists for rows. In fact when an entry is added it is appended to the existing rows, and it becomes itself the last row. When elements are retrieved from the database, it is always done in the same order. Accessing to the 25th entry in the phonebook will consist of positionning the cursor on this entry by making 25 times a "Next" command then fetching the element. 

This fact makes it feasible to map the notion of record number of the ADN file to SCQL sequences.

Some 2G commands map directly onto SCQL sequences. Some other will require an internal process.

The current database record number shall have to be kept in a specific variable.

· Select ADN command

This command shall trigger the filtering mode for all the subsequent commands related to the current file. It must set the database to the right mode and position the cursor to the first record with the following sequence:

Declare cursor(select Name,Tel from phonebook)

Open

· Read record command

· Mode "absolute"

Open

Repeat n times Next

Fetch

· Mode "next"

Next

Fetch

· Mode "previous"

n = current record number - 1

Open

Repeat n times Next

Fetch

· Update record command

· Mode "absolute"

Open

Repeat n times Next

Update name

Update Tel

· Mode "next"

Next

Update name

Update Tel

· Mode "previous"

n = current record number - 1

Open

Repeat n times Next

Update name

Update Tel

· Invalidate

When this command is received, an internal flag is set to forbid the interpretation of subsequent commands and send back the right status word.

· Rehabilitate

When this command is received, the internal flag is reset to allow the interpretation of subsequent commands.

Emulation of the 2G extension records may be quite difficult. Extension records are apparently not used very much by subscribers so it may not be necessary to be backwards compatible with them;

In order to enhance the process and reduce the command flow, it is proposed to create a new command "Goto_row(n)" requesting the cursor to be positionned at the nth row. It would be equivalent to an internal implementation of :

Open

Repeat n times Next

4 FDN support

The principle of integrating the FDN feature in the phonebook must be carefully examined, whatever the technical solution adopted for the phonebook. If FDN numbers are part of the phonebook, the phonebook must remain active in FDN mode. In this case, care must be taken for the "FDN user" not be able to modify phonebook entries.

In the database implementation, this can be realized in the following way:

An additional FDN flag field is added to each row (or integrated in the existing administrative field).

A view is created on Items being flagged to FDN.

When the USIM is in the FDN mode, the terminal must only access to the FDN view and allow to dial those numbers.

5 Testing

Using ISO/IEC 7816-7 will simplify testing as it will be the responsibility of each manufacturer to ensure compliancy of its implementation with the standard.

It will consist mainly of verifying the sequence of commands and contents of commands at the interface.

Due to the reduced transaction flow inherent to the database implementation, i.e. the reduced number of commands to exchange to achieve a given operation like entry creation or update, the number of test scenarii will be greatly reduced. The complexity of error management tests varies rapidly with the number of commands to exchange.

6 Remote management

A number of future services can be imagined around the phonebook.

For instance, enquiries services with direct download of response into the phonebook.

The database approach allows to do simply such remote operations in the phonebook. This is because the typical transaction flow between the card and the external world is made of a few high level commands of a monodirectional type.

The typical command flow to download a new entry in the phonebook would be:

Select DF telecom

Present user

Insert (entry)

These commands are mono-directional in the sense they do not require an interaction with the server other than sending back the final status word.

The Commit/Rollback mechanism brings additional flexibility and security as it garanty coherency of data in any case.

The multiple files approach seems to make remote operations in the phonebook practically impossible as the remote server would have to navigate by itself over the files and the records. This would require a high level of interactivity and finally a complex transaction flow with many commands and low level card management at the server side.

7 Scalability

A way to phase the implementation would be to start for phase 1 with the following characteristics:

· Limit the number of entries in the phonebook.

· Implement a subset of columns. This is feasible because the terminal learn dynamically at the beginning of a session which fields are effectively present in the phonebook table.

· Implement a subset of 7816-7 commands

This would allow to adapt to changing requirements in terms of ROM, EEPROM, and performance.

8 Incoming/outgoing calls information linking

This feature is related to the ability to link a calling party or a called party to his own record in the phonebook if existing, in order to:

· Display the event contents in a meaningful way

· Have access to all the fields of an entry for operations subsequent to the event itself.

2 possibilities exist, either the number is left as it is in the event log, or the name itself is stored.

Then, depending on the requested editing function on the event, the right data is dynamically retrieved from the phonebook. This is possible because the sequence of commands to do that is simple.

For instance,  given a number, the process to retrieve the associated entry in the phonebook is straightforward and consists of sending the following sequence to the card:

(Select DF Telecom)

Declare cursor(select * from phonebook where Tel = xxxx)

Open

Fetch

It must be noted that the database implementation offers the possibility to search on any field in a fully equivalent way.

9 Wild cards availability

It is confirmed by development team that using wild cards (the '*' character) in search conditions was feasible without significant development effort and code overhead. 

In a first time, the wild card feature can be limited to the cases were the wild card is not at the beginning of the pattern to be searched for.

It must be noted that in this case, the feature is very close to the GSM "Seek" command.

10 Possibility of having a private phone book for each Usim

A simple way to do it is to implement a database file for each dedicated phonebook. In this case there are no relationship between the different phonebook.

Another is through implementing distinct tables in the same general phonebook in the DF Telecom. ISO/IEC 7816-7 allows to open access to different tables on a user per user basis.

The third way is to have in the general phonebook a field giving the USIM affectation. Different views are then created for each value of the field. A distinct access policy is given for each view.

11 Other topics

11.1 Sorting out the items in the phonebook

The sorting capability is concerned with helping the user to search one or more specific items in the phonebook.

There are 2 basic methods to search in a phonebook:

· display the list of names, scroll and select

· key in the requested name and ask to search it

It seems that the first method is simple and adapted to small phonebooks (less than 25 names) and a poor MMI at the terminal side.

In turn the second method is best adapted and much more efficient and easy to operate for large phonebooks.

In this perspective, sorting and displaying the whole list of names of the phonebook appears to be less important in 3G than in 2G.

Nevertheless, it is possible to combine the "key in" method and the "display-select" method to get an efficient and comfortable method for searching in the phonebook.

In the process of keying in a name, each time a new character is entered, a new search is launched, giving a subset of the previous list. This is done until the sublist is short enough to conveniently scroll in it. The process can be started from the first character entered by the user or more efficiently from the 2nd or 3rd one.

It has been measured that the order of magnitude for subset of names matching matching a pattern could be roughly given by a 10% rule:

10 % of names start with a given 1st character

10% of those (i.e. 1% of total) have a given 2nd character

10% of those (i.e. 0,1% of total) have a given 3rd character

…

This means that selecting names starting with 2 given characters from a 500 entries phonebook will lead to around 5 selected names.

From this point there are 2 possibilities to implement this combined method:

Dynamic method

In this method, there is no any list stored in the phone. Queries are sent to the card.

Sorting is still necessary, but due to short lists (see above), it can be done on the fly by the terminal itself.

According to the study made at the beginning of this document, the time to do that shall be basically the time to test the 500 entries. The time to retrieve 5 of those 500 entries is not significant. The figures of the first chapter can be taken as order of magnitude.

"Static" method

In this method the whole list of names is read from the phonebook and stored in the terminal.

The search is performed over this list, and the finally selected element is retrieved from the card by a query on the name.

There is an alternate method allowing to get back to the classical approach of storing with each name a corresponding row number. This is done thanks to the inherent row number concept (see chapter on 2G backward compatibility).

11.2 Other advantages of the solution

Connectivity to other databases:

The connection of a SCQL (i.e. 7816-7) database to large SQL compliant databases requires only simple drivers. This fact will allow to create additional tools and services (alternatively to only using the terminal MMI) to help the user in initialising, loading, backing up, maintaining, synchronising the phonebook.

Reuse of the engine:

The SCQL engine is not specific to the phonebook. It shall be possible to use it for any service based on operating small databases in the card (train tables, …).

11.3 Drawbacks discussion

In SCQL, the user does not know how much free records are remaining in the phonebook:

To day, in devices like PDAs, it is never indicated the exact remaining memory in bytes or even the number of records available in the address book. This is because those systems manage the data in a database way and dynamically. In general, they just indicate to the user a gauge bar with the remaining free part of the database. It is proposed to proceed in the same way.

The phone book operation must not delay USIM/ME operations like authentication request:

This is a very general problem already encountered today when designing STK applications in SIMs. The problem is that an APDU cannot be interrupted by another one.

The figures given at the beginning of this document show that the problem should not occur when operating the phonebook.

11.4 Endorsement of ISO/IEC 7816-7 by the Javacard Forum

The Javacard Forum has set up a specific task force to specify a card database implementation in a Javacard environment.

This task force recently decided to adopt ISO/IEC 7816-7 as the common interface standard for addressing databases in a Javacard.

It is believed that such a choice shows that ISO/IEC 7816-7 is now considered as a future proof interface language and that this important fact should be taken into account by TSG-T3 in the process of finding a solution for the phonebook implementation.
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