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S2 thanks S3 for their liaison on the time constraints. At least from an S2 perspective some clarifications are needed on which entities are involved in the timing requirement. As an example for the determination of the X4 the response time is it only involving the SIM or does that includes the timing of the sending of the message including the RES parameter to be received by the Core network Node. In this case, this will include the timing necessary over the radio and inside the UTRAN. In the first case the most relevant group to answer this question is T3. In the second case that implies that the full procedure for the sending of this meesage is define by R2 and R3.

It is of high importance that this is clarified by S3 before other involved working groups together and S2 can provide the proper answer to S3.

Copy to be provided with the original liaison from S3.
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Liaison Statement

SA 3 is specifying the requirements on the cryptographic algorithms to be used in the 3G mobile system [1]. 

In order for these algorithms to respond in due time SA 3 kindly asks SA2  to provide values for the following:


X4
Response time for the calculation of RES by the USIM.


X5
Response time for the calculation of CK and IK by the USIM.


X9
Response time for the calculation of an authentication vector in the HLR/AuC.


X11
Response time for the encryption of a user identity in the USIM.


X12
Response time for the decryption of a user identity in the HLR/AuC.

X4 and X5 will be used in the following requirement on the functions for authentication and key agreement [1, §5.1.5]:

“The functions f1—f5 shall be designed so that they can be implemented on an IC card equipped with a X1-bit microprocessor running at X2 MHz with X3 kbits of memory and produce AK, MAC-A and RES in less than X4 ms, and CK and IK in less than X5 ms.”

X1—X3 to be determined by T3.

X9 is needed for manufacturers to dimension their HLR/AuC, especially when they plan to compute the authentication vectors in real-time.

X11 will be used in the following requirement on the functions for enhanced user identity confidentiality [1, §5.2.5]:

“The functions f6 shall be designed so that it can be implemented on an IC card equipped with a X1-bit microprocessor running at X2 MHz with X3 kbits of memory and produce EMUI in less than X11 ms.”

X1—X3 to be determined by T3.

X12 is needed for manufacturers to dimension their HLR/AuC, since the decryption of the encrypted user identities has to be performed in real-time. 

Reference:


[1]
S3-99147. 3G TS 33.105 version 0.1.1. 3G Security: Cryptographic Algorithm Requirements.
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