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To improve the level of security S3 has specified the security feature 'user identity confidentiality' in the document 3G Security: Security Architecture (3G TS 33.102). This feature has the property, that the permanent user identity (IMUI) of a user to whom a service is delivered cannot be eavesdropped on the radio access link.

To achieve this, the user is normally identified by a temporary identity by which he is known by the visited serving network (like in GSM), or by an encrypted permanent identity (EMUI). In exceptional cases, however, when encryption is forbidden or not required, the IMUI may have to be transmitted in clear. This is a static HE option.

In case the encrypted permanent identity (transported as part of HE-message, see below) is used, the visited serving network has to send the HE-message as a request to the user's HE (identified by HE-id, that will probably at least consist of MCC+MNC) for disclosing the IMUI. The user's HE responds by sending the IMUI back to the visited serving network.
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The transport mechanism for sending the messages between SN and HE is standardised and therefore part of R99, but the mechanism to conceal the IMUI will not be standardised and will be under HE control. (An example mechanism is given in annex B of 3G TS 33.102.)

This means that the HE-message has to be sent to the user's HE (default). An option would be to indicate (by a flag) if the IMUI is concealed or not. In the latter case the user's HE need not be involved.

TSG S2, C2, R2 and T3 are kindly requested to clarify all implications with regard to the security feature 'enhanced user identity confidentiality' and to make sure that the appropriate extension will be added to the relevant documents.

Details on the parameter length proposed by S3 will be found in the document 3G Security: Integration guidelines (3G TS 33.103). All parameters will be accompanied by a length indicator. This should be at least 1 byte.
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