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1
Opening of the Meeting

The seventh meeting of the 3GPP TSG-T WG3 on USIM issues (hereafter referred to as T3) was opened by the Chairman, Dr. Klaus Vedder. Kristina Ahlgren welcomed the delegates to a rainy Lund on behalf of the host Ericsson.

2
Roll Call of Delegates

The meeting was attended by 25 delegates from 9 countries. The list can be found in Annex A of this report.

3
Input Documents / Agenda

T3-99186 contains the draft agenda. One new item "Phonebook synchronisation" was added and the item "Logical channels" was deleted. Several documents were added to the agenda. The approved version can be found in T3-99201 and in annex B of this report.

4
Approval of the report of T3 #6

T3-99185 contains the draft meeting report from TSG-T3 #6, held in Miami on the 14 - 16 June, 1999. After one modification concerning the IPR issues relating to the phone book proposals in section 9.2 and some minor editorial modifications, the report was approved as T3‑99202.

5
Results from other related meetings

5.1
3GPP T#4 and SA #4

The T3 chairman presented a brief verbal report of the results of the last TSG-T and TSG-SA plenary meetings which had followed the last T3 meeting (see T3-99204 for the actual presentation). It was noted that:

-
the T3 chairman had produced a draft LS to PCG on "Funding of USIM testing" in tdoc TP‑99132 for TSG-T. The principles of this document were agreed and after some editorial modifications by TSG-T, it was forwarded to TSG-SA (for information) and the PCG. This LS (TP‑99136) is reproduced in T3-99205;

-
the T3 recommendation (in T3-99182) that the 3GPP should apply for a 3GPP RID was endorsed by TSG-T and TSG-SA;

-
TSG-SA endorsed a proposal made during the meeting that all UICC/USIMs shall support the GSM functionality (i.e. they shall be capable of working in a GSM terminal. Service, of course, is subject to roaming agreements).

5.2
ETSI SMG9 #18 and SMG #29

The SMG9 chairman presented the main results of the SMG plenary #29 (Miami, 23 - 25 June) in T3‑99196. The status report of SMG9 at SMG #29 and the approved R98 and R99 CRs to GSM 11.11 and GSM 11.14 are contained in T3‑99197. It was noted that:

-
one of the two SMG9 vice chairmen, Colin Hamling, had resigned. Nigel Barnes is now the sole SMG9 vice chairman;

-
GSM 03.19 (SIM API stage 2, Java) had been approved;

-
the following new work items were approved:

-
WAP WAE User Agent / SIM toolkit inter-working;

-
Generic Logical and Physical specification for IC card and terminal interface (this will refer to the 3GPP specification, 31.101);

-
Specification of administrative commands and functions for IC cards.

-
several CRs to GSM 11.11 and GSM 11.14 were approved resulting in new R98 and R99 specifications (see also section 8.4).

6
Liaison statements from other groups

No liaison statements were received. It was noted that S3 had produced two Liaison Statements for T3 during their London meeting, but that these were still in an email approval process and therefore not yet available for T3 to consider.

7
USIM and UICC requirements (3G TS 21.111)

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

8
UICC physical and logical characteristics (31.101)

8.1
Review of current version

T3-99194 contains the updated version 31.101 v0.6.0. This contains the changes as agreed at the T3 #6 meeting in Miami. The updated version was noted. The main changes were the introduction of:

-
several new references and definition;

-
a new diagram showing the organisation of applications in the UICC;

-
a change to replace occurances of "CHV" by "PIN";

-
application independent procedures;

-
a list of life cycle states;

8.2
Security principles

T3-99193 is a proposal for a General Authentication Command and the 3G specific coding. It is suggested to include the command itself into 31.101 and the coding into 31.102. 

In contrast to previous discussions, it is proposed to use the parameter P1 for specifying which authentication algorithm is to be used. It was commented that this might allow an attacker to disrupt the service. As a change of a bit of the random challenge would have the same effect, such a service disruption was not considered to be of any serious nature. 

It was further commented that a 3G network may not need such a choice. To solve the problem of a "broken" authentication algorithm, it could prove useful to have a "spare" algorithm already coded in the (U)SIM and to switch to the spare one by means of the coding of P1 if and when necessary. In GSM this can only be done by say, using a secured short message. As 31.101 is intended to be the core standard for other telecommunications applications, the use of P1 for this purpose was considered to be of general interest. It was agreed to send a liaison statement to SA3 informing them about this proposal and to ask whether there are any security relevant issues to be considered. If this proposal is accepted by SA3, it needs to be clarified whether the radio interface supports such a selection of the authentication algorithm. T3-99207 is an LS to SA3 to inform them of these issues. It was approved.

8.3
Protocol issues

T3-99176 is a discussion document on how the T=1 protocol is specified in the EMV specification. A general discussion on the T=1 protocol concluded that the requirements for T3's implementation of the protocol are:

-
the implementation should be backwards compatible with GSM;

-
it should allow for interface speed enhancement (greater than 9,6 kBit/s);

-
It should be possible to have an EMV compliant application on the UICC.

The means to achieve the above requirements will need further discussion in future T3 meetings. T3‑99211 contains a contribution on the protocols T=0 and T=1 received during the meeting. Due to lack of time the discussion of the document was postponed.

8.4
Use of GSM R99 as a base for 31.101

In section 5.2 of this report, it was noted that SMG had approved a R99 CR to GSM 11.11. It was agreed that 3GPP work should be based on the resulting version R99 (v8.0.0) of GSM 11.11.

8.5
Other issues

T3-99192 is a discussion document about the third UICC size. It uses the standard ISO/IEC layout for the contact area, but based on only 6 contacts. The module is linked to a plastic strip with a pre-cut separation. During the discussion of the document, the following points were noted:

-
does this proposal still avoid the use of special tools as discussed in T3 meeting #2?

-
the orientation mark should be located in a different place since it would be ineffective when the non "broken-off" UICC module is inserted.

It was suggested that the time-scales for the introduction of the new third size need to be clarified but it was noted that the T3 Work Plan in T3-99028 lists the third size as a prority 2 (i.e. available in release end 1999). The issue should be further discussed at the coming T3 meetings.

9
USIM characteristics (3G TS 31.102)

9.1
Review of current version

T3-99195 contains the updated version 31.102 v0.6.0. This contains the changes as agreed at the T3 #6 meeting in Miami. The updated version was noted. The main changes were:

-
clause 5 on the application protocol was added;

-
BDN description deleted.

9.2
Phone book / ADNs

9.2.1
12-bit linear fixed file concept

T3-99187 is an updated version of a discussion document first submitted to T3 #6 in July 1999. It proposes that a USIM phonebook could be implemented by creating a new type of linear fixed file where the number of a record is coded on 16 bits (using 12 bits) instead of 8 bits, thus allowing a much larger number of records.

9.2.2
Index File concept

T3-99188 is an updated version of a discussion document first submitted to T3 #1 in January 1999. In order to support the additional information required in the ADN, an index file is specified. This concept allows data related to one record in the original ADN data field to be extended. In order to save memory in the UICC, pointers are used to indicate the location of a record in a file that is part of the Phone Book entry. The pointers are stored in an index administration file.

9.2.3
Database concept

T3-99191 (a revised version of T3-99189) is an updated version of a discussion document first submitted to T3 #6 in July 1999. It outlines a method of managing the USIM phonebook using ISO/IEC 7816-7 "Inter-industry commands for Structured Card Query Language (SCQL)". This specification is based on an IC card-optimised subset of the database query language, SQL.

It was noted that:

-
7816-7 does not currently allow the use of "wildcards" in the search string;

-
Gemplus stated that a licence for the IPRs involved is needed only for the SIM, not the ME. A statement from Gemplus to this effect was received during the meeting and is reproduced in T3‑99210;

-
the data-base machine would require about 6Kbyte of (ROM) code;

-
dynamic memory management would be required, but this was less complicated than full garbage collection, the memory consumption (in ROM) is estimated to be about 3 KByte;

-
implementation of a 2G "filter" should fit into these 6+3 KByte (approximately);

-
at pre-personalisation, it would be necessary to fix the field size;

-
emulation of the 2G extension records may be quite difficult. Extension records are apparently not used very much by subscribers so it may not be necessary to be backwards compatible with them;

-
to search 500 entries for a match of name would take up to 100 mS (Gemplus estimate) on an 8 bit CPU UICC;

-
it was proposed that it may be possible to add an index to enhance the search speed;

-
32 bit CPUs should be available within 1 - 2 years.

9.2.4
Comparison of concepts

It was noted that all three concepts used a different length for the 2nd name field so it was agreed that they should be recalculated with a length of 13 bytes. For the purposes of comparison, it was agreed that all entries would have to have the same length. name=14 bytes, phone number=14 bytes, second name=13 bytes.

It was agreed that as there is a lot of commonality between the "index file" and "12-bit linear fixed file" concepts, the authors should combine the two into a single proposal.

A splinter group discussed the issue of how a decision should be made about which concept to choose. Their conclusions (subsequently endorsed by the plenary) were that the main criteria for judging the proposals should be:

1)
access time (name is entered and number is retrieved);

2)
search time (name is selected from a list stored in the ME);

3)
memory consumption for ME and SIM and code and data;

4)
backward compatibility with 2G;

5)
FDN and other files implementation (SQL solution);

6)
testing;

7)
remote management;

8)
scalability;

9)
incoming/outgoing call information;

10)
wild card search;

11)
implementation of USIM specific phone book (memory consumption and complexity);

The timetable for reaching agreement on a proposal was agreed to be:

-
manufacturers should do a sample calculations (see items 1, 2 and 3 above) based on 8‑bit, 16‑bit and 32‑bit microprocessors by close of business Friday 6th August;

-
the index file concept and the 12-bit linear fixed file would be merged by the authors into a single concept. The new proposal should be provided by Friday 6th August by close of business;

-
a discussion would occur at the next meeting in Bonn and if possible, consensus should be reached. If consensus is not reached, then a vote will be taken.

9.3
Phonebook synchronisation

T3-99190 is a discussion document proposing that in order to be able to synchronise the phonebook with external data-bases, there is a need to standardise some synchronisation information in the phonebook. The document outlines a way of achieving this by introducing a four-byte Phonebook IDentifier (PID), a two-byte per record User IDentifier (UID) (for avoiding the duplication of entries) and a two-byte CRC on all the entries. By comparing the CRC of the phonebook with the CRC stored in the data-base(s), the occurrence of a modification could be identified (though not the location).

During a discussion of the paper, the following points were noted:

-
care would be required so that the USIM/ME interface is not blocked during synchronisation (e.g., the calculation of the standard CRC over 10 KByte would take approximately four seconds);

-
in order to reduce synchronisation processing, the following features could be added:

-
a CRC could be generated of just the CRCs of each record but not their contents (each record in the ADN file is usually protected by a record-specific CRC). This would significantly reduce the calculation time to an acceptable level;

-
a modified item could be marked with a flag. This way it would not be necessary to do a complete comparison of the phonebooks but just update the respective record marked by a flag. The deletion of this flag would, however, needed to be investigated if the phonebook was linked to more than one outside data-base. This method could also be used instead of the CRC as an indication of a change. The disadvantage would be that all records would have to be checked each time;

-
as an alternative to flags it was suggested to use a (one-byte) counter for each record monitoring the number of updates. This would solve the issue of deleting a flag but had still the disadvantage that it was not possible to detect a change if the same record was updated (differently) in the phonebook and the outside world.

The issue was given to a splinter group. They reported that a suggestion was made to use a two byte counter for the indication of changes to the phone book. This counter could be used instead of a CRC. In addition, a list of UIDs of updated entries could help to identify the records involved and considerably speed up the synchronisation. It was clarified that a UID of an entry would be deleted if and only if the entry was deleted. It was agreed that a two byte UID would be sufficient and that the reuse of old values could be indicated by a change in the PID. A revised document incorporating the results of the discussion will be made available in due course.

T3-99200 is a discussion document on the storage of UIDs. It is proposed to have one or more (depending on the number of records) separate EFs for the UIDs as well as one EF which contains the last "issued" UID. The document also specifies these EFs and their management. During the discussion it was concluded that the card (rather than the terminal) should be responsible for the update of the values in the EFs. A decision on the incorporation of these EFs into the 3G specifications will be discussed in conjunction with the revised version of T3-99190.

It was requested that if the feature is standardised, it should be made optional as there would be an overhead of about 1 kByte for 500 entries. This was agreed by the plenary.

9.4
Use of GSM R99 as a base for 31.102

In section 5.2 of this report, it was noted that SMG had approved a R99 CR to GSM 11.11. It was agreed that 3GPP work should be based on the resulting version R99 (v8.0.0) of GSM 11.11.

9.5
Other issues

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

10
Transfer of GSM 11.14

T3-99198 is a discussion document which addresses the problems raised at T3 #6 regarding the transfer of GSM 11.14 SIM application toolkit to the 3GPP and its inclusion into the R99 of the 3GPP. It proposes that the problems are minor and that therefore the specification should be transferred. During the discussion following the presentation the following issues were raised:

-
it was questioned whether the document should be transferred or used as a baseline;

-
the amount of work required to align GSM 11.14 with the "split" of GSM11.11 INTO THE SPECIFICATOINS 31.101 and 31.102 was not clear;

-
it was questioned who in T3 would provide any resources to do the work.

As a potential way forward it was proposed by the Chairman that GSM 11.14 could be transferred to T3 in early 2000 (at SMG #31 in February) as by then the T3 deliverables 31.101 and 31.102 should be stable and approved, thus freeing T3 capacity, and, furthermore, the GSM release 99 version of GSM 11.14 should be completed. It was agreed to postpone the issue to the coming T3 plenary in Bonn.

T3-99199 is a discussion document examining the particular issue of the co-existence of more than one USIM (each having their own toolkit applications) on a UICC. It was commented that it would not be possible for USIM 1 and USIM 2 to share a single application. It would be possible for the toolkit command engine to be shared by two USIMs. It was pointed out that certain commands of the SIM Application Toolkit such as RESET may have an effect on the whole card and thus on all USIM applications on the card and not only on the one for which the command was issued. It was agreed that careful study would be required to ensure that the first (i.e. single USIM on a UICC) implementation of SIM toolkit did not prevent the use of multiple USIMs in the future. 

11
T3 Work Items

No documents were registered under this agenda item nor were any issues brought forward during the meeting. 

12
Any Other Business

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

13
Meeting Plan

The next meeting was agreed to be held on the 23rd – 25th August. The agenda will be mainly restricted to the phonebook, the transfer of GSM 11.14 and security issues. It time allows, other issues will also be discussed.

Some concern was raised at the frequency of the meetings being held, but it was concluded that all the meetings scheduled in the table below would be necessary if 31.101 and 31.102 are to be completed by the end of the year. It was agreed that in 2000, there should be a T3 plenary every 3 months and one drafting session in between if necessary.

The following table shows the current meeting schedule:

Meeting
Date
Host
Location

3GPP T3 #8

(joint with S3 on 24th)
23 – 25 August, 1999
T-Mobil
Bonn, Germany

T3 drafting session
26 – 27 August, 1999



T3 drafting session
14 – 16 September, 1999
Nokia
Copenhagen, Denmark

3GPP T3 #9
4 - 6 October, 1999
Samsung et al.
Korea

3GPP T3 #10
2 - 4 November, 1999
Schlumberger
Austin, Texas, USA

3GPP T3 #11
8 – 10 December, 1999
ETSI
Sophia Antipolis, FR

3GPP T3 #12
early Feb 2000 (3 days)
Japan Telecom
Tokyo, Japan

----- Related meetings and other ad hoc groups (for information) ------

ETSI SMG9 #19
20 - 23 September,1999
Giesecke & Devrient, Siemens, Viag Interkom
Munich, Germany

3GPP TSG-T #5
7 - 8 October, 1999
Samsung et al.
Korea

SMG Plenary #30
9 - 11 November, 1999
ETSI
Sophia Antipolis, France

3GPP TSG-T #6 
and SA #6
13 - 17 December, 99
ETSI
Sophia Antipolis, France

3GPP TSG‑T #7
13‑15 March 2000 (TBC)
Telefonica
Madrid, Spain

3GPP TSG‑T #8
5‑7 June 2000 (TBC)
Mannesmann
Berlin, Germany

3GPP TSG‑T #9
25‑27 September 2000
Host required


3GPP TSG‑T #10
11‑13 December 2000
Host required


14
Closing of the Meeting

The chairman thanked the host for the excellent organisation of the meeting. He then closed the meeting at 15.50.
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ANNEX C
Access to 3GPP documents

This document briefly outlines some of the more important locations of information that all T3 members should be aware of. 

3GPP email lists:

To receive information about T3 issues, all delegates and other interested parties MUST register for email list 3GPP_TSG_T_WG3. This can be done by sending an email to LISTSERV@LIST.3GPP.ORG with the following single line of text in the body of the message:

subscribe  3GPP_TSG_T_WG3  YourFirstName  YourLastName

There are many other 3GPP email lists that may also be of interest. Go to http://www.3gpp.org/e‑mail.htm for further information.

If at any time you would like to confirm which lists you are currently a member of, just sent a message to  LISTSERV@LIST.3GPP.ORG with the following single line of text in the body of the message:

QUERY *

Email archives:

All 3GPP lists have an associated archive of every email sent via that list. Information on how to access the archive are sent to you when you subscribe to the list. This means that if you have temporary email problems, or have just joined the group, you can check to see if you have missed any messages. The easiest was to search the archive is first to request a list of all messages sent to the particular group you are interested in. For example, to get a list of message sent via the 3GPP_TSG_T_WG3 list between 1st May 1999 and the current date, send the following command to LISTSERV@LIST.3GPP.ORG:

search * in 3GPP_TSG_T_WG3 since May 1999

As well as a list of emails sent, you receive instructions about how to retrieve the emails.

Meeting invitations and meeting calendar:

The central location for all information relating to the 3GPP meeting calendar and the corresponding meeting invitations can be found at: http://www.3gpp.org/Meetings.htm
In particular, the meeting invitations to all WG3 meetings is made available under the directory: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/INVITATIONS/

Documents on the server:

All documents submitted to T3 meetings will be made available on the 3GPP document server in a directory (related to the number of the meeting) under: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/ 

e.g. the documents for  T3 meeting #7 can be found at: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/TSGT3_07
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