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Proposal for access to shared DFs

Requirements



A UICC can host several USIMs.



Some data are independant from Usims but may be used when in USIMs sessions.

For example, the personal directory could be seen as part of a dedicated "personal application" that can be accessed independantly of any Usim.

This means that these data: 

could be accessed through the I/O line in a standalone way : independantly of any Usim activation

could be accessed through the I/O line in the context where a number of USIMs sessions are started , with access rights inherited from those of Usims

could be accessed through internal processes inter-applications



The following principles are to be discussed in order to design an access scheme:

For any data of any application, one must be able to specify and control possible access consecutively to rights acquired under other applications.

For instance, starting Usim1 would open access to given files for given operations in the Telecom directory through the I/O line.

The owner of  an application must have control of who is allowed to access.



For any data, it must be possible to grant differentiated access rights depending on the requiring entity of the access. Ideally on a entity per entity basis. An entity is either the I/O line or an application in the card.



Optionally, the I/O line entity might be divided in several entities, depending on which application on the reader side is requiring access. The aim here is to differentiate the reader application which is accessing to the card. For exemple a terminal will have the standard USIM layer, plus a Mexe platform that can execute other applications interfacing with the card. These 2 entities have not the same level of trust.

A trusted terminal, would garranty to provide a differentiation in the commands (Iso channels ?) that would in turn be used by the card to grant or not access.



It must be possible to add a new application and to insert it in the access scheme, during the cycle life of the UICC.



CHVs interworking scheme



These proposal address only the accesses through the I/O line.

For internal inter-application accesses, a more refined scheme is needed, on which other standard bodies are currently working.



First proposal from the SMG9-UMTS



A master CHV file could be defined storing all CHVs of all applications and a mapping between CHVs and applications. This master EFCHV file is not necessarily located at MF level.



The following table shows the possible content of such a master EFCHV file.



Basic structure of master EFCHV file:



CHV�List of related applications��CHV1�TELECOM, USIM1, USIM2, USIM3, …, USIMN��CHV2�TELECOM, USIM1, USIM2��CHV3�TELECOM, USIM3��…���CHVN�TELECOM, USIM4��CHVADM�all applications, access to master EFCHV��

This EFCHV is updated as follows:



Each time a new application is added or deleted from the UICC the master EFCHV is updated with the application specific CHV.

If the user changes, deactivates, reactivates etc. a CHV the master EFCHV is automatically updated.

By using a CHVADM the user can maintain a list of applications related to a specific CHV. This mechanism allows to create specific user access profiles based on CHVs. Further the master CHV allows to access all applications on the UICC.





Second proposal



One starts from the 1st proposal.
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Each DF has its own EF CHV that works in the classical way.



Additionally, a specific file is created at the MF level: EFrights. This file is organised as a "rights granting matrix".

If this file EFrights is not present, it works as usual.

EFrights does not actually contain CHVs. It contains only inter-granting information.



The structure of the file EFrights is linear.



The following table is mapped on the records of EFrights (values are for example):



�CHVtel�CHVusim1�CHVusim2�CHVusim3����CHVtel�N/A�0�0�0����CHVusim1�0�N/A�1�0����CHVusim2�1�0�N/A�0����CHVusim3�0�1�0�N/A������������

A line is a record.

Each column is 1 bit wide.



The interpretation is that :

Reading the CHVtel column, the rights associated to CHVtel shall be also acquired when CHVusim2 shall be successfully presented in a Usim2 session.

Reading the CHVusim3 line, when CHVusim3 is presented in a usim3 session, it shall automatically raise the rights associated to CHVUsim1





Adding applications and their own codes shall imply to add columns and lines. That means that sufficient provisions shall be made from the beginning, with empty columns and lines for future applications.



This scheme can be generalised to handle not only CHVs but also other codes or access conditions.



Assuming that only 3 access codes (CHV1,CHV2, ADM1) shall be taken into account for this scheme, the size of the file for 6 DFs (i.e. 6 applications) shall be : 

(6x3)x(6x3) = 324 bits



2 questions are to be solved:



How is defined the sorting of CHVs along the lines and columns. In other words, how is it defined that column1 is relative to CHVtel, column 2 is relative to CHVUsim1, line1 is relative to CHV tel, etc…

One solution is that the lines and columns be sorted exactly like EFDir.



How are organised the access rights to the file EFrights itself. Ideally only the owner of Dftel should be allowed to modify the CHVtel column through his administrative code, and similarly for other columns.
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