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1 Introduction

The purpose of the "Third Generation Partnership Project", known by the acronym "3GPP", is to produce globally applicable Technical Specifications and Technical Reports for a 3rd Generation Mobile System based on the evolved GSM core networks and the radio access technologies that the Organizational Partners support (i.e. UTRA both FDD and TDD modes).

Inside 3GPP, TSG-T2 SWG1 (MExE) specifies the Mobile Execution Environment.

The MExE group is currently finalising the work for MExE Release 99, and MExE would like to use PKCS#15 for certificate storage in smart card (SIM). 

2 MExE Security Summary

MExE defines three security domains for applications:

· the Operator, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the operator's root public keys

· the Manufacturer, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the handset manufacturer's root public keys

· the Third Party

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the administrator's root public keys

In the MExE environment, control of the Third Party security domain is determined by the administrator root public key's presence, and is controlled either by the operator or the user: the operator has first choice of the Third Party security domain.  

The signed digital signatures of the applications ensures that the applications have been received by the MExE device in a secure manner from the server.

In addition to ensuring secure authentication of applications, MExE also defines which types of actions may be performed in each of the security domains.  The specification lists the actions that applications in the operator, manufacturer and third party domains are allowed or not allowed to perform. Such actions may only be performed by applications with user permission.


3 New MExE requirements on PKCS#15

In MExE, Operator, Third Party and Administrator root certificates may be provided by a SIM smart card. 

MExE needs to identify the domain that the certificate belongs to.

MExE would like to know what the best solution to the below mentioned topic is, according to PKCS#15 philosophy?

      (1) Create one trusted certificate directory for each domain?

      (2) Create an optional domain list attribute as a common certificate attribute?

· Comments on solution 1 :

This solution requests to create one trusted certificate directory file, at each domain creation.
Domain definition and management is outside RSA scope.

· Comments on solution 2 :


The domain definition is the responsibility of the organisation that defines the PKI.

To avoid interoperability problems, MExE proposes to include an identification of the PKI that is responsible of the bit string and domain mapping.

MExE would like to add a small hash key (64 bits) format  used in RFC2459 (internet X.509 public key infrastructure certifcate and CRL profile page 26 4.2.1.2) for the key identifier : 

The keyIdentifier is composed of a four bit type field with the value 0100 followed by the least significant 60 bits of the SHA-1 hash of the value of the BIT STRING subjectPublicKey.


Proposal change request

To be most compact and to associate several domains to one certificate, MExE proposes that the domain definition could be a bit string attribute with the following semantic: bit 0 domain 0, bit1 domain 1 ...

See below ASN1 expended syntax proposal :
{  -- sequence of certificate

x509Certificate,[0] x509AttributeCertificate,[1] spkiCertificate, [2] pgpCertificate, [3] wtlsCertificate,[4] x9-68Certificate : {

        commonObjectAttributes {

            label  "" UTF8 string OPTIONAL,

            flags  {private (0), modificable (1)} bit string OPTIONAL, --

            authId  octet string OPTIONAL, -- 

        },

 
   CommonCertificateAttributes {

            iD      octet string,

            authority boolean default not an authority,

            requestId {




idtype
integer




IdValue
octet string

pkcs15IssuerAndSerialNumber PKCS15KEY-IDENTIFIER::= 

        {SYNTAX PKCS15-OPAQUE.&Type IDENTIFIED BY 1}

        -- As defined in RFC [CMS]

pkcs15SubjectKeyIdentifier PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 2}

        -- From x509v3 certificate extension

pkcs15IssuerAndSerialNumberHash PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 3}

        -- Assumes SHA-1 hash of DER encoding of IssuerAndSerialNumber

pkcs15SubjectKeyHash PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 4}

        -- Hash method defined in Section 7.

pkcs15IssuerKeyHash PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 5}

        -- Hash method defined in Section 7.

pkcs15SubjectKeyHash PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 6}

        -- Hash method defined in Section 7.

pkcs15IssuerKeyHash PKCS15KEY-IDENTIFIER ::= 

        {SYNTAX OCTET STRING IDENTIFIED BY 7}

        -- Hash method defined in Section 7.



 } OPTIONAL,



 thumbprint 
[0] OOBCertHash OPTIONAL, 
 domain {





domainAuthority
object identifier OPTIONAL





domains

bit string -- (bit 0 domain0, bit1 domain1...)
 } OPTIONAL

},

        [1] typeAttributes {

 value indirect : path : {

                path  

octet string, -- '4331'H Reference by file identifier


     index

integer OPTIONAL, -- ‘XXXX’H offset in file



     [0] length 
integer OPTIONAL, -- ‘XXXX’H length in file
            }



 -- other optional attributes are defined for X509 certificate

        }

    },

}

4 Conclusions

The MExE group is pleased to co-operate with RSA.

The MExE group asks RSA to consider the issue presented above, and welcomes some feedback on MExE requirements and their support in PKCS#15.

