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1 Introduction

The MExE group is currently finalising the work for MExE Release 99, and MExE would like to use PKCS#15 for certificate storage in smart card (SIM) in order to be consistent with the WIM interface specification. This way the  trusted certificate file directory and certificates files could be shared by the same SIM and WIM interface, without any data duplication.

The MExE group identifies a few differences which can be found below. 

2 MExE Security Summary

MExE defines three security domains for applications:-

· the Operator, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the operator's root public keys

· the Manufacturer, 

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the handset manufacturer's root public keys

· the Third Party

signed applications whose digital signatures can be authenticated by (certificates which can in turn be verified using) the administrator's root public keys

In the MExE environment, control of the Third Party security domain is determined by the administrator root public key's presence, and is controlled either by the operator or by the user : the operator has the priority to administrate the Third Party security domain.  

In MExE, Operator, Third Party and Administrator root certificates may be provided by a SIM smart card. 

3 PKCS#15 usage differences

MExE would like to know why the “id” attribute value is a hash of the public key value and why the “request id” attribute value is a hash of the issuer public key value.

The MExE group identifies a need to provide an easy way to search and find a public key issuer of a received certificate without reading all certificates content. According to the understanding of the MExE group, the “Request id” attribute is dedicated for that purpose and it provides a way to identify the hash type, while the “Id” attribute does not bring any information about the hash type (it’s not flexible and no evolution is available in the future). Therefor the MExE group lets the “Id” attribute value be unspecified.

The MExE group identifies two new requirements link to the PKI definition:

1. Identification of the domain of the root certificate,

2. Easy way to search for a certificate with reference included in the configuration certificate (CCM) message. 

For the first requirement, the MExE group proposes to create a new attribute (“domain”) in order to put all certificates in the same trusted certificate directory file, if not WIM supports the handling of more than one certificate directory file.
For the second requirement, the MExE group proposes to use the “Thumbprint” attribute. 

4 Conclusions

The MExE group is pleased to co-operate with the WAP security group.

The MExE group asks the WAP security group to consider the issues presented above, and welcomes some feedback on the MExE approach and the WAP security groups support in WIM specification.

You can find attached the current MExE profile of the PKCS#15 specification.

