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Reason for �change:��
Action access to trusted application is limited to action listed in security table. So we need to add several action access


Input / Output User interface


User notification


Date/clock


Serial port


Printer


Smart card


External application 


GSM and other security function


�
�
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Other �comments:�
A melody is a user notification as a vibrator activation, a light flash.  


Melody selection is a user preference, so it is cover by user preference category.


User notification associated to an event is a user preference.


WAP is providing a library to sign a content.


Java allow to launch an other application, WAP would like create a library to launch an application (SIM tool kit …)


SIM smart card access (send APU) is forbidden for all application what ever the application supported by SIM card (for example WIM application)�
�
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�
Table 3: Security domains and actions


�
MExE Security Domains�
�
Actions�
�
Operator�
Manufacturer�
Third Party�
�
User private data access 1


Read


Write


Get properties


Delete


Get Location Information


Read stored SMS


Delete stored SMS�
Yes 2


�
�
Network access


Initiate a voice/data connection 3


Accept a voice/data connection 3


Call forward 4


Multiparty call 4


Call deflection 4


Explicit call transfer 4


Terminate an existing connection


Hold an existing connection


Resume an existing connection


Send point-point message (e.g. SMS, USSD) 4


Generate DTMF


Query network status


Get signal level


Get call list�
Yes�
Yes 6�
�
Lifecycle management


Install a MExE Executable


Uninstall a MExE executable�
Yes


�
�
Miscellaneous functions


Get manufacturer software version�
Yes�
�
Certificate management


Install a certificate for a given domain


Uninstall a certificate for a given domain


Replace a certificate for a given domain�
Yes 5�
�
GSM Security function�
No�
�
Security function other than GSM


Data encryption


Verify a signature


Compute a digital signature


Hash a content


Non repudiation�
Yes�
�
Input output User interface


Input device (keyboard, mouse …)


Output device (display, printer ?)�
Yes10�
�
User notification (text, image, sound, light, vibrator …)


Start / Stop notification 


Get notification status


Get available notifications�
Yes�
�
Audio access


Sound generation to speaker (e.g. via stream)


Select Melody


Set speaker volume


Get melody list�
Yes�
�
Power management


Monitor the power state


Change the power state�
Yes�
�
Network selection/operator data access


Get IMSI


Get home network


Select network�
Yes�
No�
�
Device core function access


Start/stop radio


Turn on/off device


Read/write time and date


�
No�
�
Printer access�
Yes�
�
External port access


Serial port (RS232, Irda, Bluetooth, USB …)


Parallel port�
No�
�
SIM smart card access�
No�
�
Smart card other than SIM card access


Send APDU


Slot management (power on/off, ATR, reset, lock …)�
Yes�
�
Application access


Get application list


Launch an application


Stop, suspend, resume an application�



Yes8


Yes8


Yes9�
�
User profile management


Activate a user profile


Modify a user profile�
No�
�
User preference management


Modify user preferences�



Yes7�
�
Legend for above footnotes:- 





1 – User private data includes user files, phonebook, etc located on the MS.


2 – The user shall be able to specify data access permissions within the capabilities of the device.


3 – A network connection may be via any supported bearer service


4 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.


5 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.


6– The Third Party domain's permission to access the networking action depends on the provisioning mechanism as described in section 8.15


7 – Trusted applications only have permission to modify user preferences, and not to activate or de-activate them.  The user shall be able to specify for each domain, the preferences that applications in that domain can access.  All other preferences shall not be accessible to that domain. The default shall be that there is no access.  Single action user permission is the only type of user permission that shall be possible for changes to User Preferences.


8 – Device native application access is limited to manufacturer domain. �SIM tool kit application access is limited to operator domain.�MExE application access is limited to the same issuer of application which want to use the action


9 – Access is limited to MExE application which launch the application (The user shall have a way to stop the application, himselft)


10 – Access request no user permission.�
�
























