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8 Security

8.14
Certificate management

Four type of certificates are provided for in MExE: 

· operator, 

· manufacturer, 

· trusted third party,and

· Administrator of third party domain. 

The manufacturer may load initial third party certificates on the device.  Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root public key at the top of the verification chain for the downloaded certificate. Third party root public keys shall be stored in protected memory.  All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.  New third party root public keys may be downloaded as signed WAP or WWW content. The signature on the content shall be of the Adminstrator, Operator or Manufacturer.

The manufacturer root public key is pre-loaded in protected memory on the device at manufacture time. It is recommended that the manufacturer should include a mechanism to re-key the device due to key compromise. See clause 8.5  The administrator root public key shall be provided on the SIM if support for root public key storage on the SIM exists. For SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in section 8.9.2

The actions that may be performed for a given certificate are: 

· addition, 

· deletion, 

· mark un-trusted (un-trusted certificates cannot be used to verify applications or other certificates.  This process may be preferred to certificate deletion as there is a chance that the certificate may become trusted again in the near future), 

· mark trusted (marking as trusted is the process of allowing an untrusted certificate to come into use again), 

· modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation.  Users may add a third party certificate as long as it is certified by an existing trusted certificate.

Using a provisioned application, users may delete TTP certificates, but not TTP root public keys, nor any operator or manufacturer certificate.

Signature on Package
Allowed Certificate types in package

Administrator
TTP

Manufacturer
Administrator, Manufacturer, Operator, TTP

Operator
Administrator, Operator, TTP

Table 4.  Allowed certificate types in signed packages











Figure x.  Trust hierarchies
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