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4.8
Virtual home environment

Virtual Home Environment (VHE) (see [11] and [12]) is defined as a concept for personalised service portability across network boundaries and between terminals.  MExE is identified by VHE as one of the mechanisms which may be used to support VHE. 

VHE presents the same look and feel depending on the capabilities of the serving network and the capabilities of the terminal in use, with any limitations in the terminal being indicated to the user when the terminal is changed.  Services that are available/unavailable will be displayed in a way that is familiar to the user no matter what class of terminal is used.  

With the general ability of the MExE requirements and functionality to support VHE requirements, MExE shall support the Virtual Home Environment system concept.

The characteristics of the VHE (to reflect any user or home environment modification of the user’s VHE) shall be stored as part of the user profile.  Access and modification of the user profile) to support:-

· identification of subscribed services

· service personalisation.

· user interface personalisation

shall be supported by the MExE APIs (when available).  

8.7 

Administrator certificate

The ME shall support only one secure storage for an administrator root certificate.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMS explained in section 8.15.

The system shall support a mechanism (as part of a provisioned application and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator certificate (including the download of a new administrator certificate) as defined in Section 8.9.2. This mechanism shall be secure so that only the owner can use this functionality.

8.12
Certificate configuration message (CCM)

The MExE device shall use the CCM to determine the third party certificates (and only the TTP certificates) that are trusted for use on the MExE MS. The CCM may be periodically fetched or downloaded to a MExE device by the Administrator to dynamically configure the trusted third party list using the mechanisms defined in section 8.15.2. The Certificate Configuration Message Format (CCMF) shall be as shown in Figure 8. This message is essentially a simplified version of a certificate revocation list to satisfy a particular use case. More complex usage requires a full certificate revocation list.








































Version

(1 byte)
certificateAdvice

(1 byte)

listlength, the total number of bytes of fingerprints and signature

(2 bytes)

hashtype

(1 byte)
hashvalue (fingerprint 1)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 2)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 3)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 4)

(16 bytes if MD5 or 20 bytes if SHA-1)

...



hashtype

(1 byte)
hashvalue  (fingerprint ‘n’)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
Signature (the administrator signature, to confirm that the above TTP fingerprint list is valid)

((listlength – (bytes used by fingerprints)) bytes)

Figure 8 CCM format.
version = For MExE-98 the CCMF version is 0. All other values are reserved for future use.

certificateAdvice = enumerated { enable all present and future TTP certificates (0), disable all present and future TTP certificates (1), enable present list only (2),enable CCM list (3), disable CCM list (4) }.  All other values are reserved for future use.

listLength = The total length of the following list. Shall be zero when certificateAdvice = enable-all or disable-all.

hashType = enumerated { signature (0), MD5 (1), SHA-1 (2)} All other values are reserved for future use.

hashLength = The number of octets output by the selected hash type (16 for MD5 [23] and 20 for SHA-1 [24]).

The list entries shall contain certificate fingerprints in the form of hashes of the encoded signed certificates. The full hash output for the specified algorithm shall be used to generate the fingerprint. A list generator shall check to insure that no two list entries match when creating a list. For an X509v3 or X9.68 certificate the fingerprint hash shall be computed over the ASN.1 encoded signed certificate object, first octet to last octet. For WTLS certificates the hash shall be computed over the signed WTLS certificate in network transmission format, first octet to last octet.

The signature type and length shall be indicated by the administrator certificate, which shall be present on the device. If no administrator certificate is on the device or the signature does not verify the message shall be rejected.

· Upon receipt of a valid certificate configuration message the MExE device shall go through the trusted third party certificate list, computing fingerprints if they are not stored with the certificate, enabling or disabling each certificate according to the following conditions  

· certificateAdvice is enable-all

all TTP certificates shall be enabled

· certificateAdvice is disable-all

all TTP certificates shall be disabled

· certificateAdvice is enable present list only
enable all TTP certificates currently on device, do not enable any future certificates (this option allow the list to be frozen at time of manufacture) until Adminstrator changes

· certificateAdvice is enable-list

if its fingerprint occurs in the CCM, it shall be enabled, otherwise it shall be disabled

· certificateAdvice is disable-list
if its fingerprint occurs in the CCM, it shall be disabled, otherwise it shall be enabled

For future releases, the setting of fine grained permissions for each certificate is expected to be supported.

An implementation shall keep track of the domain that authorised a given application. If a CCM message is received while MExE applications are currently running the implementation shall check to ensure any applications no longer in a trusted domain have their permissions re-configured appropriately and actions that are no longer permissible are terminated. 

8.14
Certificate management

· Three type of certificates are provided for in MExE: 

· operator, 

· manufacturer, and 

· trusted third party. 

The manufacturer may load initial third party certificates on the device.  Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root certificate at the top of the verification chain for the downloaded certificate. Third party root certificates shall be stored in protected memory.  All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.  New third party root certificates may be downloaded as signed WAP or WWW content. The signature on the content shall be of the Adminstrator, Operator or Manufacturer.

The manufacturer root certificate is pre-loaded in protected memory on the device at manufacture time. It is recommended that the manufacturer should include a mechanism to re-key the device due to key compromise. See clause 8.5  The administrator root certificate shall be provided on the SIM if support for certificate storage on the SIM exists. For SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in section 8.9.2


· The actions that may be performed for a given certificate are: 

· addition, 

· deletion, 

· mark trusted, 

· mark un-trusted, 

· modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation.  Users may add a third party certificate as long as it is certified by an existing trusted certificate.

