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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.???
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

2.1
Normative references

[1]
GSM 01.04 (ETR 350): “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.
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JavaPhone API version 0.9???,  http://java.sun.com/products/javaphone/.

[5]
JTAPI 1.2, Sun Microsystems http://www.java.sun.com.
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Wireless Application Protocol (WAP) version 1.1 specifications,  http://www.wapforum.org. 

[7]
vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.
[8]
vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/ .
[9]
Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068 
[10]
Java Mail API version 1.0.2, http://www.java.sun.com .
[11]
UMTS TR 22.170: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.

[12]
UMTS TS 22.121: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.
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ISO 639 International Standard - codes for the representation of language names

[14]
UMTS TS 22.101: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.
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CC/PP Exchange Protocol based on HTTP Extension Framework;  W3C  http://www.w3c.org/ .   
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Composite Capability/Preference Profiles (CC/PP):A user side framework for content negotiation;   http://www.w3c.org/
[17]
UAProf  Specification http://www.wapforum.org 
[18]
JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html 
[19]
Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html 
[20]
Java security tutorial http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html
[21]
OCF 1.1.: “Smartcard API specified by OpenCard Consortium http://www.opencard.org 
[22]
RFC 1738 Uniform Resource Locators (URL) http://www.w3.org/pub/WWW/Addressing/rfc1738.txt .
[23]
The MD5 Message Digest Algorithm", Rivest, R., RFC 1321, April 1992.  URL: ftp://ftp.isi.edu/in-notes/rfc1321.txt .
[24]
ISO/IEC 10118-3 1996, Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-functions

[25]
mailto: IETF RFC 2368

3
Definitions and abbreviations

3.1
Definitions

For the purposes of this TS the following definitions apply:

administrator: The administrator of the MExE MS is the entity which has the control of the third party trusted domain, and all resources associated with the domain. The administrator of the device could be the user, the operator, the service provider, or a third party as designated by the owner of the device.

certificate: An entity that contains the issuer's public key, identification of the issuer, identification of the signer, and possibly other relevant information. Also, a certificate usually contains a signed hash of the contents. The signer can be a 3rd. party other than the issuer. A "root certificate" is one which is unsigned.
fine grain: fine grain means that the Java security system can have different permissions per application, per sections of code, and even per Java class. The granularity of permissions is by code source that can be no finer than per class [19]
Refers to the capabilities of the Java security system to allow applications, sections of code or Java classes to be assigned permissions to perform a specific set of privileged operations.  The smallest programming element that can be given permission attributes is a Java class.

key pair: Key pairs are matching private and public keys. If a block of data is encrypted using the private key, the public key from the pair can be used to decrypt it. The private key is never divulged to any other party, but the public key is available, e.g. in a certificate.
personal certificate: this is a certificate loaded by the user or a user application which is limited to the application that it is intended for, and is not a MExE Certificate. E.g. an e-mail application could load certificates for its usage. Personal certificates are out of scope for MExE.
phonebook: a phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by GSM SIMs.
MExE: MExE (Mobile station application Execution Environment) is defined in detail in this document, but the scope of MExE does not include the operating system, or the de facto??? execution environment which the operating system implies????
MExE certificate: This is a certificate used in the realisation of MExE security domains. A MExE Certificate can be used to verify downloaded MExE executables. Use of the word "certificate"  in this document  implies a MExE certificate. Other varieties of certificate will be explicitly qualified  e.g."Personal Certificate".
MExE executable: An applet, application, or executable content, which conforms to the MExE specification and is executing?? on the ME.

MExE Java VM: this is a standard Java virtual machine used to execute MExE Java applets and applications

MExE native library: this is a downloaded native library that can be accessed by MExE executables

MExE-SIM: 
A SIM that contains a security certificate that is accessible using standard mechanisms.

owner: An owner of the MExE MS. A owner could be a user, operator, service provider, or a third party

power up event: An abstract event that occurs when the MExE MS is cold started (i.e. switched on).

sandbox: A sandbox is a safe area to run Java code. Untrusted Java code executing in a sandbox has access to only certain resources [18]

service: A service (which may consist of an application or applet, and its related content) is a set of functions offered to a user by an organisation, and may be performed on the MExE MS and/or remotely.
service name: An identifier associated with a service, and could be a string, a fully qualified Java class name, a unique URI or other identifier.
signature: "Signing" is the process of encrypting a hash of the data using a private key. If the signature can be decrypted using the public key, then the signature is valid. 

signed JAR file: Archives of Java classes or data that contain signaturesthat also include a way to identify the signer in the manifest. (The Manifest contains a file which has attributes defined in it.)???
user: The user of the MExE MS

Further definitions specific to MExE are in GSM given in 02.57 (MExE stage 1) [2].
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1)	Open the CR cover sheet with MS word.







2)	Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 







3)	Open the specification to which you wish to make a change. Ensure that you are using the latest version of the specification to make the change. The directory:



	http://docbox.etsi.org/tech-org/smg/document/smg/specs/



contains the latest available versions of all releases of all GSM and UMTS specifications. Do a "save as" with a file name related to the tdoc number. If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct style sheet in your MS word style directory. For "new style" deliverables, the style sheet is ETSIW_70.dot and for old style deliverables, it is ETSIW_60.dot or ETSIW_61.dot. These can be download from the ETSI server at:







	http://www.etsi.org/edithelp/newtempl.htm   and      http://www.etsi.org/edithelp/oldtempl.htm







4)	Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.







5)	Switch to the window in MS word that contains you CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window and paste it in.







6)	Between group of changed pages in the CR, insert a section break (insert / break / next page/)







7)	When all the changes have been made (using the revision marking feature of MS Word), the headers and page number should be corrected. Do this by changing to page layout mode (view / page layout) to see the headers. If the pages of the CR show a normal specification header, go to step 8. If the headers contain text like "Error, no text of specified style in document" or "error, reference not found" you have a new style spec and so should correct the header. Go to the menu item "view / header and footer", select the frame that contains the error message and delete it. Do this for both error messages. Do not delete the page number. On the left side, write the text for example "GSM 11.11 version 7.0.0 1998-07". Go back to normal view.







8) 	For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is a guide to the reader only and so they can be +/- 1 page number. Insert the page number using the following method. Go to the line following the first section break in you CR. choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.







9)	When you have finished making all changes, turn off "Mark Revisions" otherwise the page numbers in the headers will be difficult to read.







Examples of expressions of prevision in ETSI specifications







Please ensure that any changes proposed adhere to the following rules:







SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the SIM" is correct Do not use "The ME resets the SIM" or "the ME must reset the SIM"







SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.







MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".







CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".







Visit the EditHelp page on the ETSI server (http://www.etsi.org/EditHelp/ ) for further practical information about ETSI deliverables, including the ETSI drafting rules.



�

ANNEX A   	The CR cover sheet







This annex provides further information on how to fill out the cover sheet of a CR.







The header:



a)	The header, including the committee or working party (e.g. ETSI SMG9 UMTS working Party), the tdoc number (to be obtained from PT SMG) and the meeting location and date.







The title box:



b)	The change request number. This is a 4 character string unique for each specification. It starts with an A and followed by 3 digits e.g. A123. This is allocated by the PT SMG project manager of the relevant STC.



c)	The GSM/UMTS specification number (e.g. 09.02). The ETS/EN/TS number shall not be used.



d)	The SMG plenary number to which this CR will be submitted to if it gets agreed at the STC  meeting. (e.g. #27 for the October '98 SMG plenary, #28 (Feb 99), #29 (June 99) or #30 (October 99). If the specification in question is only under STC change control (there are not currently many specification under this regime), the STC meeting number shall be used instead.



e)	for approval/for information: one box only shall be marked with an "X"



f)	Strategic / non-strategic. one box only shall be marked with an "X". The default is "non-strategic" but it is the chairman of the STC responsible for the specification who shall decide.







Proposed change affects:



g)	At least one box shall be marked with an "X"







Work item:	



h)	The name of the GSM phase 2+ or UMTS work item for which the CR is relevant.







Source:



h)	The company name of the author of the CR. If the CR has already been agreed at a subgroup/working party meeting, the subgroup name should be used instead. (the working party tdoc number should also be included)



Subject:



I)	One line (only) of text that describes the subject of the CR. Details should be put under "reason for change"



	good examples:	"Clarification to FETCH command"



				"Alignment of operation and parameter names"



	recently used



	bad examples:	"correction"



				"editorial correction"



				"correction to GSM xx.yy"



				"various improvements"



Category and release:



j)	Choose one category only. Note that except under special circumstances, category B (addition of feature) and category C (functional modification of feature) can only be done to a current release of the specification. i.e. after the release 98 has been frozen (SMG #28) only category F changes may be submitted.



k)	The release to which this CR applies. Note that if you make a correction to a release 96 specification, other CRs shall also be made for the release 97 and release 98 version if they exist.



Reason:



l)	This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and / or how the change is done.







Clauses Affected:



m)	Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".







Other specs affected:



n)	Other releases of the same spec: if, for example this is a release 97 CR but there is also a CR for R98, it should be listed here. The format for listing other CRs is, for example, 11.14-A123.



	Other core specifications: to be used if the CR is linked to a CR for another specification.



	MS test specifications: to be used if a change is needed to GSM 11.10.



	BSS test specifications: to be used if a change is needed to the 11.2x series.



	O&M specifications: to be used if a change is needed to the 12 series specifications.




