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A
Corresponds to a correction in an earlier release


Release 96


(one category 
B
Addition of feature


Release 97


and one release 
C
Functional modification of feature
X

Release 98
X

only shall be 
D
Editorial modification


Release 99


marked with an X)



UMTS


Reason for 
change:

Add forget API in security table :

· Network selection API

· MMI Customized API

· SS activation/deactivation

· API Default access

· SIM (PIN code) API

· Smart card API

· Journal API

· MMI Customized, Profile, Phone book, applet source files access



Clauses affected:
8

Other specs
Other releases of same spec

(  List of CRs:


affected:
Other core specifications

(  List of CRs:



MS test specifications / TBRs

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:


Other 
comments:
Files access API and high level API associated to these files should be coherent : we should precise what file are concerned by file API

8
Security

8.2

Application Permissions

The following table specifies the permissions of each security level.

User Permission is required for all actions by level 1-3 applications, applets and content.  Types of user permission are defined in clause 8.3


MExE Security Levels

Actions

1

Network

Operator
2

MS Manufacturer
3

User Trusted

Applications
4

User Untrusted

Applications

1.
Read file

2.
Write file

3.
Get file information

4.
Delete file
Yes 2

Yes 3, 4


Load native code libraries
No
Yes
No

1.
Initiate a voice/data connection 5
2.
Accept a voice/data connection 5
3.
Intercept an incoming voice/data connection 5
Yes


No

Call forward
Yes
No
Yes 6
No

MMI USDD services
Yes
No

Other call independant supplementary services

1. Activation

2. Deactivation

3. interrogation
Yes
No

1.
Terminate an existing connection

2.
Hold an existing connection

3.
Resume an existing connection
Yes
No

1. Call transfer an existing connection
2. Call deflection an incoming connection
Yes
No
Yes 6
No

1. build a multi party connection

2. split a multi party connection

3. hold a multi party connection

4. resume a multi party connection
Yes
No

1.
Initiate a voice/data connection completion

2.
Accept a voice/data connection completion
Yes


No

Modification of user invoked connection
Yes
No

1.
Add a phonebook entry

2.
Delete a phonebook entry

3.
Get a phonebook entry

4.
Modify a phonebook entry
Yes
No

Send an SMS
Yes
No

Add an application or applet
Yes
No

Delete a saved application or applet
Yes
Yes 7
No

1.
Add a certificate for a given level

2.
Delete a certificate for a given level

3.
Replace a certificate for a given level
Yes 8
No


 already cover by MMI customisation
No





Get IMEI
Yes
No

Location Information
Yes
No
Yes
No

1.
Activate a user profile


No
No

1. Modify a user profile
Yes3
Yes 3, 4

MMI Customized API
See customisation paragraph
No

Network selection API
Yes
No
Yes
No





Journal API
1. Event logging activation

2. Event logging deactivation

3. Log Event deletion

4. Log Event reading
No except reading
No

SIM PIN code API
1. Verification

2. Activation

3. Deactivation

4. modification
No
No

SIM files

1.
Read file

2.
Write file

3.
Get file information
Yes2
Yes2
Yes2
No

SATK SIM API
Yes
Yes
Yes
No

Power off and other API relative to availability of telephony function
Yes
No

Other API access
free
free

Legend for above footnotes:- 

2 - Except in user pre-specified directories and files associated to API included in this table. This list can only be modified by the user.

3 - Only in application/applet’s own directory

4 - Restriction may be required on space allocated to write

5 - A network connection may be via any supported bearer service

6 - To pre-defined numbers in the user profile

7 - Only in pre-specified directory

8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

Table 3: Security levels and actions





































