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1. Introduction
This pCR proposes solutions update for KI#1.
2. Reason for Change
This solution addresses aspects of Key Issue #1. 
For an established PIN, the service that a PIN can provide should be defined. 
PIN service is defined as the service that a PIN can provide to PINE. PINE service is the service that a PIN element can provide. 

For example, a printer, a smart screen or a sound as the PINE are added into a PIN, and the PINE can indicate its capability or service the PINE can provide to the PEMC. The PIN service can be the service that provided by PIN client, also, can be the service that provided by Application client on PINE. 
When the PEMC creates or modifies a PIN to PIN server, the PEMC can indicate the PIN service to PIN server. And when other PINE discovers a PIN, it can decide to join a PIN that it has the PIN service it wants. For example, for a PINE that wants to use the printer to print the outcome, the PINE triggers the PIN discovery and the PEMC or PIN server can provide the PIN profile to PINE that includes the PIN service. The PINE can decide to join the dedicated PIN to consume the PIN service. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.3.0.
* * * First Change * * * *

7.3.2
Solution description

7.3.2.1
General

This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 

When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 

-
There is only one element in PIN, that the PEMC itself; 

-
There are already serveral PIN elements or PEMC. That the other PIN elements or PEGC have the communication with PEMC via non-3GPP access. And the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the PEGC information about access control configured in PEGC. 

At the network side, a PIN server should be deployed. The PIN server (represent the operator) is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN. 

How to PIN server receives or derive PEGC information about access control is in the scope of SA2.
For an established PIN, the PIN can be modified by the following situation: 

-
Changes of PEMC. For example, the current PEMC may not be the management of PIN and the role of PEMC will be changed to another PIN elements. 

-
Changes of PEGC. For example, if the current PEGC is broken down or switched off, or the PEGC moves out of the direct communication proximity of the PINE clients(s). It is not properly to keep this PEGC, and enforces another PIN element as PEGC is needed. 
-
Update of PIN service. If the service that a PINE (in a PIN) or PIN can provide is updated, the PEMC should trigger the modification of PIN towards PIN server to update the PIN service. 
Editor’s note: The access control information should be coordinated with SA2 and wait for further update. 

Editor’s note: Whether the PIN modification can be triggered or accomplished internal PIN needs more study. 

* * * * End-of Changes * * * *

* * * Second Change * * * *

7.3.2.2
Procedures of Creation of PIN
This procedure presents a high-level overview of Solution #X.
Figure 7.3.2.2.2.-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:

1.
The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PINAPP has been authorized to communicate with the PIN server;

4.
The UE or PINAPP has already received the role of PEMC from PIN server;
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Figure 7.3.2.2.2-1: Creation of PIN
1.
The UE or PINAPP which is the role of PEMC sends a PIN creation request to the PIN server to request to create a PIN. The PIN creation request includes the security credentials of the UE or PINAPP received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. The PEMC can also indicate the PIN service that the PIN can provide to PIN server. 
The PEMC can request to create a PIN that including other PIN elements that has already communicated with PINAPP (PEMC). If so, the PEMC sends the PIN creation request including the PIN elements information for example, UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN that including only one element that the PEMC. 
2.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
Editor's Note:
Whether and how the 5GC involved in the PIN creation is FFS.
3.
The PIN server sends a successful response to PINAPP (PEMC), which includes a newly assigned PIN ID to indicate the PIN. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure. 
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PEMC indicates the PINAPP (PEMC) to be the PEGC. The PINAPP who has already had the role of PEMC can also has the role of PEGC.
If the PEGC is indicated, the PIN server sends PIN client ID (that represents the PEGC), assigned IP address or port number in successful response to PINAPP (PEMC). And, the PIN Server also sends the PEGC information about access control in the response, including: 
-
Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN;

NOTE 1:
How to PIN server receives or derive PEGC information about access control is in the scope of SA2.

After the procedure above, the PINAPP (PEMC) creates a PIN with PINAPP(PEGC) and other accepted PIN elements in PIN. 

* * * * End-of Changes * * * *

* * * * Third Changes * * * *

7.3.2.3
Procedures of Modification of PIN
7.3.2.3.1
PIN modification triggered by PEMC
If the management of PIN should be changed to other PIN elements in UE, the original PEMC of a PIN should trigger the PIN modification procedure to PIN server. 

Figure 7.3.2.3.1-1 illustrates PIN modification procedure based on request/response model.
Pre-conditions:

1.
The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The PIN has already been created and a PIN ID is distributed by PIN server;

3.
The PEMC has been authorized to communicate with the PIN server;

4.
A PIN client has already received the role of PEMC from PIN server;
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Figure 7.3.2.3.2-1: Modification of PIN triggered by PEMC
1.
The PEMC sends a PIN modification request to the PIN server to request to change the role of PIN management. The PIN modification request includes the security credentials of the PIN client received during PIN client authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information and PIN ID. The PIN ID indicates the management of this PIN will be changed.

The PEMC can also include the potential PEMC in this PIN that represented by GPSI, PIN client ID. But this propose by PEMC is only for recommendation towards PIN server. If there are more than one potential PEMCs are included in PIN modification request, the original PEMC can label the priority of these potential PEMCs.
Also, if the PIN service in PIN has updated, for example, the service in PINE (in this PIN) is newly added or the service in PINE (in this PIN) is deactivated or disabled, the PEMC should trigger PIN modification request includes the updated PIN services. 
2.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PEMC has authorization to perform the operation. The PIN server also updates and stores the PIN service of this PIN as PIN profile. 
3.
The PIN server sends a successful response to original PEMC, which includes a stop of administrator permissions of PIN and the PIN client ID of the new PEMC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. 
The PIN server can decide the new PEMC from the PIN elements in the PIN, and can also consider the potential PEMC that indicated by old PEMC.
After the new PEMC is selected, the new PEMC can either be configured with the PIN Profile information by PIN server, or the PIN Profile information can be configured by the old PEMC. The PIN Profile information includes the PIN elements in PIN (for example, IP address or ID), access control information of each PIN elements. 
4.
After receiving the successful of PIN modification response, the old PEMC stops the administrator permissions of a PIN which is represented by PIN ID. And the PIN server delivers the PIN Profile information to the new PEMC according to new PEMC IP address or ID indicated in successful PIN modification request. 
* * * * End-of Changes * * * *

* * * * Fourth Changes * * * *

7.4.2.1
General

This solution addresses aspects of Key Issue #1. 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 

When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.

Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN Profile first (for example, the list of PIN ID, PIN description information).
When a PIN element is added into a PIN, the PINE can indicate the service it can provide. The service includes both the service that PIN client in PINE can provide and the service that application client on PINE can provide. 
7.4.2.2
Procedures
7.4.2.2.1
PIN client requests to join into a PIN
Pre-conditions:

1.
The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PIN client has been authorized to communicate with the PEMC;

4.
The PIN client has already received the list of PIN ID, corresponding PEMC IP address;
For a certain PIN element, it can receive the PIN profile from PEMC. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.

After receiving the PIN profile from PEMC, the PIN client can decide to join the PIN. 
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Figure 7.4.2.2.1-1: PIN element requests to join a PIN towards PEMC
1.
The PIN element already has an application layer connection with a PEMC which manages the PIN. 

NOTE: If the PIN client communicates with PEMC via WiFi or Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
And the PEMC has already send the PIN profile to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
2.
The PIN client sends the request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information. The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 

3.
Upon receiving the request, the PEMC performs an authorization check to verify whether the PIN client has authorization to join the PIN. 
4.
The PEMC sends a successful response to PIN client. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN.
Editor's note: The access control information should be coordinated with SA2 for further study. 
5.
The PEMC notifies the PIN server containing the details of the new PIN client that joined the PIN

6.
The PEMC notifies the PEGC containing the details of the new PIN client that joined the PIN. And the PEGC decides to enables the PINE to access 5GS. 

7.
The PEMC updates PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.

8.
The PEGC updates the PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.

9.
The PIN server updates the PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.

* * * * End-of Changes * * * *

* * * * Fifth Changes * * * *

7.6.2.1
General

This solution addresses aspects of Key Issue #1. 

For a certain PIN element, the PIN should be discovered and the PIN element can decide whether to join in the PIN. There are three situations that the PIN elements can discover the PIN as following: 

-
If the PIN elements can have an application layer communication with the PEMC which manages a PIN, the PIN elements can receive the PIN ID,PIN description and the PIN service that a PIN can provide, and decides whether to join the PIN; 

-
The PEGC can be set as open access and the PIN element can communicate with PIN server to receive the PIN ID, PIN description and the PIN service that a PIN can provide from PIN server via the PEGC. 
7.6.2.2
Procedures of PIN discovery
7.6.2.2.1
Procedures of PIN discovery based on PEMC
Pre-conditions:

1.
The UE Identifier or PIN client Identifier is available;

2.
The PIN client has been authorized to communicate with the PEMC;

3.
The UE or PIN client has already received the role of PEMC from PIN server;
If the PIN element has already had a communication connection with the PEMC, which managements of a PIN, the PIN element can receive the PIN ID, PIN description information and IP address of PEMC and decides whether to join the PIN. 
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Figure 7.6.2.2.2-1: Procedures of PIN discovery based on PEMC
1.
The PIN element has already had an application layer connection with a PEMC which manages a PIN. 

If the PIN client communicates with PEMC via WiFi provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.

If the PIN client communicates with PEMC via Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the PIN client ID, UE GPSI if available.

NOTE: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 

2.
The PEMC performs an authorization check to verify whether to perform the operation. 

Editor's note: The authorization and authentication procedure should be defined in SA3 and wait for SA3 to reply. 

3.
The PEMC sends the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service), services that each PIN can provide and the PEMC IP address. 

The PIN client receives the configuration information and decides whether to join in the PIN.

7.6.2.2.2
Procedures of PIN discovery with assistance of PIN server via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, and the PIN element can have the communication with PIN server to receive the lists of PIN ID and corresponding PIN description information. And the PIN elements can decide whether to join in the PIN. 

Figure 7.6.2.2.2-1 illustrates PIN server discovery via PEGC based on request/response model.

Pre-conditions:

1.
The PIN elements or PIN client has application layer connection with PEGC;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PEGC has been authorized to communicate with the PIN server;
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Figure 7.6.2.2.2-1: PIN discovery via PEGC
1.
(optional) The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 

The PIN client can communicate with the PIN server via PEGC.

If the PIN client communicates with PEGC via WiFi provided by PEGC, the PEGC can identify the PIN elements by the account number and password that PEGC distributed and the PIN client ID, UE GPSI if available.

If the PIN client communicates with PEGC via Bluetooth provided by PEGC, the PEGC can identify the PIN elements by the PIN client ID, UE GPSI if available.

NOTE1: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 

NOTE2: The PEGC can serve the PIN client which triggers the PIN discovery via relay PEGC. 

2.
The PIN client sends the PIN discovery request to PIN server. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI, PIN client ID, UE location, the service that PINE wants to consume and PIN client profile(s) information.

The PIN client can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. 

3.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PIN client has authorization to perform the operation. 

4.
The PIN server sends a successful response to PIN client, which includes the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service), services that each PIN can provide and the corresponding PEMC IP address. 

If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
* * * * End-of Changes * * * *

* * * * Sixth Changes * * * *

7.7.2.2
PIN Profile in a PIN

Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier
        > PIN service type

        > PIN service Feature
	Y
	Y
	N
	Y

	
	



	
	
	
	

	PEMC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEMC Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PEMC. 
	Y
	N
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEGC Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	Y
	Y
	N
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List (see NOTE)
	List of PIN elements currently registered/joined the PIN

        > PIN element ID
	Y
	Y
	Y
	N


* * * * End-of Changes * * * *
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