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[bookmark: foreword][bookmark: _Toc221540267]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc221540268]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
[bookmark: scope][bookmark: _Toc221540269]
1	Scope
Editor's note: clean up the scope in each part.
The present document is one of a multi-part TS, and contains objectives, requirements and test cases that are specific to the Lawful Interception elements of a 3GPP network: Administration Function (ADMF), Point of Interception (POI), Triggering Function (TF), Location Acquisition Requesting Function (LARF), Mediation and Delivery Function (MDF).
It refers to TS 33.117 [2] Catalogue of general security assurance requirements [2] and formulates specific adaptions of the requirements and test cases given there, as well as specifying requirements and test cases unique to the Lawful Interception system.
The present document covers SCAS tests for NF-embedded LI functions.
[bookmark: references][bookmark: _Toc221540270]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][3]	3GPP TS 33.916: "Security Assurance Methodology (SECAM) for 3GPP network products".
[4]	3GPP TS 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[5]	3GPP TS 33.126: "Lawful Interception Requirements".
[6]	3GPP TS 33.127: "Lawful Interception (LI) architecture and functions".
[7]	3GPP TS 33.128: "Protocol and procedures for Lawful Interception (LI); Stage 3".
[8]	3GPP TS 33.129-1: "Sec.urity assurance specification for 3GPP Lawful Interception system; Common"
[X]	Editor's Note: TODO: NESAS "How to"
[X]	Editor's Note: TODO: Add TS 103-221-1
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
It is preferred that the reference to TR 21.905 be the first in the list.
[bookmark: definitions][bookmark: _Toc221540271]3	Definitions of terms, symbols and abbreviations
This clause and its three (sub) clauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc221540272]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc221540273]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc221540274]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>


[bookmark: _Toc221540275]4	Overview
[bookmark: _Toc221540276]4.1	Introduction
Editor's Note: Many of these should probably make their way to 33.129-1.
[bookmark: _Toc221540277]4.1.1	Overall requirements
Security requirements for NF-embedded LI functions include requirements derived from LI-specific security functional requirements in relevant specifications (e.g. TS 33.126 [5], TS 33.127 [6] and TS 33.128 [7]), the security requirements described as common to the LI system as described in TS 33.129-1 [8] as well as security requirements in the present document specific to NF-embedded LI functions.
[bookmark: _Toc221540278]4.1.2	Prerequisites for testing
Editor's Note: This probably needs to get listed in each relevant test.
There are multiple privilege levels in the network. At a minimum, there are at least two:
-	Lawful Interception privileged.
-	Non-LI privileged administrator
-	Non-administrator.
Deployments in the field may split access more granularly, but this is the minimum required to perform tests in the present specification.
[bookmark: _Toc221540279]4.1.3	Use of tools in testing
[bookmark: _Toc221540280]4.1.4	Documentation requirements
[bookmark: _Toc221540281]4.1.5	Requirements list
The following TS 33.126 requirements are tested in the present document:
TS 33.126 R6.6-30: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
Editor's Note: This section will contain a full listing of requirements covered in this document.
[bookmark: _Toc22544810][bookmark: _Toc26877450][bookmark: _Toc145421614][bookmark: _Toc22544381][bookmark: _Toc22544812][bookmark: _Toc26877452][bookmark: _Toc145421616][bookmark: _Toc221540282]4.2	Security functional requirements and related test cases specific to NF-embedded LI functions
[bookmark: _Toc22544380][bookmark: _Toc22544811][bookmark: _Toc26877451][bookmark: _Toc145421615][bookmark: _Toc221540283]4.2.1	Introduction
The present clause describes the security functional requirements and the corresponding test cases for NF-embedded LI functions. The proposed security requirements are classified in two groups:
-	Security functional requirements derived from TS 33.501 [2] and detailed in clause 4.2.2.
-	General security functional requirements which include requirements not already addressed in TS 33.501 [2] but whose support is also necessary to ensure that the NF embedded LI function conforms to a common security baseline detailed in clause 4.2.3.
[bookmark: _Toc221540284]4.2.2	Security functional requirements on NF-embedded LI functions deriving from 3GPP specifications and related test cases
[bookmark: _Toc145421617][bookmark: _Toc221540285]4.2.2.1	General
The general approach in TS 33.129-1 [8] clause 4.2.2 applies to NF-embedded LI functions. The relevant requirements and test cases for the product class of the NF in which the LI function is embedded also apply. Unless otherwise specified, the requirements and test cases in TS 33.117 [3] clause 4.2.2.3 related to SBA / SBI do not apply to the NF-embedded LI function but apply to the NF in which the LI function is embedded, where relevant.
[bookmark: _Toc221540286]4.2.2.2	LI LI_Xn HTTP connection disallowed
Requirement Name: Undetectability by Non-Authorized Parties.
Requirement Reference: TS 33.126 R6.6-30.
Requirement Description: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
References:
Asset reference: 		AS-TARGET
Attacker reference: 	AT-INTERNAL
Threat reference: 		T-CONFIG, T-INTERFACE-SEC

Test case:
Test Name: TC_LI_EMBEDDED_X1_HTTP_DISALLOWED
Purpose:
To verify that non secured X1 connection attempts fail.
Procedure and execution steps:
Pre-Condition:

Execution Steps
Execute the following steps:
1.	The tester issues a GetAllDetails command over LI_X1 interface towards the POI under test using HTTP.
Expected Results:
The HTTP transaction fails.

Expected format of evidence:
Any suitable evidence (e.g. output of netcat or packet capture), or plain language description of the failure.
[bookmark: _Toc221540287]4.2.2.3	LI LI_Xn TLS protection verification
Editor's Note: Is there a way to verify the layer 3/4 handshake only, without using any meaningful application layer message as a first step - using a simple testing harness/simulator, that doesn't necessarily have any layer 7/app layer knowledge.
Requirement Name: Undetectability by Non-Authorized Parties.
Requirement Reference: TS 33.126 R6.6-30.
Requirement Description: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
References:
Asset reference: 		AS-TARGET
Attacker reference: 	AT-INTERNAL
Editor's Note: Write a separate test that verifies that the POIs are not visible from the Internet at large (external attackers)
Editor's Note: Mutually authenticated TLS
Threat reference: 		T-CONFIG, Editor's Note: this test is relevant whether this is configurable or hard-coded T-INTERFACE-SEC

Test case:
Test Name: TC_LI_EMBEDDED_X1_PROTECTED_BY_TLS
Purpose:
To verify that TLS is used to protect LI_X1. Ensure default profile is applied.
Procedure and execution steps:
Pre-Condition:
1.	The POI under test shall expose an ETSI TS 103 221-1 LI_X1 interface
2.	The tester shall have the capability to connect to LI_X1 over HTTPS (including relevant certificates).
Execution Steps
Execute the following steps:
1.	The tester issues a GetAllDetails command over LI_X1 interface towards the POI under test using HTTPS and supplying valid credentials.
2.	The tester issues a GetAllDetails command over LI_X1 interface towards the POI under test using HTTP.
Expected Results:
The HTTPS transaction from execution step 1 succeeds.
The HTTP transaction from execution step 2 does not succeed (fails at the transport layer).

Expected format of evidence:
Any suitable evidence (e.g. output of netcat or packet capture).
[bookmark: _Toc221540288]4.2.2.4	LI LI_Xn HTTP connection disallowed
Editor's Note: Is there a way to verify the layer 3/4 handshake only, without using any meaningful application layer message as a first step - using a simple testing harness/simulator, that doesn't necessarily have any layer 7/app layer knowledge.
Requirement Name: Undetectability by Non-Authorized Parties.
Requirement Reference: TS 33.126 R6.6-30.
Requirement Description: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
References:
Asset reference: 		AS-TARGET
Attacker reference: 	AT-INTERNAL
Editor's Note: Write a separate test that verifies that the POIs are not visible from the Internet at large (external attackers)
Editor's Note: Mutually authenticated TLS
Threat reference: 		T-CONFIG, Editor's Note: this test is relevant whether this is configurable or hard-coded T-INTERFACE-SEC

Test case:
Test Name: TC_LI_EMBEDDED_X1_PROTECTED_BY_HTTPS
Purpose:
The tester shall prove that using anything else but a valid certificate will fail.
Editor's Note: write separate tests for the following:
e.g.:
1. expired certs
2. revoked certs
3. cert IDs don’t match the LI_X1 IDs
4. LI_X1 ID (or other parameters) missing altogether
5. NEID in LI_X1 doesn't match the NEID of the POI under test
6. valid cert that hangs under the wrong root of trust
7. partial vs full cert chain verification by the POI (root of trust is valid, but the sub-CA is wrong)

Procedure and execution steps:
Pre-Condition:
1.	The POI under test shall expose an ETSI TS 103 221-1 LI_X1 interface
2.	The tester shall have the capability to connect to LI_X1 over HTTPS (including relevant certificates).
Execution Steps
Execute the following steps:
1.	The tester issues a GetAllDetails command over LI_X1 interface towards the POI under test using HTTPS and supplying valid credentials.
2.	The tester issues a GetAllDetails command over LI_X1 interface towards the POI under test using HTTP.
Expected Results:
The HTTPS transaction from execution step 1 succeeds.
The HTTP transaction from execution step 2 does not succeed (fails at the transport layer).

Expected format of evidence:
Any suitable evidence (e.g. output of netcat or packet capture).

Editor's note: Write MOAT: The tester shall verify that ALL interfaces are not vulnerable to the top (20?) common OWASP vulnerabilities/CBEs
[bookmark: _Toc221540289]4.2.2.5	Credential affinity
[bookmark: _Toc221540290]4.2.2.6	Credential expiry
[bookmark: _Toc221540291]4.2.2.7	Credential chain of trust
[bookmark: _Toc221540292]4.2.2.8	Credential binding
[bookmark: _Toc221540293]4.2.2.9	Element of LI binding
[bookmark: _Toc21335333][bookmark: _Toc26877703][bookmark: _Toc137648004][bookmark: _Toc221540294]4.2.3	Technical baseline
[bookmark: _Toc21335334][bookmark: _Toc26877704][bookmark: _Toc137648005][bookmark: _Toc221540295]4.2.3.1	Introduction
Clause 4.2.3 provides baseline technical requirements.
[bookmark: _Toc21335335][bookmark: _Toc26877705][bookmark: _Toc137648006][bookmark: _Toc221540296]4.2.3.2	Protecting data and information
[bookmark: _Toc21335336][bookmark: _Toc26877706][bookmark: _Toc137648007][bookmark: _Toc221540297]4.2.3.2.1	Protecting data and information – general
[bookmark: _Toc187937511][bookmark: _CR4_2_4_1_2_1][bookmark: _Toc221540298]4.2.3.2.1.1	Introduction
The tests listed in TS 33.129-1 [8] clause 4.2.3.2 shall be applied. The following sub-clauses contain additional tests or clarifications which specifically apply for NF-embedded LI functions.
Editor's Note: We may be good to remove these clauses pending an audit of the tests in TS 33.129-1 [8] to ensure they are sufficient to cover NF-embedded LI functions.
[bookmark: _Toc221540299]4.2.3.2.1.2	A crypto inventory exists
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.1.2. If it is, remove this test.
[bookmark: _Toc221540300]4.2.3.2.1.3	Replaceable crypto modules
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.1.3. If it is, remove this test.
[bookmark: _Toc221540301]4.2.3.2.1.4	Replaceable crypto methods
[bookmark: _Toc21335337][bookmark: _Toc26877707][bookmark: _Toc137648008]Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.1.4. If it is, remove this test.
[bookmark: _Toc221540302][bookmark: EDM_Bookmark_]4.2.3.2.2	Protecting data and information – unauthorized viewing
[bookmark: _Toc221540303]4.2.3.2.2.1	Introduction
The tests listed in TS 33.129-1 [8] clause 4.2.3.2.2 shall be applied with the additions and clarifications included in the following sub-clauses.
Editor's Note: Following the audit of 33.129, it seems that most of these tests belong here.
[bookmark: _Toc221540304]4.2.3.2.2.2	General-purpose logs must not contain LI data
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.2.2. If it is, remove this test.
[bookmark: _Toc221540305]4.2.3.2.2.3	General-purpose logs must not contain LI data (comms?)
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.2.3. If it is, remove this test.
[bookmark: _Toc221540306]4.2.3.2.2.4	LI logging is segregated from non-LI logging
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.2.4. If it is, remove this test.
[bookmark: _Toc221540307]4.2.3.2.2.5	LI target leak, log leak
Editor's Note: This test may be equivalent to the test in TS 33.129-1 [8] clause 4.2.3.2.2.5. If it is, remove this test.
Requirement Name: Undetectability by Non-Authorized Parties.
Requirement Reference: TS 33.126 R6.6-30.
Requirement Description: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
References:
Asset reference: 		AS-TARGET
Attacker reference: 	AT-INTERNAL
Threat reference: 		T-LOG

Test case:
Test Name: TC_LI_EMBEDDED_LOG_LEAK
Purpose:
Ensure that general privileged administrators cannot detect whether an a-priori chosen subscriber is under LI.
Procedure and execution steps:
Pre-Condition:
1.	A minimal network and two user agents are available, sufficient to start a communication session between two parties.
2.	An LI system is available in the above network, sufficient to provision a target for LI.
3.	On the LI system, the tester has an account prepared from which a target can be provisioned.
4.	On an NF that contains a POI or a TF, the tester has prepared an account with sufficient privileges to access logs.
Execution Steps
Execute the following steps:
1.	The tester notes the start time of the test, to be used later to pull the log that corresponds to the test period.
2.	The tester starts a communication session from any user account and records any identifiers pertaining to this account.
3.	The tester stops the communication session.
4.	The tester pulls the logs from the NF for the period of the communication session.
5.	The tester sets this log aside for later comparison with another.
6.	The tester logs into the LI privileged account on the ADMF and sets up the same user account used in step 2 as an LI target.
7.	The tester performs the same previous steps (1 through 5) from the LI target account.
8.	The tester diffs the two logs.
Expected Results:
The expectation is that there is nothing in the result of the test that can be used to determine that the a priori chosen target is under LI.
Expected format of evidence:
The tester submits a human-readable diff and a plain-language conclusion whether the general privileged admin can use this log leak method to ascertain that LI is occurring.
[bookmark: _Toc221540308]4.2.3.2.2.6	LI target leak, config
Requirement Name: Undetectability by Non-Authorized Parties.
Requirement Reference: TS 33.126 R6.6-30.
Requirement Description: The CSP shall ensure that non-authorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place.
References:
Asset reference: 		AS-TARGET
Attacker reference: 	AT-INTERNAL
Threat reference: 		T-CONFIG

Test case:
Test Name: TC_LI_EMBEDDED_CONFIG_DIFF_ANALYSIS
Purpose:
Ensure that general privileged administrators (e.g., config reviewers, system auditors) cannot detect that interception is taking place for a specific target by analysing configuration files before and after LI provisioning.
Editor's note: configuration aspects other than configuration files are not covered by this test case.
Procedure and execution steps:
Pre-Condition:
1.	The tester has administrative access to a network element that contains a POI that supports configuration snapshots.
2.	An LI system is available in the network, sufficient to provision a target for LI.
3.	On the LI system, the tester has an account prepared from which a target can be provisioned.
4.	The configuration mechanism is file-based or produces structured output (e.g., XML, YAML, JSON).
5.	The system supports exporting these configurations.
Execution Steps
Execute the following steps:
1.	The tester logs in using the general privileged account and exports a complete configuration snapshot.
2.	The snapshot is timestamped and saved securely for later comparison.
3.	The tester logs in using the LI privileged account and provisions an interception target.
4.	The tester repeats the configuration export from the general privileged account.
5.	The tester performs a diff on the two snapshots.
6.	The tester inspects the diff for any structural or content-level indication that LI has been configured, including:
a.	new service entries
b.	altered service entries
c.	any difference that could indicate LI activity
Expected Results:
The expectation is that there is nothing in the result of the test that can be used to determine that the a priori chosen target is under LI.
Expected format of evidence:
The tester submits a human-readable diff and a plain language conclusion on whether any observed changes in config can be used to infer the presence of an LI target.
[bookmark: _Toc221540309]4.2.3.2.2.7	CPU utilisation observation by VI admin
[bookmark: _Toc21335338][bookmark: _Toc26877708][bookmark: _Toc137648009][bookmark: _Toc221540310]4.2.3.2.3	Protecting data and information in storage
[bookmark: _Toc221540311]4.2.3.2.3.1	Introduction
The tests listed in TS 33.129-1 [8] clause 4.2.3.2.3 shall be applied with the additions and clarifications included in the following sub-clauses.
[bookmark: _Toc21335339][bookmark: _Toc26877709][bookmark: _Toc137648010][bookmark: _Toc221540312]4.2.3.2.4	Protecting data and information in transfer
[bookmark: _Toc21335341][bookmark: _Toc26877711][bookmark: _Toc137648012][bookmark: _Toc221540313]4.2.3.2.4.1	Introduction
The tests listed in TS 33.129-1 [8] clause 4.2.3.2.4 shall be applied with the additions and clarifications included in the following sub-clauses.
[bookmark: _Toc221540314]4.2.3.2.5	Logging access to personal data
The tests listed in TS 33.129-1 [8] clause 4.2.3.2.4 shall be applied with the additions and clarifications included in the following sub-clauses.
[bookmark: _Toc221540315]4.2.3.3	Protecting availability and integrity
[bookmark: _Toc221540316]4.2.3.3.1	Introduction
[bookmark: _Toc21335342][bookmark: _Toc26877712][bookmark: _Toc137648013]The tests listed in TS 33.129-1 [8] clause 4.2.3.3 shall be applied with the additions and clarifications included in the following sub-clauses.
[bookmark: _Toc221540317]4.2.3.4	Authentication and authorization
[bookmark: _Toc21335343][bookmark: _Toc26877713][bookmark: _Toc137648014][bookmark: _Toc221540318]4.2.3.4.1	Introduction
The tests listed in TS 33.129-1 [8] clause 4.2.3.4 shall be applied with the additions and clarifications included in the following sub-clauses.
[bookmark: _Toc221540319]4.2.3.4.2	Logging of failed authentication attempts
[bookmark: _Toc221540320]4.2.3.4.3	No non-LI accounts
[bookmark: _Toc221540321]4.2.3.4.4	Unique credentials
[bookmark: _Toc221540322]4.2.3.4.5	System hardening of VM accounts
[bookmark: _Toc221540323]4.2.3.5	Protecting sessions
[bookmark: _Toc21335344][bookmark: _Toc26877714][bookmark: _Toc137648015]There are no NF-embedded LI function-specific additions to clause 4.2.3.5 of TS TS 33.129-1 [8].
[bookmark: _Toc221540324]4.2.3.6	Logging
[bookmark: _Toc221540325]4.2.3.6.1	Introduction
The following addition and clarifications to clause 4.2.3.6 of TS 33.129-1 [8] apply for NF-embedded LI functions.
[bookmark: _Toc221540326]4.2.3.6.2	Mandatory log-disabling alarms
[bookmark: _Toc221540327]4.2.3.6.3	Loud logs
[bookmark: _Toc22545451][bookmark: _Toc22546722][bookmark: _Toc26879948][bookmark: _Toc45035742][bookmark: _Toc137651465][bookmark: _Toc21335348][bookmark: _Toc26877718][bookmark: _Toc137648019][bookmark: _Toc221540328]4.2.4	Operating Systems
[bookmark: _Toc22545452][bookmark: _Toc22546723][bookmark: _Toc26879949][bookmark: _Toc45035743][bookmark: _Toc137651466]There are no NF-embedded LI function-specific additions to clause 4.2.4 of TS 33.129-1 [8].
[bookmark: _Toc221540329]4.2.5	Web Servers
There are no NF-embedded LI function-specific additions to clause 4.2.5 of TS 33.129-1 [8].
[bookmark: _Toc221540330]4.2.6	Network Devices
There are no NF Embedded LI Function-specific additions to clause 4.2.6 of TS 33.1129-1 [8].
[bookmark: _Toc221540331]4.3	Adaptations of hardening requirements and related test cases specific to NF-embedded LI functions
[bookmark: _Toc21335351][bookmark: _Toc26877721][bookmark: _Toc137648022][bookmark: _Toc221540332]4.3.1	General
This clause specifies the NF-embedded LI function-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc21335350][bookmark: _Toc26877720][bookmark: _Toc137648021][bookmark: _Toc221540333]4.3.2	Technical baseline
[bookmark: _Toc221540334]4.3.2.1	Introduction
The following additions to clause 4.3.2 in TS 33.129-1 [8] apply for NF-embedded LI functions.
[bookmark: _Toc221540335]4.3.2.2	Third-party components are up-to-date
[bookmark: _Toc221540336]4.3.3	Operating systems
There are no NF Embedded LI Function-specific additions to clause 4.3.3 in TS 33.129-1 [8].
[bookmark: _Toc21335352][bookmark: _Toc26877722][bookmark: _Toc137648023][bookmark: _Toc21335354][bookmark: _Toc26877725][bookmark: _Toc137648026][bookmark: _Toc221540337]4.3.4	Web servers
[bookmark: _Toc21335353][bookmark: _Toc26877723][bookmark: _Toc137648024][bookmark: _Toc221540338]4.3.4.1	Introduction
The following additions to clause 4.3.4 in TS 33.129-1 [8] apply for NF-embedded LI functions.
[bookmark: _Toc221540339]4.3.4.2	Only POST allowed (for Xn)
[bookmark: _Toc221540340]4.3.4.3	Third-party components are up-to-date
[bookmark: _Toc221540341]4.3.5	Network devices
There are no NF Embedded LI Function-specific additions to clause 4.3.5 in TS 33.129-1 [8].
[bookmark: _Toc26877724][bookmark: _Toc137648025][bookmark: _Toc221540342]4.3.6	Network functions in service-based architecture
There are no NF Embedded LI Function-specific additions to clause 4.3.6 in TS 33.117 [3].
[bookmark: _Toc221540343]4.4	Adaptations of basic vulnerability testing requirements and related test cases specific to NF-embedded LI functions
[bookmark: _Toc137648027][bookmark: _Toc221540344]4.4.1	General
There are no LI specific additions to clause 4.4.1 of TS 33.129-1 [8].
[bookmark: _Toc35348462][bookmark: _Toc114146586][bookmark: _Toc137648028][bookmark: _Toc221540345]4.4.2	Port Scanning
There are no LI specific additions to clause 4.4.2 of TS 33.129-1 [8].
[bookmark: _Toc35348463][bookmark: _Toc114146587][bookmark: _Toc137648029][bookmark: _Toc221540346]4.4.3	Vulnerability scanning
There are no LI specific additions to clause 4.4.3 of TS 33.129-1 [8].
[bookmark: _Toc35348464][bookmark: _Toc114146588][bookmark: _Toc137648030][bookmark: _Toc221540347]4.4.4	Robustness and fuzz testing
The test cases under clause 4.4.4 of TS 33.129-1 [8] are applicable to NF-embedded LI functions.
According to clause 4.4.4 of TS 33.117 [3], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for NF-embedded LI functions, the following interfaces and protocols are in the scope of the testing:
-	For LI_X1: the TLS and HTTP protocols.
-	For LI_X2: the TLS and HTTPS protocols.
-	For LI_X3: the TLS and HTTPS protocols.
-	For LI_T2: the TLS and HTTPS protocols.
-	For LI_T3: the TLS and HTTPS protocols.
NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [3].
For products including an embedded LI function, it is also important to ensure that the fuzz-testing performed as part of the SCAS testing of the enclosing function does not provide access to the embedded LI function.
[bookmark: _Toc221540348]5	Additional Tests
Editor's Note: This clause will contain tests that are not directly traceable to TS 33.126 requirements
[bookmark: _Toc221540349]5.1	COMMON New Requirement Test Name


[bookmark: clause4][bookmark: startOfAnnexes][bookmark: _Toc221540350]
Annex <A> (normative):
<Normative annex for a Technical Specification>
Start each annex on a new page.
Annexes are labelled A, B, C, etc. and designated either "normative" or "informative" depending on their content.
Normative annexes only to appear in Technical Specifications. Use style "Heading 8".

[bookmark: _Toc221540351]
Annex <B> (informative):
<Informative annex for a Technical Specification>
Informative annexes may appear in both Technical Specifications and Technical Reports. Use style "Heading 8" for use in TSs.
Informative annexes shall not contain requirements for the implementation of the Technical Specification.
[bookmark: _Toc221540352]B.1	Heading levels in an annex
Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.
[bookmark: _Toc221540353]
Annex <C>:
<Informative annex title for a Technical Report>
Informative annexes in Technical Reports do not use "(informative") in the title, since all annexes in TRs are informative. Use style "Heading 9" in TRs.

[bookmark: _Toc221540354]
Annex <D> (informative):
Bibliography
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
The Bibliography is optional. If it exists, it shall follow the last technical annex in the document.
The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.
Bibliography format
<Publication>: "<Title>".
[bookmark: _Toc221540355]
Annex <E> (informative):
Index
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
The Index is optional. If it exists, it shall immediately precede the Changes history annex.
Generate the index using MS Word's index field feature.

[bookmark: _Toc221540356]
Annex <F> (informative):
Change history
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
This is the last annex for TS/TSs which details the change history using the following table.
This table is to be used for recording progress during the WG drafting process till TSG approval of this TS/TR.
For TRs under change control, use one line per approved Change Request
Date: use format YYYY-MM
CR: four digits, leading zeros as necessary
Rev: blank, or number (max two digits)
Cat: use one of the letters A, B, C, D, F
Subject/Comment: for TSs under change control, include full text of the subject field of the Change Request cover
New vers: use format [n]n.[n]n.[n]n
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