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[bookmark: foreword][bookmark: _Toc221479077]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc221479078]
1	Scope
The present document studies the requirements, architecture, services, and security of the lawful interception system as it pertains to 6G. The present document also addresses details regarding the following specific topic areas:
-	ASN.1 usage, release schedule and protocols supported.
-	Modularity of specification requirements.
-	Lawful interception considerations at RAN/edge.
-	Post Quantum migration strategies.
-	Threat/attacker models and analysis as they pertain to LI system security.
-	6G requirements (e.g user consent) impact to LI capabilities.
-	6G architecture proposals (e.g. new interfaces or service layers) impact to LI capabilities.
-	LI system to SBA layer interaction.
-	6G services (e.g. AI) proposals impact to LI capabilities.
-	Interoperation and interaction with legacy LI systems.
The foundational requirements regarding 6G services in TR 22.870 [5], architecture in TR 23.801-01 [6], and security in TR 33.801-01 [7] are used as a baseline for analysis contained in the present document.
Editor’s Note: Further refinements and additions to the scope of this TR are FFS.
[bookmark: references][bookmark: _Toc221479079]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.126: "Lawful Interception Requirements".
[3]	3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions".
[4]	3GPP TS 33.128: "Protocol and procedures for Lawful Interception (LI)".
[5]	3GPP TR 22.870: "Study on 6G Use Cases and Service Requirements".
[6]	3GPP TR 23.801-01: "Study on Architecture for 6G System, Stage 2".
[7]	3GPP TR 33.801-01: "Study on Security for the 6G System".
[8]	ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery".
[bookmark: definitions][bookmark: _Toc221479080]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc221479081]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc221479082]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc221479083]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
Example:

LI	Lawful Interception

<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc205543646][bookmark: _Toc221479084]4	Key topics
Editor’s Note: This clause contains all the key topics identified during the study.
[bookmark: _Toc205543647][bookmark: _Toc213836344][bookmark: _Toc221479085]4.1	Key Topic 1: ASN.1 usage, release schedule and protocols
[bookmark: _Toc205543648][bookmark: _Toc213836345][bookmark: _Toc221479086]4.1.1	Key topic 1 details and discussion
[bookmark: _Toc221479087]4.1.1.1	ASN.1 Usage
Clause 4.1 contains details and discussion regarding ASN.1 usage, release schedule, and protocols as they pertain to the evolution of 5G lawful interception to 6G lawful interception formats.
ASN.1 has been used within the 3GPP SA3-LI group as the preferred X and HI interface code solution for the past two generations of wireless broadband technologies (4G, 5G). ASN.1 provides sufficient flexibility to encode data to be delivered to law enforcement collection functions even when using new encapsulation methods defined during 5G LI standardization.
[bookmark: _Toc221479088]4.1.1.2	ASN.1 Release Schedule
SA3-LI has worked, historically, on a version based ASN.1 release schedule. This means that for example, 15 versions of ASN.1 available for deployment. This is concerning because small errors within the ASN.1 are not documented in a manner that would be clear to the implementer. Transitioning to a methodology like that which is used in CT WGs, e.g. a single drop ASN.1 per release, would allow for intra-release ASN.1 breaking changes and potentially create a more stable and refined ASN.1 structure. Interim versioning should only be available in draft format, housed within 3GPP Forge. Finalized ASN.1 drop shall be captured in TS 33.128 [4] or its 6G equivalent when it is declared frozen for that Release. If changes are required after freeze date, they should only be considered for true corrections, assigned as Category F CRs.
Editor’s Note: This clause should be split and potential resolution strategy relocated to clause 4.X.3.
Editor’s Note: The meaning and enforcement of backward compatibility is FFS.
However, the drawback of the above is that no piece of functionality can be implemented before the ASN.1 freeze date. In case of 3GPP releases spanning over long periods of time, it may not be efficient to implement parts of the specification which are considered stable.
[bookmark: _Toc221479089]4.1.1.3	ASN.1 Protocols
[bookmark: _Toc205543650][bookmark: _Toc213836346]Currently, SA3-LI supports the use of ASN.1, but also supports the use of sub-types such as XML, JSON, XSD, etc. While the use of such protocols encapsulated within ASN.1 have been codified, it may be necessary to support new and more frequent use cases. 3GPP should consider what guidance for use and what restrictions may be necessary to fully incorporate both mapped and encapsulated LI reporting capabilities.
[bookmark: _Toc221479090]4.1.1.4	ASN.1 Duplication in X and HI interfaces
TS 33.128 [4] specifies separate ASN.1 coding for X2 and HI2 messages. However, when a HI2 message is generated based on a triggering equivalent X2 message, the two ASN.1 coding are just a duplication. SA3-LI should consider whether it is beneficial to specify a single ASN.1 coded message which could be applicable to both X and HI interfaces, also to avoid potential misalignments.
[bookmark: _Toc221479091]4.1.1.5	ASN.1 module split for separate LI capabilities
Currently, TS 33.128 [4] includes into a single ASN.1 module all the definitions the LI capabilities specified in TS 33.128[4]. This was probably the best choice at the beginning of the specification work for 5G but after years it has become a really huge module, difficult to handle and in which it is difficult to identify relevant piece of information, SA3-LI should consider whether for 6G it is beneficial to have separate modules to group proper parts of the ASN.1.
[bookmark: _Toc221479092]4.1.2	Potential requirements
PR-4.1.2.A: SA3-LI shall only produce one version of ASN.1 per release. Interim versioning shall only be available in draft format, curated within 3GPP Forge, updated with CR additions post agreement. Finalized ASN.1 drop shall be captured in a new clause, e.g. within TS 33.128 [4] or its 6G equivalent, when it is declared frozen for such release as well as have a dedicated, well identified repository in Forge for finalized code.
PR-4.1.2.B: SA3-LI shall codify the use of external data structures in 6G specifications and capture such codification in Stage 3 specifications (e.g. TS 33.128 [4] for 5G) as a Normative Annex.
PR-4.1.2.C: SA3-LI shall continue to exclusively utilize ASN.1 for internal provisioning and handover interfaces toward law enforcement with continued coordination between ETSI TC LI and SA3-LI.
PR-4.1.2.D: SA3-LI shall formally allow in release breaking changes to ASN.1 and XSD per working procedure enhancements. ASN.1 in draft format shall be market with the phrase, "This is a draft version and is not intended for implementation".
PR-4.1.2.E: SA3-LI shall ensure that, whenever possible, the same ASN.1 shall be used for both X and HI messages and avoid duplicated definitions.
PR-4.1.2.F: SA3-LI shall specify the ASN.1 for X and HI in a modularized format.
[bookmark: _Toc221479093]4.1.3	Potential resolution strategy
Editor’s Note: This clause will contain resolution strategies, either in e.g. Requirements, or otherwise as it relates to the key topic and potential requirements identified during the study.
[bookmark: _Toc221479094]4.2	Key Topic 2: Mapping of data structures
[bookmark: _Toc221479095]4.2.1	Key topic 2 details and discussion
[bookmark: _Toc221479096]4.2.1.1	Basic information for LI in dedicated fields
[bookmark: _Toc221479097]4.2.1.1.1	LI-specific information in dedicated fields
Clause 4.2 contains details and discussion regarding the mapping or encapsulation of various data elements in LI reporting.
Information is added by CSP’s LI systems to the captured data (e.g. communication contents) for the delivery to the LEMF of the LEA such that the delivered parts of the data are unequivocable reconstructable to a whole on reception and sense can be made out of it. Such information fits well into dedicated fields of an LI specification.
Examples:
-	Standard and Version used (Domain-ID).
-	LIID.
-	CID including CIN.
-	Sequence Number.
-	Payload type.
[bookmark: _Toc221479098]4.2.1.1.2	Specific fields for basic information about the communication
As LI data may be used in court as evidence, people that are not experts of telecommunication systems need to be able to get an accurate understanding of the basic circumstances of the telecommunication (e.g. who called whom). LI specifications help provide such clarity through mapping such information into dedicated fields in the LI specification.
Examples:
-	Target identifier(s).
-	Identifier(s) of all other involved parties, e.g. addressee identifier(s), redirection identifier(s), etc.
-	Direction.
-	Service used.
-	Failure reasons of communication attempts (e.g. user absent, user terminated, communication system at the CSP not available, failure of the LI system at the CSP).
-	Network-provided or -verified location of the target (e.g. CSP verified/calculated geocoordinates of the UE’s location, basic information of the involved cells such as MNC, MCC, LAC/TAC, Cell-ID, azimuth. longitude and latitude).
-	Time of communication (Begin and end / duration of the communication).
-	Encoding.
Editor’s Note: The exact scope of the term circumstances and whether an alternative term may be more appropriate is for future discussion.
[bookmark: _Toc221479099]4.2.1.2	Reusing data structures for enhanced technical details
For technical details (e.g. what frequencies were used at the RAN access), the information likely needs to be analyzed by experts anyway to draw conclusion from this. Hence, to avoid extra work and keep the information up-to-date, such information could be passed through reusing the data structures of publicly available 3GPP specifications of the respective communication service as-is.
Examples:
-	Frequencies used at the RAN access.
-	UE capabilities.
-	Unverified location information provided by UEs.
[bookmark: _Toc221479100]4.2.2	Potential requirements
[bookmark: _Toc213836347]PR-4.X.2.YA: SA3-LI shall use dedicated fields for handling LI delivery, e.g. information required in 3GPP TS 33.126 [2] clause 6.4.
PR-4.X.2.YB: SA3-LI shall map basic information on the circumstances of the communication into dedicated fields of the LI specification.
[bookmark: _Toc221479101]4.2.3	Potential resolution strategy
[bookmark: _Toc221479102]4.2.3.1	Potential resolution strategy for providing basic information for LI in dedicated fields
If ASN.1 usage and handover using ETSI TS 102 232-1 [8] is continued, information could be mapped into existing dedicated fields of ETSI TS 102 232-1 [8] potentially extended by additional data structures, where needed. A corresponding analysis could be conducted on a service-by-service basis for new 6G services.
[bookmark: _Toc221479103]4.2.3.2	Potential resolution strategy for reusing data structured
A generic structure for delivery of such information could consist of:
-	Reference to the specification and its version.
-	Information on the format type or definition language (e.g. JSON, ASN.1, XML, etc.).
-	Reference to the data type or structure within the specification.
-	"raw data".
[bookmark: _Toc221479104]5	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key topics.
[bookmark: _Toc205543652][bookmark: _Toc221479105]5.1	Mapping of resolution strategy to key topics
Editor’s Note: This clause captures mapping between key topics and solutions.
Table 5.1-1: Mapping of solutions to key topics
	
	Key Topic

	Solutions
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc205543653][bookmark: _Toc221479106]5.Y	Strategy #Y: <Strategy Name>
[bookmark: _Toc205543654][bookmark: _Toc221479107]5.Y.1	Introduction
Editor’s Note: Each strategy should list the key topic(s) being addressed.
[bookmark: _Toc205543655][bookmark: _Toc221479108]5.Y.2	Strategy details
[bookmark: _Toc205543656][bookmark: _Toc221479109]5.Y.3	Evaluation
Editor’s Note: Each strategy should motivate how the potential requirement of the key topic being addressed is resolved.
[bookmark: _Toc205543657][bookmark: _Toc221479110]6	Conclusions
Editor’s Note: This section will highlight the agreed way forward on each key topic area as endorsed by SA3-LI.
Editor’s Note: This clause captures the conclusions of this study.

[bookmark: tsgNames][bookmark: startOfAnnexes][bookmark: _Toc205543658][bookmark: _Toc221479111]Annex A (informative)
Change history

	[bookmark: historyclause]Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2026-01
	SA3#100-LI
	S3i260059
	
	
	
	Production of skeleton and scope. Integration of Tdocs s3i260062, s3i260063
	0.0.1



3GPP
oleObject1.bin
[image: image1.png]~

5G







image2.emf
 


oleObject2.bin
[image: image1.png]=

A GLOBAL INITIATIVE







image1.emf
 


