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1
Decision/action requested

This pCR proposes content for the TR.845 [1] to include a solution to KI#2 on protection of long-term key during storage in UDR.  
2

References

[1]
TR 33.845, Storage of Secure Parameters in a 5G system
3
Introduction
TR 33.845 [1] includes KI#2 on protection of long-term key during storage in UDR.
This pCR proposes a solution for this KI based on …

4
Proposal

It is proposed to agree the following changes to 3GPP TR 33.845 [1].
* * * First Change * * * *

* * * Next Change * * * *

6.2
Key Issue #2: protection of long-term key during storage in UDR

6.2.1
Key issue details

In case the long-term key, which is part of the authentication subscription data needed to generate authentication vectors in the UDM/ARPF, is stored in the UDR separate from the UDM/ARPF, then this key needs to be protected. This key issue addresses this need.

6.2.2
Security threats

If the stored long-term key can be modified in the UDR, this can cause a DOS attack by invalidating regular authentication subscription data.

If the stored long-term key is obtained, then it can be used to access previously recorded communications.

If the stored long-term key retrieved from a subscriber's authentication subscription data can be copied to another subscriber's authentication subscription data, then this can result in stealing network access from the first subscriber.

6.2.3
Potential security requirements

The long-term key in the UDR shall be protected against retrieval by unauthorized network elements and by unauthorized persons.

The long-term key shall be protected against unauthorized modification after storage in the UDR.

It shall be prevented that the long-term key is copied from one subscriber's authentication subscription data to another subscriber's authentication subscription data.

* * * Next Change * * * *

7.x
Solution X: Protection of LTK access over Nudr.  
7.x.1
Introduction

This solution addresses key issue 2 on "protection of long-term key during storage in UDR ". 
The solution describes how the long-term key in the UDR can be protected against modification by any network function and retrieval by unauthorized network elements over Nudr using the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 [2] in Release 16.  
This solution is based on capabilities defined or planned to already to be defined in 3GPP TSs and does not require any additional specification work.
7.x.2
Solution details

The OAuth 2.0 based authorization framework defined in 3GPP 33.501 [2] is being enhanced in Release 16 to support the generation and validation of authorization tokens including authorization not only at service level but also to service operation and resource level. This allows the possibility to generate OAuth 2.0 tokens to retrieve AuthenticationSubscription data ONLY to UDM/ARPF NF type of service consumers.    

UDR will in any case prevent the modification of LTK within the AuthenticationSubscription data resource by the UDM/ARPF over Nudr as defined in 3GPP TS 29.505 [11]: 

Table 5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.2.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method 
	Description

	AuthenticationSubscription
	/subscription-data/{ueId}/authentication-data/authentication-subscription
	GET
	Retrieve a UE's authentication subscription data

	
	
	PATCH
	Update a UE's authentication subscription data

Updates shall be limited to the sequenceNumber attribute. Attempts to patch any other attribute shall be rejected by the UDR.


The long-term key should be additionally provisioned and stored encrypted in UDR. This solution does not cover security requirements (e.g. encryption algorithms) for this.  

Editor’s note: evaluation of this solution shall also consider the completeness of this solution against all threats to accessing the long term key.

7.x.3
Evaluation

* * * End of Changes * * * *

�Copied the KI just for reference and comments (see below).


�This sounds to me like protection of OAM interfaces which are not covered by 3GPP. 


In my opinion we should only discuss solutions for Nudr. 





Should we propose update the KI as well?


�Should we plan for another contribution/solution for this? 





