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1. Overall Description:

SA3 would like to thank RAN2 for the analysis and considerations. With respect to the questions raised, SA3’s answers are as follows. 
Q1: How frequently the network will request UE to report the hashes of system information which will bring impact on UE power consumption?
A1: SA3 does not have any requirement on the network to continuously detect false base stations. The network needs only one set of hashes of system information to detect the presence of a false base station. The reporting frequency affects how soon the network can detect a false base station. Therefore, it is not necessary for a UE to report the hashes frequently. SA3 will not specify anything related to frequency of the measurement reports with the SI hashes. The exact reporting frequency is implementation dependent and can be set through configuration, e.g. similar to the way to configure Automatic Neighbour Relation (ANR). 
SA3 does not intend to make it mandatory for the network to always detect false base stations. Rather, SA3 intends to enrich the measurement reports so that when the network performs false base station detection, the network has more/better data. It will be the operator's decision whether to detect false base station or not. When the operator decides to perform detection, the reporting of hashes is expected to be used under rare circumstances, e.g., only for increasing confident of detection in suspected areas. In addition, it is not necessary for the operator to ask the same measurement from multiple UEs. Furthermore, reporting of hashes can be distributed to multiple UEs so that individual load on one UE is negligible. When the operator does not perform the detection, the frequency is nil.
SA3 understands RAN's concern on UE power consumption. Therefore, SA3 is open to add recommendation for the network to not request the hashes too frequently.
Q2: For the hash of MIB/SIBs, does SA3 assume this is only for MIB and SIB1, or also for other SIBs? Does SA3 assume this mechanism applies for both idle/inactive mode and connected mode?
A2:  The MIB and SIB1 from camped and/or neighbouring cells are the minimum set to be protected. In other words, hashes of MIB and SIB1 are required for the mechanisms to work. Hashes of other SIBs, if available, can provide better detection e.g., it is beneficial to be able to detect some variants of attacks on mobility that tampers with SIB 3/4/5 and time information that tampered with SIB 9. SA3 assumes that measurement configuration could be used for this indication.  
SA3 assumes that the mechanism is supported in general for all RRC states. Specifically, 

· Idle/Inactive mode: UE 

1) monitors the camped cell the following information: MIB, SIB1 and any other SIBs (if available); 

2) stores in the logged MR the hashes of the monitored MIB, SIB1 and other SIBs (if available) 

· Connected mode: UE 
1) reports the logged MR; 
2) UE measures neighbouring cells’ MIB and SIB1 (if CGI info is requested), and reports the hashes of the measurement. 
In order to reduce the impacts on UE, SA3 is open to add recommendation for operators.

Q3: For the additional information to be included in the logged MDT results, what additional information is required by SA3, compared with the existing parameters defined in NR measurement reporting (including SON/MDT)?

A3: the following additional information is proposed (clause 6.4.2.1 in TR 33.809) to be included in the logged MDT results:
· “Reject info”: NAS reject messages UE received in the last visited cell, e.g. registration/service reject,.
· “Signal Info”: a) signal power (ex. Pilot/RS); b) pilot power; c) power for pilot/RS + Signal
At least the information about reject messages in RRC/NAS layer would help in detection, such as how many rejects were received by UE within some time frame. Information about signal info would also be helpful. Nevertheless, SA3 believes that details and feasibility of these additional information are in the remits of RAN2.

SA3 would like to request RAN2 to consider the above answer and provide feedback on power consumption evaluation. SA3 also request RAN2 to kindly accommodate this mechanism to enrich the measurement reports in their technical specifications.
2. Actions:

To RAN2 group.

ACTION: SA3 kindly requests RAN2 to take the above answers into account. SA3 also requests RAN2 to kindly accommodate this mechanism to enrich the measurement reports in their technical specifications. 
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