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1
Decision/action requested

This document provides details on the CR S3-201296 on how UE establish the dedicated PDU and uses the established dedicated PDU for sending the UP signalling data. 
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Details
3.1
Illustrative flow

Stepwise details on how the proposal in [3] works:
1. The network provisions the URSP rules to the UE.

a. Excerpt from [2]: - UE Route Selection Policy (URSP): This policy is used by the UE to determine how to route outgoing traffic. Traffic can be routed to an established PDU Session, can be offloaded to non-3GPP access outside a PDU Session, or can trigger the establishment of a new PDU Session.
b. Excerpt from [1]: The expectation is that the URSP in the UE is always up to date using the procedure defined in TS 23.502 [3] clause 4.16.12.2 and therefore the UE requested DNN will be up to date.
c. Excerpt from [1]: In order to cover cases that UE operates using local configuration, but also other cases where operator policies can be used in order to replace an "up to date" UE requested DNN with another DNN used only internally in the network, during UE Registration procedure the PCF may indicate, to the AMF, the operator policies to be used at PDU Session Establishment for DNN replacement of a UE requested DNN. PCF may indicate a policy for DNN replacement of UE requested DNNs not supported by the network, and/or indicate a list of UE requested DNNs per S-NSSAI valid for the serving network, that are subject for replacement (details are described in TS 23.503 [45]).

Reference: TS 23.503[2] (clause 4.2.2), TS 23.501[1] (clause 5.6.1 and clause 6.6.2.2)
2. The application (for example, App#1) triggers the PDU establishment in sequence, by providing Traffic Descriptor (for example, DNN= internet-dns and DNN= internet). 
Reference: TS 23.503[2] (clause 6.6.2.3) and TS 23.501[1] (clause 5.15.5.3)
3. Based on the traffic descriptors, UE use the URSP to identify the DNN(s) and other parameters for establishing the DNN. For example, the URSP rule in the PCF is specified as follows (only relevant parameters are mentioned for simplicity):
	Example URSP rules 
	Comments

	Rule Precedence =1 

Traffic Descriptor: IP descriptors 

<Port=53 > 
	DNN Selection: internet-dns 


	If this PDU session is not established, the UE shall attempt to establish a PDU session. 

	Rule Precedence =2 

Traffic Descriptor: DNN= internet-dns
	
	If this PDU session is not established, the UE shall attempt to establish a PDU session.

	Rule Precedence =3 

Traffic Descriptor: DNN= internet
	
	If this PDU session is not established, the UE shall attempt to establish a PDU session.

	Rule Precedence =4 

Traffic Descriptor: Application Identifiers=App#3
	DNN Selection: 
internet and internet-dns

	This URSP rule associates the traffic of application "App#1" with the "internet" DNN and also "internet-dns" DNN.

If this PDU session is not established for the "internet" DNN, the UE shall attempt to establish a PDU session.

If this PDU session is not established for the "internet-dns" DNN, the UE shall attempt to establish a PDU session.


Reference: TS 23.503 [2] (clause 6.6.2.1 and example of URSP rules provided in clause Annex A)
4. The UE initiates PDU session request procedures and establish the PDU session#1 for the "internet-dns" DNN. Based on the DNN ("internet-dns"), SMF provides User Plane security policy, which includes Integrity protection as “Required”. The established PDU session #1 activates UP IP. Based on received PDU session configurations from the network, the application data traffic are transmitted into appropriate established PDU Session/DRB (for example, using IP descriptor/ IP packet filter set (source IP address)) by the UE. Whenever the App#1 sends the DNS queries and matches with the IP descriptor (DNS), then the Application #1 DNS queries are routed using the PDU session#1. 

Reference: TS 23.501 [1] (clause 5.15.5.3 and clause 5.10.3)
5. The UE initiates PDU session request procedures and establish the PDU session#2. Based on the DNN ("internet"), SMF provides User Plane security policy, which includes only UP confidentiality protection as “Required”. The established PDU session #2 activates UP confidentiality protection. Whenever the App#1 sends the normal data (other than DNS queries), then the Application #1 data traffic are routed using the PDU session#2.  

6. When the App#3 triggers the PDU establishment, by providing Traffic Descriptor (for example, Application Identifiers=App#3), then the UE uses the URSP and identifies the two DNNs "internet-dns" and "internet" needs to be used and already PDU sessions for DNN "internet-dns" and DNN "internet" are established. The UE provides the details (for example, IP addresses, IP descriptors to be used) of the PDU Session#1 and PDU Session#2 to the App#3.
7. Then App#3, whenever sends the DNS queries matches with the IP descriptor (DNS), then the App#1 DNS queries are routed using the PDU session#1 and the normal data (other than DNS queries) are routed using the PDU session#2.
3.2
Further readings
Please note that instead of the URSP rules, UE Local Configuration can be used and local configuration also provides same rules to establish the dedicated PDU session.

An application can use two PDU sessions and IP descriptors (like, source IP address, port, protocol ID) are used to differentiate the PDU sessions, for example on how application can manage two PDU sessions is detailed for Redundant transmission for high reliability communication in TS 23.501[1] (clause 5.33.2.1 (Dual Connectivity based end to end Redundant User Plane Paths)). Relevant excerpt from clause 5.33.2.1: 
In order to establish two redundant PDU sessions and associate the duplicated traffic coming from the same application to these PDU sessions, URSP or UE local configuration is used as specified in TS 23.503 [45].

NOTE 3:
Using URSP, duplicated traffic from the application, associated to the redundant PDU Sessions, is differentiated by two distinct traffic descriptors, each in a distinct URSP rule. These traffic descriptors need to have different DNNs, IP descriptors or non-IP descriptors (e.g. MAC address, VLAN ID), so that the two redundant PDU sessions are matched to the Route Selection Descriptors of distinct URSP rules.

Same DNN “internet-dns”, can be used for protection of ICMP packets, if the application mentions ICMP Protocol ID in the Traffic Descriptor.
Excerpt from TS 23.501 relevant to the solution proposed in [3]: 

· A UE may establish multiple PDU Sessions, to the same data network or to different data networks, via 3GPP and via and Non-3GPP access networks at the same time.

· A UE may establish multiple PDU Sessions to the same Data Network and served by different UPF terminating N6.

· A UE with multiple established PDU Sessions may be served by different SMF.

· The SMF shall be registered and deregistered on a per PDU Session granularity in the UDM.

· The user plane paths of different PDU Sessions (to the same or to different DNN) belonging to the same UE may be completely disjoint between the AN and the UPF interfacing with the DN.
4
Benefits of the proposed solution 
· Leverages the existing support of UP IP at PDCP layer, whenever serving network cannot activate UP IP for the applications. 
· No impacts to the existing procedures and protocols

· Network has complete control, as network provides the URSP rules. 
· Going forward if the serving network activates the UP IP for all PDU sessions, then network shall remove the configuration for dedicated PDU for the DNS.
