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See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
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1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	x
	
	x
	

	No
	
	
	
	
	

	Don't know
	x
	
	x
	
	x


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	x
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 

	720005
	New Services and Markets Technology Enablers (SMARTER)
	Stage 1 work item

	
	New WID on LAN support in 5G (5GLAN)
	Stage 1 work item

	800007
	Service requirements for cyber-physical control applications in vertical domains (cyberCAV) 
	Stage 1 work item

	800028
	Study on 5GS Enhanced support of Vertical and LAN Services
	Antecedent Stage 2 study item

	820017
	5GS Enhanced support of Vertical and LAN Services
	Antecedent Stage 2 work item

	
	Study on security for 5GS enhanced support of Vertical and LAN Services
	Antecedent Stage 2 study item

	
	Security for 5GS enhanced support of Vertical and LAN Services
	Antecedent Stage 2 work item

	
	Study on enhancements for cyber-physical control applications in vertical domains (FS_eCAV).
	Agreed Stage 1 study item

	
	TR 22.827 Feasibility Study on Audio-Visual Service Production
	Agreed Stage 1 study item

	850012
	TS 23.700-20 Study on enhanced support of Industrial Internet of Things (IIoT) in the 5G System (5GS)
	Agreed Stage 2 study item

	
	
	


Dependency on non-3GPP (draft) specification: 
none
3
Justification

Rel-16 normative work on Verticals was based on conclusion of the FS_Vertical_LAN_SEC study described in TR 33.819. This was addressing security topics evolved from FS_VERTICAL_LAN study described in TR 23.734. The VERTICAL topics covered were NPN, 5G LAN and TSC. Open issues of NPN topics are continued in Rel-17 in a separate SID eNPN. 5G LAN has been deprioritized. 
The focus of this study is on some TSC (time sensitive communication) aspects that could not be agreed to be part of Rel-16 study conclusion in SA2 as well as an open discussion on whether security policy enforcement need to be set to required for messages if already protected at application layer. In addition, SA1 is working on Enhanced Cyber Physical Control applications and Audio-Visual Service Production that may also need attention from SA3 working group.

FS_IIoT study has been initiated in SA2 to study enhanced support of Industrial IoT in TR 23.700-20. Security aspects will be handled in SA3.
4
Objective

The integration of 5GS is specifically introduced for IEEE TSN networks, which relies on the application layer protocol and DS-TT/NW-TT to support certain functionalities. The following may need further study in SA3:

· Study the overall security aspects of FS_IIoT, in particular for enhancements to 5G System that would enable enhanced support of Time Sensitive Communication and deterministic applications;
· Study the need for a generic security enabler for native Time Sensitive communication using 5G System; 

· Study the need of TNAF to provide security requirements for 5GS;
· Study security for enhanced Cyber Physical Control applications;
· Study security for enhancements to support Industrial Ethernet integration;
· Study security for new service requirements from Audio-Visual Service Production application.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.8xx
	Study on security for enhanced support of IIoT in 5G System
	SA#89
Sep 2020
	SA#90
Dec 2020
	Nokia, Anja Jerichow


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Nokia, Anja Jerichow, anja.jerichow@nokia.com
{The first listed Rapporteur is the work item primary Rapporteur. The role of a Rapporteur is further described in www.3gpp.org/specifications-groups/delegates-corner/writing-a-new-spec. By default, the primary Rapporteur shall ensure the production of the post-completion summary. 
Secondary Rapporteur(s) are possible for specific secondary task(s), such as: "Write the post-completion summary"; "In charge of a specific aspect of the work item (specify which)"; "Rapporteur for a secondary responsible WG (specify which)"}.
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2, SA5
9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	


