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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to the threat analysis of software tampering in TR 33.818 clause 5.2.4.2.2.5.1.
2
References

[1]
3GPP TR 33.818
Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

The software of physical network products and the software of virtualized network products are slightly different in term of their concept, coverage, effective lifetime, etc., which implies that the attack surfaces on the software of the different types of products are different. Hence, the current threat analysis on the software tamper of physical network products is not fully applicable to virtualized network products.
Therefore, it is proposed to make a change to the threat analysis of software tampering in clause 5.2.4.2.2.5.1.

Then the test case on VNF package and VNF image integrity in clause 5.2.5.5.3.3.5.1 can refer to the updated threat analysis.
4
Detailed proposal

*************** Start of the 1st Change ****************

5.2.4.2.2.5.1 Software Tampering

-
Threat Name: Software Tampering

-
Threat Category: Tampering

-
Threat Description: the software package of a GVNP can be tampered/altered after being purchased by operators and prior to the onboarding into the MANO system, as well as during the onboarding into the MANO system. An attacker, for example, can inject malicious code or tamper the information inside the package. Then after the instantiation of the GVNP, the tampered code can be executed to conduct several attacks (e.g. DoS, Information Stealing, Frauds and so on).

-
Threatened Asset: all critical assets of GVNP type 1 as listed in clause 5.2.4.2.1, including hardware assets.
*************** Start of the 2nd Change ****************

5.2.5.5.3.3.5.1 VNF package and VNF image integrity
Requirement Name: VNF package and VNF image integrity
Requirement Description:

1) VNF package and image shall contain integrity validation value (e.g. MAC).
2) VNF package shall be integrity protected prior to on board. NFVO shall validate the VNF package integrity.
Threat References: clause 5.2.4.2.2.5.1, Software Tampering
Editor’s note: The related test case will be added later. 

*************** End of Change ****************

