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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to the critical assets of GVNP in TR 33.818 clause 5.2.4.2.1.
2
References

[1]
3GPP TR 33.818
Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

The coverage of GVNP software is a slightly different from the coverage of GNP software. A GVNP software package contains a VNF Descriptor (VNFD), one or more VNF images, and configuration data. It means that part of the current critical assets of GVNP for type 1 are somehow overlapping and imcomplete. 
Therefore, it is proposed to make a change to the critical assets of GVNP for type 1 in clause 5.2.4.2.1.

4
Detailed proposal

*************** Start of the Change ****************

5.2.4.2.1 Generic assets of GVNP for type 1
The critical assets of GVNP for type 1 that need to be protected are:

-
User account data and credentials (e.g. passwords, private key);

-
Log data;

-
Configuration data, e.g. GVNP's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.

-
Guest Operating System, i.e. the files that make up the guest OS and its processes (code and data);

-
GVNP Application;

-
Sufficient processing capacity: that processing powers are not consumed close to limits;

-
The interfaces of GVNP to be protected and which are within SECAM scope: for example:
-
OAM interface, for remote access: interface between GVNP and OAM system

-
Interface between virtualized network function (VNF) and VNFM

-    Interface between VNF and virtualisation layer, for providing the execution environment to run VNF

-
GVNP Software package (binary code or executable code) which includes 

-
VNFD;

-
VNF image;
-
Configuration data
*************** End of Change ****************

