3GPP TSG|WG-3 Meeting #99e 	S3-201202
e-meeting, 11 - 15 May 2020	 

Source:	Huawei, Hisilicon
Title:	Study on Unified Group Key Management
Document for:	Approval
Agenda Item:	5.16
3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title:	Study on Unified Group Key Management
Acronym:  FS_GKM
Unique identifier: 	
 
1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	X (application server)

	No
	
	
	
	
	

	Don't know
	X
	
	X
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
For many 3GPP features, e.g. LCS, 5G LAN, V2X, ProSe, MBMS, etc., group communication among group members is a very general scenario. Group members may broadcast or receive the group communication content from the same group. In order to protect the content, group key is generally used. 
However, it is complicated for group key management, which consists of key generation, key storage, key distribution, key update and key revocation. Since the group key is shared among all group members, the group key management may suffer higher risk. 
[bookmark: OLE_LINK15]From key generation and key storage aspect, for different features, e.g. LCS, ProSe, MBMS, the group key is generated and stored in different network entities which may be located in different security domain. In addition, the group key is shared among all group members, so, the group key is more likely to be leaked.
From key distribution aspect, the procedure is different among different features, which may involve additional security issue, e.g. for LCS, the group key is sent in NAS message but if NAS ciphering is not activated, it may cause group key leakage issue.
For key update, group key update is more complex, because the network needs to update group key for large amount of group members at the same time, which will involve big signalling overhead. In addition, the network shall hold old and new group key in case that some of the group members do not update to a new key.
Key revocation shall be considered in case that group members leave. However, none of the existing features considers this, which creates additional security risk that a leaving group member can still read group communication content.
If SA3 introduces a unified group key management mechanism, the group key management function can be located in a secure domain, and there will be a general procedure for key distribution, key update and key revocation, Existing features listed above and new features which use group communication (e.g. upcoming 5G ProSe, 5G MBS) may use this mechanism for group key management, which may address the above security risk.
3GPP has developed schemes (like GBA, BEST, AKMA) that enable a unified single key management of application keys based on 3GPP credential. Therefore, it is proposed to start a study item fulfilling the need of group key management.
4	Objective
The objectives of the study are to identify and evaluate the requirements and solutions to support unified group key management.
The detailed objectives are as follows:
· Investigate the requirements and necessity to provide unified group key management function allowing group members to get a group key used for group communication protection. 
· Propose the solutions suitable for group key management: 
· Security architecture
· Key management procedures, including key generation, key storage, key distribution, key update and key revocation procedure.
 
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	New TR
33.xxx
	Internal TR
	He Li, Huawei Technologies,  lihe2@huawei.com
	TSG#89 (SEP 2020)
	TSG#90(DEC
2020)
	


Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.
Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	



6	Work item Rapporteur(s)
He Li, Huawei Technologies,  lihe2@huawei.com
7	Work item leadership
[bookmark: _GoBack]SA3

8	Aspects that involve other WGs
SA2 needs to evaluate possible new interface(s)/NF(s).
RAN2 may evaluate possible new procedure.
9	Supporting Individual Members

	Supporting IM name

	Huawei

	Hisilicon

	

	

	

	

	

	

	

	

	

	

	




