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1
Decision/action requested

It is requested to approve the terminology corrections in favour of consistent use of the terms AKMA Application Key and AKMA Anchor Key
2
References

N/A
3
Rationale

The use of the terms and abbrevations KAF, AKMA Application Key, etc. is not consistent throughout the document. Often other terms meaning the same key are used.
The use of the terms and abbrevations KAKMA, AKMA Anchor Key, etc. is not consistent throughout the document. Sometimes other terms meaning the same key are used.
4
Detailed proposal

START OF CHANGE 1
4.2
Network elements
4.2.1
AAnF
AAnF enables the AKMA Anchor Key (KAKMA) derivation for AKMA service. Before invoking AKMA service, UE shall have successfully registered to the 5G core, which results in KAUSF being stored at the AUSF and the UE after a successful 5G primary authentication. 
4.2.2
AF

AF is defined in TS 23.501 [3] with additional functions:

- AF with the AKMA service enabling requests for KAF from the AAnF using A-KID.
- AF shall be authenticated and authorized by the operator network before providing the AKMA Application Key to the AF. 
4.2.3
NEF

NEF is defined in TS 23.501[3] with additional functions:

- NEF finds the AAnF.
4.2.4
AUSF

AUSF is defined in TS 23.501[3] with additional functions:

· AUSF Provides the AKMA Anchor Key (KAKMA) to the AAnF. 
END OF CHANGE 1
START OF CHANGE 2

4.4
Security requirements and principles for AKMA

The following security requirements are applicable to AKMA:
-    AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-    AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA’ shall be supported) for the sake of implicit authentication for AKMA services.
 -    AAnF’s SBI interface to AUSF shall be confidentiality, integrity and replay protected.
-     The interface between AAnF and AF shall be confidentiality, integrity and replay protected.
-    The AKMA Application Key (KAF) shall be provided with a maximum lifetime. When the AKMA Application Key lifetime is expired, it shall be renegotiated.
Editor’s Note: Further security requirements regarding roaming and other aspects will be added. 
4.4.1
Requirements on Ua* Reference point

The Ua* reference point is application specific. The generic requirements for Ua* are:

· Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 

· the UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key;

NOTE: The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
Editor’s Note: Further requirements (including the need to specify Ua* protocol identifier) are FFS.
END OF CHANGE 2

START OF CHANGE 3

5.2
AKMA key lifetimes

The KAKMA and A-KID are valid until the next primary authentication is performed (implicit lifetime), in which case the KAKMA and A-KID might be replaced after a successful new authentication or removed after an unsuccessful one. 
AKMA Application Keys KAF shall use explicit lifetimes based on the operator’s policy. The lifetime of KAF shall be sent by the AAnF as described in clause 6.2. In case that a new AKMA Anchor Key KAKMA is established, the AKMA Application Key KAF can continue to be used until its lifetime expires. When the KAF lifetime expires, a new AKMA Application Key is established based on the current AKMA Anchor Key KAKMA.

END OF CHANGE 3

START OF CHANGE 4

6.2
Deriving AKMA Application Key for a specific AF
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Figure 6.2-1 KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  
1.
When the UE initiates communication with the AKMA AF, it shall include the derived A-KID in the Application Session Establishment request message (cf. clause 6.1). 

2.
If the AF does not have an active context associated with the A-KID, then the AF sends a Naanf_key_create request to AAnF with the A-KID to request the AKMA Application Key for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF
If the AAnF is in possession of the AKMA Application Key (KAF), it responds to the AF with the KAF. If not, the AAnF shall check if it has the UE specific KAKMA identified by the A-KID. The Step 3 to step 5 are skipped.

If KAKMA is available in AAnF, it shall derive the AKMA Application Key (KAF) from KAKMA and respond to the AF with KAF and lifetime. The Step 3 and step 4 are skipped.

If KAKMA is not available, the procedure continued.

3.
The AAnF shall send a Nausf_AKMAkey_Create request to the AUSF to obtain the KAKMA specific to the UE. It includes the A-KID in the request. 

4.
The AUSF shall respond Nausf_AKMAkey_Create with the KAKMA identified by the A-KID. 

5.
The AAnF derives the AKMA Application Key (KAF) from KAKMA. 

6.
The AAnF sends Naanf_key_Create response to the AF with KAF and lifetime.

7.
The AF response the Application Session Establishment request to the UE.

Editor’s Note: Derivation of the AF specific KAF is FFS.
END OF CHANGE 4

START OF CHANGE 5

6.3
AKMA Application Key request via NEF

Figure 6.3.1 shows the procedure used by the AF to request AKMA Application Key from 5GC via NEF, when the AF is located outside the operator’s network. 
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Figure 6.3.1: AKMA Application Key request via NEF
1.
When the AF is about to requestAKMA Application Key for the UE from the 5GC, e.g. when UE initiates application session establishment request as in clause 6.2, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the 5GC via NEF service API.
Editor’s Note: Format of A-KID and its association with a UE identifier is FFS.
NOTE 1:
In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.
If the AF is authorised by the NEF to request AKMA Application Key, the NEF discovers and selects an AAnF instance based on local configuration or via NRF in the same way as the AF selects the AAnF in clause 6.2. 

3.
The NEF forwards the AKMA Application Key request to the selected AAnF.

4.
The AAnF generates the AKMA Application Key as in clause 6.2 and sends the response to the NEF with the KAF, the KAF expiration time (KAF_exptime) and potentially other parameters.
5.
The NEF forwards the response to the AF.
Editor’s Note: Whether other parameters are to be returned to the AF via NEF is FFS.

END OF CHANGE 5

START OF CHANGE 6

7
Security related services

7.1
Services Provided by AAnF

Editor’s Note: Further inputs and outputs as well SBI names are FFS.
7.1.1
General

The AAnF provides AKMA Application Key derivation service to the requester NF by Naanf_Key_Create.

7.1.2
Naanf_KeyCreate Service
Service operation name: Naanf_Key_Create.

Description:  The NF consumer requests the AAnf to provide AF related key material.

Input, Required: A-KID, AF ID 

Input, Optional: None. 

Output, Required: KAF, lifetime.
Output, Optional: None.

7.2
Services Provided by AUSF
7.2.1
General

The AUSF provides AKMA key provision service to the requester NF by Nausf_AKMAkey_Get.

7.1.2
Nausf_AKMAKey_Get Service
Service operation name: Nausf_AKMAkey_Get.

Description:  The NF consumer requests the AUSF to get the KAKMA of  A-KID.

Input, Required: A-KID. 

Input, Optional: None. 

Output, Required: KAKMA.
Output, Optional: None.
7.3
Services Provided by NEF

7.3.1
General

The NEF exposes AKMA Application Key derivation service to the requester NF by Nnef_AKMA_AFKey.

7.3.2
Nnef_AKMA_AFKeyCreate Service
Service operation name: Nnef_AKMA_AFKey.

Description:  The NF consumer requests the AAnF to provide AF related key material.

Input, Required: A-KID, AF ID 

Input, Optional: None. 

Output, Required: KAF, lifetime.
Output, Optional: None.

Editor’s Note: Further inputs and outputs as well SBI names are FFS.
END OF CHANGE 6
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