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1	Decision/action requested
This contribution proposes text for groupcast mode based on solution#20 and the corresponding security requirement. 
2	References
[1]	3GPP TR 33.836: “Study on Security Aspects of 3GPP support for Advanced V2X Services”, V0.5.0
[2]	3GPP TS 33.536: “Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services”
3	Rationale
Based on the 3GPP TS 23.287, when the group identifier information is provided by the V2X application layer, the V2X UE shall convert the provided group identifier into a destination Layer-2 ID. This document provides the details for that conversion. 
4	Detailed proposal
[bookmark: _GoBack]It is proposed that SA3 agree the below content for inclusion in the TS [2]. 
********** START OF CHANGE **********
5.4	Security for groupcast mode
[bookmark: _Toc25367597][bookmark: _Toc25368075][bookmark: _Toc26161381]5.4.1		General
Editor's Note: This clause outlines the general aspect of groupcast security procedures. 
[bookmark: _Toc26161382]5.4.2		Requirements 
[bookmark: _Toc25367598][bookmark: _Toc25368076][bookmark: _Toc26161383]5.4.2.1		Security requirements
There are no security requirements for the PC5 bearer for groupcast mode. 
[bookmark: _Toc25367599][bookmark: _Toc25368077][bookmark: _Toc26161384]5.4.2.2		Privacy requirements
The 5G System shall protect against linkability attacks on Layer-2 ID and IP address during V2X groupcast communications.
[bookmark: _Toc26161385][bookmark: _Toc25368078][bookmark: _Toc25367600]The 5G System shall protect against trackability attacks on Layer-2 ID and IP address during V2X groupcast communications.
5.4.3	Procedures
[bookmark: _Toc26161386][bookmark: _Toc25368079][bookmark: _Toc25367601]5.4.3.1	Security procedures
There are no security procedures defined for the PC5 bearer for groupcast mode. 
[bookmark: _Toc26161387][bookmark: _Toc25368080][bookmark: _Toc25367602]5.4.3.2	Privacy procedures
The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 
The UE shall change and randomize its source Layer-2 ID and source IP address (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.
The UE shall convert the group identifier provided by the application layer to the destination Layer-2 ID using a hash function and a random number. 
[bookmark: definitions]Editor’s note: Privacy of destination ID of groupcast is FFS.                                                                  
********** END OF CHANGE **********

