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1	Introduction
This document is for collecting companies' positions on the AKMA open issues. The goal is to establish few working assumptions that can help us narrow down the scope of the input contributions and the discussions during the upcoming SA3#99-e meeting. 
2	Process
Delegates are invited to indicate their respective companies’ positions. 
For AKMA, there are two steps.
· The 1st step is based on SA3 leadership request, which has summarize working assumptions on following Q#1.1, Q#1.2, Q#2.1, Q#2.2. 
· In order to move forward, rapporteur triggers another round of email discussion, and summarize work assumption on following Q#3, Q#4, Q#5, Q#6. 
3		Background

3.1	Fundamental open issues/assumptions

Before moving to detailed solution options, there are several fundamental issues need to be decided as working assumptions first. 
1. Open issue #1: How wide is AKMA – The status of “support for AKMA” needs to be decided:
There were several proposals mentioning about “AKMA indicator” or “AKMA subscription data” per UE, which requires network functions (i.e. UDM) to store such kind of information (whether the specific UE supports or uses AKMA) with respect to a specific UE. During the discussions in previous meetings, a question of whether AKMA is a HPLMN wide service or not has been raised, which means if AKMA is a HPLMN wide service, there is no need to differentiate UEs with supporting/using AKMA or not, namely AKMA subscription data/indicator per UE is not needed. 

Question #1.1: Is there a need for adding AKMA subscription data parameter of “whether AKMA is allowed” per subscriber? (Yes or No)
Question#1.2: Is there a need mandating support in the UE of AKMA feature? (Yes or No)

2. Open issue #2: Whether AAnF is stateful or stateless:
During the primary authentication, AUSF is going to store the KAUSF, that means AUSF is stateful: the AUSF needs to store the KAUSF together with some information identifying the UE. Besides, it’s a common understanding in SA3 now that there are multiple AUSF instances and there is a need of AUSF instance selection during the procedure of AKMA, in order to locate the specific AUSF instance that most recently authenticated the UE and stored the KAUSF locally. 
However, whether AAnF is the same case as AUSF has not been decided. Are there multiple instances of AAnF? How stateful/stateless are these instances? If they are stateful and if there are more than one, then a way of selecting the proper AAnF instance is needed.

Question #2.1: Do we need to introduce selection mechanism for selecting AAnF?
Question #2.2: Does AAnF (set) need to keep AKMA key material? (Yes or No)

3. Open issue #3: KAF refresh mechanism:

Discussions on whether there is a need of KAF refresh and how KAF refresh is guaranteed by AKMA was raised. Several companies believe including a freshness parameter as an input when doing KAF derivation helps to ensure KAF freshness. By that means, AKMA supports KAF refresh natively and allows KAF refresh procedures. However, there was also another thinking on reusing Ua protocol in GBA as much as possible in AKMA, which means KAF refreshment can be left to Ua* protocols themselves (as many security protocols do support refreshing keys natively). In that case, there is no need to include freshness parameter in KAF derivation or specify KAF refresh procedures.

Question #3: Does AKMA need to have Ua* independent KAF key refresh mechanism?

3.1	Open issues on Solution options
4. Open issue #4: KAKMA materials generation time

Before UE contacting AF for subsequent AKMA procedures, UE and the AUSF need to generate a couple of AKMA elements, in particular the KAKMA and the key identifier (A-KID). At UE side, KAKMA the A-KID are generated before UE initiating communication with an AKMA AF, which has been agreed already. However, at the network side, whether or not these materials are generated each time immediately after primary authentication or only generated on demand when AAnF requests these materials. 
This open issue relies on the decision of fundamental issue #1. 	Comment by Author: The purpose of having AKMA information in the UE subscription is not yet decided. The AKMA indicator mentioned below is used for optimization purposes, i.e. to limit the pre-generation of A-KID and KAKMA and not to decide whether the KAKMA shall be pre-generated or generated on-demand. 

Available solutions/proposals
Solution/Proposal #1: Both KAKMA and A-KID are generated right after primary authentication
A-KID and KAKMA are generated together right after primary authentication if indicated by an AKMA indicator. However, whether such indicator exists is open depending on the conclusion from Open issue #1. (S3-200716)
Solution/ Proposal #2: A-KID is generated right after primary authentication, KAKMA is generated on demand
KID is generated each time right after primary authentication, KAKMA is generated on demand when AAnF requests. (S3-200770)
Other proposals if any

5. Open issue #5: AUSF stores A-KID to UDM or AAnF
This issue is about after AUSF generates A-KID, whether it stores A-KID to UDM or AAnF for the sake of AUSF selection.
Available solutions/proposals
Solution/Proposal #1: AUSF stores A-KID to UDM
Please refer to S3-200770 and S3-200717
Solution/Proposal #2: AUSF stores A-KID to AAnF
Please refer to S3-200674 and S3-200740(option C)

6. Open issue #6: How to generate A-KID?
This issue is about A-KID generation. Which material should be considered for deriving A-KID.
Available solutions/proposals
Proposal #1: Using RAND

Proposal #2: Derived from Kausf


4		Status
 (This table is for collecting companies' positions with respect to available solutions)
	Available solutions/proposals
	Question #1.1: Is there a need for adding AKMA subscription data parameter of “whether AKMA is allowed” per subscriber?  (Yes or no)?


	Answer is “Yes”

	Ericsson, KPN, HW, ZTE, Apple, Samsung, Nokia, CATT
Remarks:
Nokia: In our view, AKMA is a HPLMN service that is available only to UEs that subscribe to it. This is also in-line with our other view that K-AKMA is pre-computed after primary authentication in UEs that have subscribed and authorized to use AKMA service.

	Answer is “No”
	CMCC, Qualcomm 



	Available solutions/proposals
	Question#1.2: Is there a need mandating support in the UE of AKMA feature? (Yes or No)?


	Answer is “Yes”

	HW

	Answer is “No”
	KPN, Apple, ZTE, Qualcomm, Samsung, CATT, CMCC



	Available solutions/proposals
	Question#2.1: Do we need to introduce selection mechanism for selecting AAnF?


	Answer is “Yes”

	CMCC 

	Answer is “No”
	KPN, Ericsson, HW, Qualcomm, Nokia, Samsung, CATT



	Available solutions/proposals
	Question #2.2:  Does AAnF (set) need to keep AKMA key material (Yes or no)?


	Answer is “Yes”

	ZTE, KPN, Ericsson, Samsung, Qualcomm (if AAnF is stateful), CATT
Remarks:
Ericsson: SA2 defines architecture support to enable Network Function to be deployed such that several network function instances are present within a NF set provide distributed, redundant, stateless and scalability together as a set of NF instances (TS 23.501, clause 4.1, 5.21.0) in which all the instances share a common context (TS 23.501, clause 5.21.3.2) . Thereby, Ericsson prefers to keep the deployment model simple and recommend one AAnF NF set per PLMN and all AAnF instances in this NF set to be stateless. In the case that SA3 decides to have multiple AAnF sets, the criteria (e.g. regionalization?) of having multiple AAnF sets need to be clearly outlined as requirements. 
Nokia: We prefer AAnF to be stateless.
Qualcomm: we are fine with storing them either at the UDM (if AAnF is stateless) or at the AAnF (if AAnF is stateful).

	Answer is “No”
	

	Other Answer:
	HW: conditionally, can keep it when AAnF get the data.



	Available solutions/proposals
	Question #3:  Does AKMA need to have Ua* independent KAF key refresh mechanism?

	Answer is “Yes”

	ZTE(conditional), Apple, HW, CMCC(conditional), KPN(conditional) , CATT

	Answer is “No”
	Samsung, Ericsson, Qualcomm, Nokia



	Available solutions/proposals
	Open issue #4: KAKMA materials generation time


	Support for solution/proposal #1

	Ericsson, Nokia, Qualcomm(if AAnF is stateful)
Remarks:
Ericsson: We favour AUSF to generate both A-KID and KAKMA after primary authentication. This preference is based on Ericsson answer to Open Issue#5.
Nokia: We prefer network to generate K-AKMA key and key identifier immediately after primary authentication.
Qualcomm: A-TID needs to be generated after successful primary auth. We are neutral on when to generate Kakma..
HW: prefers to generate the A-TID and KAKMA at the same time.
If the A-TID stores at the UDM, Huawei prefers to generate them after the AUSF verifies the UE, and before sending the authentication result confirm message.
If the A-TID stores at the AAnF (when AAnF is a stateful), then they can be generated after the AUSF sending the authentication result confirm message.

	Support for solution/proposal #2

	



	Available solutions/proposals
	Open issue #5: AUSF stores A-KID to UDM or AAnF


	Support for solution/proposal #1

	Qualcomm(Neutral), Nokia, Huawei, CMCC
Remarks:
Qualcomm: we think this is needed to locate UE context in the UDM irrespective of proposal #2. Neutral (as long as A-TID/A-KID is used to locate the context in UDM/AAnF
Nokia: We prefer AAnF to be stateless and thus require AUSF to store the generated key in the UDM.
Huawei: in the UDM

	Support for solution/proposal #2

	Ericsson, Qualcomm(Neutral)
Remarks:
Ericsson:We favour Solution/Option #2 i.e. the AUSF to generate both A-KID and KAKMA and AUSF to send this AKMA material to the AAnF after primary authentication (see also Ericsson answer to Open Issue#4). Considering that there is one logical AAnF at the PLMN (see Ericsson answer to Open Issue#2), storing the A-KID and the AKMA Key in the AAnF itself after each primary authentication avoids the need to store AKMA material and maintain any state related to AKMA at the AUSF and UDM. 
The Solution/Option #2 adheres to the separation of concerns between primary authentication and AKMA procedures as the AUSF does not store/manage any AKMA key material (A-KID, KAKMA) or any AKMA session information. The AKMA key material and AKMA session information is managed by the AKMA Anchor function (AAnF). The impact to the AUSF is minimal for a PLMN supporting AKMA.  
One particular issue of storing A-KID in UDM is about the regionalization support of UDM; 5GC supports UDM regionalization based on SUPI/GPSI ranges, or Routing Indicator; For the former case, A-KID cannot help the AAnF to locate the proper UDM instances in subsequent AKMA procedures; For the latter, it requires non-default value of Routing Indicator to be used, which is however optional in 5GC by definition. Mandating a non-default value of the Routing Indicator for the AKMA feature in this case will bring unnecessary constraint to AKMA adoption in the industry.
Qualcomm: ok with this option if AAnF is to be stateful and this is in addition to A-KID storage in the UDM (we think the latter is needed to select the right AAnF instance storing the AKMA data for a given UE, e.g., AAnF instance ID for the UE is stored in the UDM).
Huawei: thinks the logical of AAnF is somehow similar to the AUSF. In our view, AUSF instances use a shared database as well, but companies still think the AUSF selection is needed. So if the AAnF uses a shared database, we need to define a procedure to select the right AAnF as well. One simple reason is that we cannot guarantee that different AAnF instances will use different databases in the future or CT group goes into AAnF instance level in stage 3 work.

	Other proposals if any
	Samsung: AUSF shall store the A-KID in the AUSF itself, to identify the UE’s context when requested by the AAnF



	Available solutions/proposals
	Question #6:  How to generate A-KID?

	Proposal #1: Using RAND

	HW, Samsung(RAND when using AKA or session ID when using TLS)

	Proposal #2: Derived from Kausf
	Qualcomm(proposal #2 is the conclusion of TR), Nokia




5		Summary
 (Up to the rapporteur to summarize the email discussion and the different views)
5.1 Summary on open issue#1.1
There are 8 companies support there is a need for adding AKMA subscription data parameter of “whether AKMA is allowed” per subscriber, 2 companies are against it.
Rapporteur’s Proposal 1: To move forward, it’s proposed to adopt the opinion from the majority, which is there is a need for adding AKMA subscription data parameter of “whether AKMA is allowed” per subscriber.

5.2 Summary on open issue#1.2
There are 7 companies support there is no need mandating support in the UE of AKMA feature, 1 company is against it.
Rapporteur’s Proposal 2: It’s proposed there is no need mandating support in the UE of AKMA feature.

5.3 Summary on open issue#2.1
There are 7 companies support there is no need to introduce selection mechanism for selecting AAnF, 1 company is against it.
Rapporteur’s Proposal 3: It’s proposed there is no need to introduce selection mechanism for selecting AAnF.

5.4 Summary on open issue#2.2
There are 5 companies believe AAnF (set) need to keep AKMA key material, 1 company accepts it only if AAnF is stateful, 1 company thinks AAnF is stateless . However, it seems there are different understandings about “stateful” and “stateless” here.
Rapporteur’s Proposal 4: It’s proposed AAnF (set) need to keep AKMA key material (with further clarification of whether AAnF is stateful or stateless).

5.5 Summary on open issue#3
At first step, there are 6 companies believe there is a need to have Ua* independent KAF key refresh mechanism, and another 4 companies have opposite opinion. During the discussion in the previous meeting, it seems companies holding the opposite opinion are willing to know in which scenarios or in what conditions does AKMA need to support Ua* independent KAF refresh mechanism instead of relying on Ua*. However, there are no clear answers from the supporters (of having Ua* independent KAF refresh mechanism) to the above yet. 
At second step, there are 3 companies support the Ua* independent KAF key refresh mechanism, while the same 4 companies insist on opposite opinion.
Rapporteur’s Proposal 5: To move forward, It’s proposed not to have Ua* independent KAF key refresh mechanism.

5.5 Summary on open issue#4
It seems generating both A-KID and KAKMA after primary authentication is more acceptable to companies.
Rapporteur’s Proposal 6: At the network side, both A-KID and KAKMA are generated right after primary authentication.

5.6 Summary on open issue#5
There are 3 companies support storing A-KID in UDM, 1 company support storing A-KID in AAnF, and 1 company has neutral on this issue. What is more, 1 company raises another option that storing in UDM.
Rapporteur’s Proposal 7: To move forward, It’s proposed to store A-KID in UDM, as there is rough consensus.

5.7 Summary on open issue#6
There are 2 companies support using RAND to derive A-KID. However, there are 2 companies support to derive A-KID from Kausf and emphasize it is the conclusion in TR33.835.
Rapporteur’s Proposal 8: To move forward, It’s proposed to derived such key material from K_AUSF, as there is conclusion in TR. It is not reasonable to re-open a closed topic.


6		Conclusion
 (Up to the rapporteur to provide working assumptions for example based on solutions/proposal supported by a majority of companies)
1. Working Assumption 1: There is a need for adding AKMA subscription data parameter of “whether AKMA is allowed” per subscriber. 

2. Working Assumption 2: It is not needed to mandate support in the UE of AKMA feature.

3. Working Assumption 3: There is no need to introduce selection mechanism for selecting AAnF. And 

4. Working Assumption 4: AAnF (set) need to keep AKMA key material(with further clarification of whether AAnF is stateful or stateless)

5. Working Assumption 5: It’s not to make Ua* independent KAF key refresh mechanism.

6. Working Assumption 6: At the network side, both A-KID and KAKMA are generated at the same time right after primary authentication.

7. Working Assumption 7: AUSF stores A-KID to UDM.

8. Working Assumption 8: A-KID needs to be derived from K_AUSF,.


