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1
Decision/action requested

This proposal is to remove some obsolete ENs. SA3 is kindly requested to approve this document.
2
References

[1]
3GPP TS 33.535, Authentication and Key Management for Applications, v0.4.0
3
Rationale
This document proposes to remove the following Editor’s Notes.

1. Clause 4.3.1

Editor’s Note: It is expected that the existing GBA based Ua protocols are reused with necessary adaptations as the Ua* for AKMA. The changes required for Ua* are FFS.   

Requirements for Ua* has been specified in a separate clause (4.4.1) in TS 33.535 v0.4.0, thus this Editor’s Note could be removed accordingly.

2.  Clause 6.2

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  
It’s proposed that the negotiation of the use of AKMA between the UE application and the AKMA AF can be left for the application layer communication, thus it’s out of scope of this spec and the EN could be removed.
3.  Clause 6.2

Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF
Clause 6.2 specifies the case when AF is located inside the operator network, thus the authorization of AF is addressed by SBI authorization mechanism. AAnF is able to know whether to provide the service to a specific AF through the NF service registration procedure.
4
Detailed proposal
*** START of 1st CHANGE ***
4.3
Interface description
The following interfaces are involved in AKMA network architecture: 

· Nnef: Service-based interface exhibited by NEF.
· Nausf: Service-based interface exhibited by AUSF.
· Nudm: Service-based interface exhibited by UDM.
· Naanf: Service-based interface exhibited by AAnF.
· Naf: Service-based interface exhibited by AF.
The AAnF interacts with the AUSF and the AF using Service-Based Interfaces. When the AF is located in the operator’s network, the AAnF shall use Service-Based Interface to communicate with the AF directly. When the AF is located outside the operator’s network, the NEF shall be used to exchange the messages between the AF and the AAnF.
4.3.1
Reference point Ua*

The reference point Ua* carries the application protocol, which is secured using the key material agreed between UE and AAnF as a result of successful AKMA procedures.


*** END of 1st CHANGE***
*** START of 2nd CHANGE***
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 


*** END of 2nd CHANGE***
*** START of 3rd CHANGE***
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  
1.
When the UE initiates communication with the AKMA AF, it shall include the derived A-KID in the Application Session Establishment request message (cf. clause 6.1). 

2.
If the AF does not have an active context associated with the A-KID, then the AF sends a Naanf_key_create request to AAnF with the A-KID to request application function-specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

*** END of 3rd CHANGE***
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