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**** START OF CHANGES ****
13.3
Authentication and static authorization

13.3.1
Authentication and authorization between network functions and the NRF
NRF and NF shall authenticate each other during discovery, registration, and access token request. 
When the NRF and NF are directly connected to each other and use direct communication to communicate with each other, one of the following methods shall be used:

-
If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.

-
If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS/IP or physical security (see clause 13.1).
When the NRF and NF communicate with each other via the SCP, authentication of the NF by the NRF is performed as follows:
-
the NF generates a digitally signed assertion of its identity (NF’s Instance ID), timestamp, public key certificate, and includes it in the service request it sends to the SCP. The digital signature is based on the private key associated with the public key in the certificate. 
-
The NRF extracts the public key from the public key certificate included in the assertion and verifies NF’s digital signature.
NOTE: When service-mesh is deployed and side-car proxy is used as the SCP, the digital signature is generated by the SCP and SCP’s certificate is forwarded to the NRF.
When NRF receives message from unauthenticated NF, NRF shall support error handling, and may send back an error message. The same procedure shall be applied vice versa.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, as described in clause 4.17.4 of TS23.502 [8].In the roaming scenario, the NRF of the NF Service Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
If the NRF finds NF service consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message.

NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF  , the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
**** END OF CHANGES ****
