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1. Overall Description:

CT1 would like to seek guidance on the following scenario.

1.
The UE normally registers to 5GS, supports S1 mode and receives the Selected EPS NAS security algorithms (both the 5GS NAS and Selected EPS NAS security algorithms are not NULL algorithms)

2.
The UE establishes a PDU session for emergency service

3.
The UE sends Service Request from idle mode and the integrity check fails

4.
The AMF sends the Security Mode Command message and sets the 5GS NAS security algorithms to NULL
CT1 would like to ask the following question: should the Selected EPS NAS security algorithms be sent to the UE in step 4? If yes, what should these algorithms be set to?

As the AMF sends the NAS SMC with NULL algorithms to the UE, there is no integrity protection for the Security Mode Command message. Therefore, the Selected EPS NAS security algorithms can be tampered with if included in the unprotected SMC. 

In conclusion, from security point of view, SA3 sees no necessity to include additional Selected EPS NAS security algorithms in the SMC initiated by the above scenario.
2. Actions:

To  CT1.

ACTION: 

SA3 kindly asks CT1 to take the above reply into consideration. 
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