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1
Decision/action requested

This contribution proposes to add security requirements for type 2 GVNP and a few editorial fixes.
2
References

3
Rationale

This contribution proposes to:
· add the skeleton for security functional and hardening requirements on the interface defined by ETSI for type 2 GVNP; 
· add the security requirement for the protection of the interface between NFVI and VIM
Also, a few editorial changes are proposed including format fixes, reference fixes, adding abbreviation, etc. 
4
Detailed proposal

SA3 is kindly requested to agree with the pCR for 33.818 below.
****************************   1st  change *********************************************

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

VNF
Virtualized Network Function
VIM
Virtualized Infrastructure Manager

NFVI
Virtualized Infrastructure Layer
***************************** End of 1st change ****************************************
*********************************  2nd  change *****************************************

5.2.5.x Security functional requirements and related test cases for GVNP of type 2
5.2.5.x.y1 Introduction
5.2.5.x.y2 Security functional requirements deriving from 3GPP specifications and related test cases
5.2.5.x.y3 Technical baseline for general security functional requirements

5.2.5.x.y3.w1 Security functional requirement related to virtualization
5.2.5.x.y3.w1.z1 Integrity protection of the interface between NFVI and VIM

Requirement Name: Integrity protection of the interface between NVFI and VIM

Requirement Description:
The communication between NFVI and VIM shall be integrity protected. 

5.2.5.x.y3.w1.z2 Confidentiality protection of the interface between NFVI and VIM

Requirement Name: Confidentiality protection of the interface between NVFI and VIM

Requirement Description:
The communication between NFVI and VIM shall be Confidentiality protected. 

5.2.5.x.y3.w1.z3 Replay protection of the interface between NFVI and VIM

Requirement Name: Reply protection of the interface between NVFI and VIM

Requirement Description:
The communication between NFVI and VIM shall be replay protected. 

Editor's Note: Test cases are to be added.
5.2.5.x.y4 Operating systems and Virtualization Layer
5.2.5.x.y5 Web servers

5.2.5.x.y6 Network devices

5.2.5.z Hardening requirements and related test cases for GVNP of type 2

5.2.5.z.y1 Introduction

5.2.5.z.y2 Technical baseline for general security functional requirements

5.2.5.z.y3 Operating systems and Virtualization Layer
5.2.5.z.y4 Web servers

5.2.5.z.y5 Network devices

*********************************  End of 2nd  change *****************************************

