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1	Decision/action requested
This document proposes to update the key issue #28, #30; and its conclusion.
2	References
[1] S3‑200687 	eSBA: Discussion on the subscribe/notify issue
3	Rationale
This contribution proposed to update the following two key issues, i.e.
4.1.18	Key Issue #28: Service access authorization in the delegated "Subscribe-Notify" scenarios
4.1.20	Key Issue #30: Service access authorization for non-delegated subscribe-notify.
During the SA3 #98Bis-emeeting, it is proposed to update the key issues on the subscribe-notify issue by adding the new threats listed in the S3-200687[1], and the injection attack.
· Threat 1: Privacy information (e.g. location) may be leaked to an unauthorized NF.
· Threat 2 - a reflected denial of service attack on NF_C.
· Threat 3 – Injection attack that the attacker may inject an unauthorized notification URI into the service request message.
Accordingly, the requirement will be updated to involve that the notification URI in the subscribe service request shall be authorized.
Furthermore, the conclusions on the key issue #28 and #30 are proposed.
Solution #15 and #35 defined the solution for the Key issue #28 and #30 seperately. The notification URI is verified by the NRF and will be added into the access token.
Hence, Solution #15 and Solution #35 are recommended as basis for normative work. 
Details of "Subscribe-Notify" authorization will be handled during normative work.
4	Detailed proposal
It is proposed to approve the following changes.
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**** START OF 1 CHANGE ****
[bookmark: _Toc25573317][bookmark: _Toc22548600][bookmark: _Toc22548264][bookmark: _Toc22547932][bookmark: _Toc18323357][bookmark: _Toc18323021][bookmark: _Toc18322699][bookmark: _Toc18322400][bookmark: _Toc18322101][bookmark: _Toc12738557][bookmark: _Toc12738272][bookmark: _Toc12737988][bookmark: _Toc12737708][bookmark: _Toc12683826][bookmark: _Toc11239312]4.1.18	Key Issue #28: Service access authorization in the delegated "Subscribe-Notify" scenarios
[bookmark: _Toc25573318][bookmark: _Toc22548601][bookmark: _Toc22548265][bookmark: _Toc22547933][bookmark: _Toc18323358][bookmark: _Toc18323022][bookmark: _Toc18322700][bookmark: _Toc18322401][bookmark: _Toc18322102][bookmark: _Toc12738558][bookmark: _Toc12738273][bookmark: _Toc12737989][bookmark: _Toc12737709][bookmark: _Toc12683827]4.1.18.1	Issue description
"Subscribe-Notify" NF Service specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe the service of NF producer (e.g. NF_B) on behalf of another NF (NF_C), which means that the NF_A sending the subscribe service request is not the receiver NF_C of the corresponding notification service. The access token defined in SA3 currently can not be reused directly for this delegated “Subscribe-Notify” scenario, since the subject part of the generated token only includes the instance ID of the NF_A. 
Currently, the Notification URI of the NF_C will be added in the subscribe request message sent by the NF_A to indicate the address which can be used by the Producer (NF_B) to send the notification back. However, the authenticity of the Notification URI cannot be verified by the NF_B.
[bookmark: _Toc25573319][bookmark: _Toc22548602][bookmark: _Toc22548266][bookmark: _Toc22547934][bookmark: _Toc18323359][bookmark: _Toc18323023][bookmark: _Toc18322701][bookmark: _Toc18322402][bookmark: _Toc18322103][bookmark: _Toc12738559][bookmark: _Toc12738274][bookmark: _Toc12737990][bookmark: _Toc12737710][bookmark: _Toc12683828]4.1.18.2	Threat description
If there is no specific an authorization mechanism for the delegated "Subscribe-Notify" scenario, NF_A can invoke the subscribe service of NF_B on behalf of any NF. This may lead the unauthorized NF_C be able to use the service of NF_B. 
If the malicious NF_A adds a notification URI of an unauthorized NF_D into the subscribe request message, or an attacker injects a notification URI of an unauthorized NF_D into the subscribe request message, the notification message including the sensitive information will be leaked to the unauthorized NF, such as the location-Report in the Namf_EventExposure_Notify message.
Distributed malicious NFs may subscribe services in the NF_B on behalf of NF_C, which may result in a DDoS attack on the NF_C based on the bulk of notification messages.
[bookmark: _Toc25573320][bookmark: _Toc22548603][bookmark: _Toc22548267][bookmark: _Toc22547935][bookmark: _Toc18323360][bookmark: _Toc18323024][bookmark: _Toc18322702][bookmark: _Toc18322403][bookmark: _Toc18322104][bookmark: _Toc12738560][bookmark: _Toc12738275][bookmark: _Toc12737991][bookmark: _Toc12737711][bookmark: _Toc12683829]4.1.18.3	Potential security requirements
The 5G system shall support an authorization mechanism for the delegated "Subscribe-Notify" scenarios, in which NF_A subscribes the service of NF_B on behalf of NF_C.
The 5G system shall support an authorization mechanism for the NF_B to verify the authenticity of the notification URI sent from the NF_A in the subscribe service request message.
**** END OF 1 CHANGE ****

**** START OF 2 CHANGE ****
[bookmark: _Toc25573325]4.1.20	Key Issue #30: Service access authorization for non-delegated subscribe-notify
[bookmark: _Toc25573326]4.1.20.1	Issue description
"Subscribe-Notify" NF Service specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe to notifications of NF producer (e.g. NF_B). The subscription request includes the notification endpoint (e.g. the notification URL) of the NF Service Consumer to which the event notification from the NF Service Producer is sent to. For the scenario that NF_A subscribes the service of NF_B for itself, the access token defined in SA3 for service authorization currently can not assure whether the notification URL sent in the subscription request is authorized by the NRF or not, since the subject part of the generated token only includes the instance ID of the NF_A.
Currently, the Notification URI of the NF_A shall be added in the subscribe request message sent by the NF_A to indicate the address which can be used by the Producer (NF_B) to send the notification back. However, the authenticity of the Notification URI cannot be verified by the NF_B.
[bookmark: _Toc25573327]4.1.20.2	Threat description
If there is no specific an authorization mechanism for the "Subscribe-Notify" scenario, NF_A could invoke the subscribe service of NF_B on behalf of any NF. This may lead an unauthorized NF_C to receive the notification from NF_B, or to a reflected denial of service attack on NF_C. 
If the malicious NF_A adds a notification URI of an unauthorized NF_C into the subscribe request message, or an attacker injects a notification URI of an unauthorized NF_C into the subscribe request message, the notification message including the sensitive information will be leaked to the unauthorized NF, such as the location-Report in the Namf_EventExposure_Notify message.
Distributed malicious NFs may subscribes services in the NF_B on behalf of NF_C, which may result in a DDoS attack on the NF_C based on the bulk of notification messages.

[bookmark: _Toc25573328]4.1.20.3	Potential security requirements
The 5G system shall support an authorization mechanism for the non-delegated "Subscribe-Notify" scenarios for the scenario that NF_A subscribes the service of NF_B for itself.
The 5G system shall support an authorization mechanism for the NF_B to verify the authenticity of the notification URI sent from the NF_A in the subscribe service request message.
**** END OF 2 CHANGE ****

**** START OF 3 CHANGE ****
[bookmark: _Toc25573580]7.X	Conclusions on Key issue #28: Service access authorization in the delegated "Subscribe-Notify" scenarios
Solution #15 is recommended as basis for normative work. Details of delegated "Subscribe-Notify" authorization will be handled during normative work.
7.Y	Conclusions on Key issue #30: Service access authorization for non-delegated subscribe-notify
Solution #35 is recommended as basis for normative work. Details of non-delegated "Subscribe-Notify" authorization will be handled during normative work.
**** END OF 3 CHANGE ****

