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	Reason for change:
	Currently, clause 13.2.4.7 specified two ways to obtain the corresponding raw public key or certificate of the IPX by the SEPP, i.e. contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP.
However, the configuration is not the best choice for this if the number of the IPX and SEPP is large. Furthermore, if the raw public key or certificate is updated in the IPX, all the SEPPs shall be updated by configuration one-by-one. Hence, an efficient way for the public key retrievement would be benefit for the implementation.
Considering that IPX and SEPP shall establish the transport protect between them specified in clause 13.1.2, the raw public key or certificate of the peer IPX can be automatically obtained from obtained from the IPX which is near the receiving SEPP during the transport protection establishment procedure. The new mechanism would reduce the complexity of configuration.


	
	

	Summary of change:
	Adding the following option in clause 13.2.4.7: The raw public key or certificate of the peer IPX can also be obtained from the IPX which is near the receiving SEPP during the transport protection establishment procedure

	
	

	Consequences if not approved:
	The raw public key or certificate of the peer IPX configuration is not efficient for implementation.
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* * * First Change * * * *
[bookmark: _Toc26875943][bookmark: _Toc19634877]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in  "aad") and JWE Authentication Tag ( "tag").
The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
The receiving SEPP shall apply the decrypted JSON patch in the dataToIntProtectAndCipher to the clearTextEncapsulatedMessage. The receiving SEPP shall use the NF API data type placement mapping and the encryption policy to verify that the correct information elements have been  encrypted.
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. The raw public key or certificate of the peer IPX can also be obtained from the IPX which is near the receiving SEPP during the transport protection establishment procedure.  It shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrity block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list.
The receiving SEPP shall check whether the modifications performed by the intermediaries were permitted by the respective modification policies. If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.
 * * * End of Changes * * * *

