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1
Decision/action requested

This contribution cleans up obsolete Editor’s Notes, editorials and general clean up.
2
References

3
Rationale

This contribution cleans up obsolete Editor’s Notes, editorials and general clean up.
4
Detailed proposal

***
BEGIN CHANGES
***
5
Key issues


5.1
Key Issue #1: Efficient frequent small data transmissions 
5.1.1
Key issue details
There is a need to provide security solutions to support efficient frequent small data transmissions for low complexity, and low data-rate CIoT UEs. It is expected that the number of CIoT devices will increase exponentially leading to their massive deployment while the per device data amount whether transmitted or received will remain small.

***
NEXT CHANGE***

5.10.3 
Potential security requirements

It should be possible for RAN node to allow Connectionless service only genuine UEs who have successfully registered for CL service with the SMF.
It should be possible to for the termination points to receive the Connectionless data only from legitimately registered UEs for the Connectionless service.

It should be possible for the UE and termination points to encrypt and decrypt the Connectionless data packet with UE specific security keys.

IT should be possible for the UE and termination points to integrity the Connectionless data packet with UE specific security keys.

***
NEXT CHANGE***

5.13.3
Potential security requirements
The 5GS shall support a security mechanism for the RRC Re-establishment procedure for the control plane for NB-IoT.


***
NEXT CHANGE***

5.15.1
Key issue details
GSMA sent an LS to SA3 and RAN2 in [17] describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was possible as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in the [17].

“This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service, e.g., downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low-cost equipment.”

The researchers describe related vulnerabilities in 3GPP specifications for the capability transfer procedures in [18]. The Device identification is based on the differential analysis of the capabilities that are obtained from a UE. With the reference model, baseband vendors, OS developers or device manufacturers are all possibly detected. The attackers may determine potential vulnerabilities applicable to the identified device, which has potential security threats. 
“The secondary goal of this attack is to determine potential vulnerabilities applicable to the identified device. Precisely, MNmap can be supplemented with vulnerability information from the external sources such as vulnerability databases from baseband vendors (Huawei [25], Qualcomm [29]), OS developers (Google [19], Apple [16]) and device manufacturers (Samsung [33]) and perform targeted attacks. Further, these device fingerprints can be combined with the permanent identifier IMSI to track subscribers. While 5G prohibited the plaintext transmission of IMSI in any situation [12, 14], fingerprinting of a device and user is still possible when the device-type information is unique among the nearby devices.”
To address the issue, SA3 specified security protection of the RRC UE capability transfer procedure in 33.501 [8]. The fundamental requirement of the protection is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables network to verify the UE radio capabilities provided by the UE.
***
NEXT CHANGE***

6
Solutions


6.1
Solution #1: Security Solution for small data transmission via NAS signaling
***
NEXT CHANGE***

6.3.3
Evaluation

The proposed solution fulfils the potential security requirements of KI#2 and KI#3. The outstanding issue is how the feature support is negotiated between the UE and the target AMF at AMF re-allocation. MO SMS included in NAS message was introduced already in 5G system in Rel-15 in TS 23.501 [10] and TS 23.502 [15] as an optional feature in UE and AMF. In Rel-15, the UE and AMF negotiates the support of MO SMS by the UE including "SMS over NAS supported" in Registration Request to the AMF and an AMF supporting this feature is responding back to the UE by including "SMS over NAS allowed" in Registration Accept. The UE stores this information in its UE context. 

In Rel-15, the UE is not allowed to include MO SMS into Registration Request message. When the UE wants to send MO SMS then the UE is already registered in the AMF and the negotiation has already taken place between the UE and AMF before the UE includes the MO SMS into a NAS message. Unless the support of "SMS over NAS allowed" and "MO SMS included into Registration Request" are broadcasted in system information in Rel-16, the UE has no knowledge of whether the target AMF Rel-16 supports MO SMS included into Registration Request beforehand at AMF change. 
***
NEXT CHANGE***

6.4.2
Solution details

6.4.2.1
UL data transmission from CM-IDLE (SUSPEND) with Early Data Transmission to old eNB

The following figure shows a single MO small data delivered from the UE using Early Data Transmission. 
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Figure 6.4.2.2-1: Single MO data Transmission using and Early Data Transmission (EDT) with UL UP IP
***
NEXT CHANGE***

6.4.2.2
UL UP EDT from RRC SUSPEND to new eNB

Since the new eNB does not have the UE context, the new eNB sends a RETRIEVE UE CONTEXT REQUEST message to the old eNB. The new eNB include the UE I-RNTI, the ShortResumeMAC-I, and the UL UP data for the old eNB to calculate the HASHUE-PDU(s) as done by the UE and validate the ShortResumeMAC-I using the old Krrcint. If successful, the old eNB sends a RETRIEVE UE CONTEXT RESPONSE message with the UE context included and the new KeNB* or NH.

After the new eNB receives the RETRIEVE UE CONTEXT RESPONSE message, it decrypts the UL UP data and forward it to the UPF. In addition, the new eNB derive the new Krrcint and Krrcenc to protect the RRCConnectionRelease message which include an indication of suspend.
***
NEXT CHANGE***

6.7.3
Evaluation 

 This solution address key issue #5 and has the following benefits:

-
Enable gNB to identify UEs which cause DoS attack using RRC resume/RRC re-establishment, RRC messages sent on SRB1, and NAS messages carried over SRB2.
-
Set two thresholds (per-gNB threshold and per-UE threshold) to avoid the gNB to track all UE at the beginning, this mechanism can enable gNB save processing resource as much as possible during detecting DoS attack.

-
Reject specific UE (IoT device) which launches attack without affecting normal service of other IoT devices.

-
gNB informs 5GC to enable 5GC take further preventive actions against the specific UE directly even in the case the UE move to other gNB.


***
NEXT CHANGE***

6.12.2.1
Architecture
The proposed solution focuses on discarding the DDoS packet in UE side based on the instruction form network side. The network side of the solution assumes that the detection capability, security decision making capability and their logic are already in place and exist. The detection function (DF) collects the UE and network activities to detect abnormal UEs and their behaviour (e.g. potentially substantial increase of traffic compared to known trends or usage of the IoT device). For example, the DF can be NWDAF as defined in TS 23.501 [10]. The conclusion for normative work based on Solution 8 in TR 23.791 [11] is proposed to use NWDAF to identify the misused or hijacked mIoT terminals. Based on the received report from DF, security function (SF) (can be co-located with DF or PCF) makes decisions to mitigate against the attack by instructing the PCF to create packet filter and deliver it to UE. If UE’s packet matches rules defined in the filter, the packet is regarded as malicious packet and discarded at the UE side.
***
NEXT CHANGE***

6.12.2.2
Procedure

The UE’s dynamic packet filtering delivery method to mitigate DDoS attack is depicted in figure 6.12.2.1-1.
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Figure 6.12.2.1-1: UE’s packet filtering method to mitigate DDoS attack
1. The SF request the detection report to DF;

2. DF reply the detection report to SF;  

3. Based on the report, the SF make decisions and create instructions;
4. SF send the instructions to PCF. The instructions contain the UE_ID, exception ID, exception level, exception trend as described in TS 23.288 [12], which indicates analysis result based on detection. For example, SF instructs to block the data transmissions between UE and target IP if the DoS attack is detected. Based on the detection result, which may indicate the attack is gone after a period of time, the SF send new instructions to PCF to allow the data transmissions;
5. The PCF create packet filters based on received instruction and/or local policy. The filters include IP address, source port, target port and so on as described in clause 5.7.6 in TS 23.501 [10]; 
      6-8. The PCF sends packet filter(s) and indicator to UE, which indicates that these packet filters are used for discarding the packets. This indicator can be a specific 5QI;

     9. UE receives and stores packet filters and indicator. If the uplink data matches with the packet filters, the UE discard the packets.
***
NEXT CHANGE***

6.12.3
Evaluation

The proposed solution fulfils the potential security requirements of key issue#4. When used, the solution makes it possible to mitigate DDoS attack originated from UE side. The solution will not disconnect the UE from the network, but only allows the UE to discard malicious packets. This solution has a flow-based granularity because only packets in flows that are causing the DDoS on the network are discarded in the UE while other packet flows are not be effected RAN and network elements will benefit since the packets that are causing DDoS are discarded in UE without having to be processed in the network. CN will significantly realize resource saving when DDoS attacks are prevented.    

Detection and creating packet filters are performed on the network side. The DF and SF can be the NWDAF as defined in TS 23.501[10]. SF sends and updates instructions to PCF based on detection results. This solution requires that the PCF to take instruction from SF into consideration when making a packet filter. This solution also requires that the UE supports discarding the packet based on the indicator and filter rules.
***
NEXT CHANGE***

6.13.2
Solution details

6.13.2.1
Support for infrequent small data transmission
For infrequent small data, only solutions for small data transport within NAS are considered. Based on operator policy the AMF may use a counter or a timer for NAS key refreshing. The AMF detects based on the CN parameters that the UE has an infrequent small data traffic pattern and initializes the counter at the initial registration. The AMF shall increment the counter for each small data NAS PDU and if the threshold is reached, the AMF shall initiate NAS key refresh procedure (TS 33.501 [8], clause 6.9.4.3). 
***
NEXT CHANGE***

6.14.3
Evaluation


TBD
***
NEXT CHANGE***

6.17
Solution #17: Solution to Mitigate DDoS Attack based on RAN caused by Massive Number of Misbehaving CIoT UEs

6.17.1
Introduction

This solution addresses the key issue #4 “Signalling overload due to Malicious Applications on the UE”. The RAN is able to protect itself against overload case caused by massive number of misbehaving CIoT UEs.
The solution assumes that the attacker controls massive infrequent CIoT UEs who send the user data in NAS signalling by having access to the application on the UE, and the UE part that is responsible for executing the radio instructions remains untouched. When the misbehaving CIoT UEs controlled by the attacker trigger a DDoS attack to the external AF, the RAN is a potential victim due to the need to pass heavy NAS traffic flow across the RAN given there are sufficiently large number of misbehaving UEs served by the same RAN. The RAN has high risk of overload due to highly faster data transmission rate than 4G.

This solution provides mechanism for RAN to reject the malicious CIoT UEs in case of overload. Detection function (DF) detects potential malicious i CIoT UEs and reports the UE list to the AMF, the AMF distributes part of the UE list to the affected RAN.

RAN will handle the list based on RAN status, when the RAN works well, it does not handle the potential malicious UEs, because DF may not detect the UEs with 100% precision. Only in case that RAN is going to be overloaded, it may handle these potential malicious UEs with high priority so that the RAN has more resource for normal UEs. When the RAN recovers, the mitigation will be stopped. It is a balance between UE and RAN usability, and it is a way to reduce impact of UE’s normal service.

6.17.2
Solution details

6.17.2.1
Architecture
The solution is used to mitigate potential DDoS attack on the RAN caused by a huge number of misbehaving CIoT UEs.
The detection function (DF) could detect misbehaving UEs and outputs their misbehaviours (e.g. DDoS attack) to AMF. The DF can be NWDAF, and could identify malicious UEs as defined in TS 23.288 [12]. Based on the received report from DF, AMF makes decisions whether to control the UEs in the RAN. For example, if there are plenty of misbehaving UEs in the same RAN who are controlled to attack an external AF, it may be also a potential DDoS attack to the RAN, the AMF may set a blacklist on the RAN to reject the malicious CIoT UEs in overload case.

6.17.2.2
Procedure

The RAN-based mechanism to mitigate DDoS attack is depicted in figure 6.17.2.2-1. 
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Figure 6.17.2.2-1: RAN-based Mechanism to Mitigate DDoS Attack

0. CIoT UE received a 5G-GUTI when the UE registered to the network. When the misbehaving UEs are attacking an AF, the UEs are in CONNECTED and continuously send the NAS messages, and RAN will maintain some UE context for i CIoT UEs.
1. The DF may detect DDoS attack, e.g. as mentioned in solution 16. 

2. DF sends the detection report to AMF, which includes misbehaving UE IDs.

3. If large number of the malicious UEs are in the same RAN) (exceed a specific threshold), the AMF shall get the RAN UE NGAP IDs from UE contexts and construct a list, then notify the list to the specific RAN node).
4.  The AMF sends the list to the RAN.

5. The RAN stores the RAN UE NGAP ID list in blacklist. There are two options to remove the UE from blacklist. Option 1: The RAN may setup a timer for the blacklist. When the timer is expired, the UEs are removed from the blacklist. However, when the RAN is continuously overloaded or new RAN UE NGAP ID is added, the timer may be reset to the start value after wrapping around to extend the validity of the blacklist for another timer cycle. Option 2: Based on the detection result, which may indicate the attack disappears after a period of time, the DF may send normal UE IDs to the AMF, and the AMF may notify the RAN to remove the normal UEs from the blacklist.
6. When the RAN experiences to be overloaded, the RAN performs the mitigation procedures as described from step 7 to step 10. However, when the RAN is still operating normally, e.g. isolated DoS attack does not impact RAN performance, previous mitigation eased overloading, etc., the mitigation procedure shall not be performed.

NOTE 1:  This mechanism is to protect the RAN from being overloaded caused by massive CIoT UEs. It is assumed that the misbehaving UEs will not move together, moved UEs will not significantly affect the other RAN. Thus, the blacklist is not needed to be shared with other RAN.

7. For infrequent CIoT UEs, the RAN may release the RRC connection identified by the stored blacklist if the UE is in CONNECTED. 
For frequent CIoT UEs, the RAN may suspend the RRC connection identified by the stored blacklist if the UE is in CONNECTED, and assign a new ResumeID for the UE.
8. The UE who is commanded to trigger a DDoS attack may re-connect to the RAN immediately. 
For  infrequent CIoT UEs, the UE sends RRC  Early Data Request with S-TMSI to the RAN.

For frequent CIoT UE, the UE sends RRC Resume Setup with ResumeID to the RAN.
9. The RAN in overload case, compares S-TMSI or ResumeID with the blacklist, if the UE indicated by S-TMSI/ResumeID is in the blacklist, the RAN shall reject the UE with a wait timer, and the wait timer may be max value as specified in TS 38.331 [13].
10. The RAN sends RRC Reject message to the UE with the wait timer, and the UE shall not connect to the RAN again during the wait timer period. The misbehaving UE will be rejected by the RAN, and the RAN will not waste resources to establish a UE context for the misbehaving UE.
6.17.3
Evaluation

The solution fulfils the potential security requirements of KI#4. The 5G network entity, RAN could be able to protect itself from signalling overload. 
When the RAN is overloaded, the RAN may control the misbehaving UEs received from DF, which means the RAN protects itself from signalling overload. The benefits and drawbacks are as follows:
Benefits: 

1. Guarantee RAN usability: RAN can protect itself without any UE change from draining resource caused by massive malicious CIoT UEs without any UE change.

2. Guarantee UE usability: DF cannot guarantee 100% precision, and the misinformation exists. In order to mitigate UE impact caused by the misinformation, the RAN will not launch the blacklist to isolate the UEs if the RAN is not overloaded. The solution will mitigate unnecessary complaint caused by misinformation.

Drawbacks:
The RAN will not control the misbehaving UEs immediately, instead, if the RAN could tolerate the attack, the mitigation will not be triggered, and the malicious data flow will congest on the NEs behind. Thus, AMF, may not be protected. 

Maintaining the blacklist introduces some overhead.
***
NEXT CHANGE***

6.19
Solution #19: Solution to Mitigate DDoS Attack on AMF caused by Massive Number of Misbehaving CIoT UEs
6.19.1
Introduction

This solution addresses the key issue #4 “Signalling overload due to Malicious Applications on the UE”. The AMF is able to protect itself against signalling overload caused by massive misbehaving CIoT UEs.
The solution assumes that the attacker controls massive CIoT UEs who send the user data in NAS signalling by having access to the application on the UE. When the misbehaving CIoT UEs controlled by the attacker trigger a DDoS attack to the external AF, the AMF are potential victims due to heavy NAS signalling to the AMF given there are sufficiently large number of misbehaving UEs served by the same AMF. The AMF has high risk of overload due to highly faster data transmission rate in NAS signalling than 4G.
This solution provides mechanism for AMF to release PDU session of the malicious CIoT UEs in overload case. Detection function (DF) detects potential malicious CIoT UEs and reports the UE list to the AMF, and the AMF stores the list.
AMF will handle the list based on AMF status, when the AMF works well, it does not handle the potential malicious UEs, because DF may not detect the UEs with 100% precision. Only in case that AMF is going to be overloaded, it may handle these potential malicious UEs with high priority so that the AMF have more resource for normal UEs. It is a balance between UE and AMF usability, and it is a way to reduce impact of UE’s normal service.
6.19.2
Solution details

6.19.2.1
Architecture
The solution is used to mitigate potential DDoS attack on the AMF caused by a huge number of misbehaving CIoT UEs. 
The detection function (DF) could detect misbehaving UEs and outputs their misbehaviours (e.g. DDoS attack) to AMF. The DF can be NWDAF, and could output malicious UEs as defined in TS 23.288 [12]. The AMF could set a blacklist, and mitigate the potential DDoS attack by releasing the PDU sessions of malicious UEs in the blacklist in overload case.

6.19.2.2
Procedure

The AMF-based mechanism to mitigate DDoS attack caused by misbehaving CIoT UEs is depicted in figure 6.19.2.2-1. 
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Figure 6.19.2.2-1: AMF-based Mechanism to Mitigate DDoS Attack caused by CIoT UEs

0. CIoT UE received a 5G-GUTI when the UE registeredto the network. 
1. – 2. The DF detects DDoS attack and outputs malicious UE IDs to the AMF. 

3. The AMF stores the UE ID list in blacklist if the UEs are CIoT UEs. The AMF may setup a timer for the blacklist. When the timer is expired, the list shall be deleted. However, when the AMF is overloaded, the timer may be reset, extending the validity of the blacklist for another timer cycle.

4. When the AMF experiences to be overloaded, the AMF performs the mitigation procedures as described from step5 to step 8. However, when the AMF is still operating normally, e.g. DoS attack does not impact AMF performance, previous mitigation eased overloading, etc., the mitigation procedure shall not be performed.

NOTE 1:  This mechanism is to protect the AMF from being overloaded caused by massive CIoT UEs. It is assumed that the misbehaving UEs will not move together, moved UEs will not significantly affect the other AMF. Thus, the blacklist is not needed to be shared with other AMF.
5. The AMF may trigger PDU session release procedure as depicted in clause 4.3.4 in TS 23.502 [15] to release the PDU session identified by the stored blacklist if the UE is in CONNECTED. The PDU Session Release Command may include a Back-off Timer, the UE shall not request to establish PDU session within the timer. 
6. The UE who is commanded to trigger a DDoS attack may re-connect to the AMF. The UE sends NAS Request with GUTI to the AMF.
7. The AMF in overload case, compares 5G-GUTI with the blacklist, if the UE indicated by the 5G-GUTI is in the blacklist, the AMF shall reject the UE. If the 5G-GUTI is not in the blacklist, the RAN shall verify integrity of the NAS Request message to reject unauthorized UEs.
8. The AMF sends NAS Reject message to the UE with Back-off Timer, and the AMF will not waste resources to establish a PDU session with the misbehaving UE.

6.19.3
Evaluation

The solution fulfils the potential security requirements of KI#4. The 5G network entity, AMF could be able to protect itself from signalling overload.
When the AMF is overloaded, the AMF may control the misbehaving UEs received from DF, which means the AMF protects itself from signalling overload. The benefits and drawbacks are as follows:
Benefits: 

3. Align with solution 17: No further changes in addition to solution 17.
4. Guarantee AMF usability: AMF can protect itself from draining resource massive malicious infrequent CIoT UE without any UE change.

5. Guarantee UE usability: DF cannot guarantee 100% precision, misinformation exists. In order to mitigate UE impact caused by the misinformation, the AMF will not launch the blacklist to isolate the UEs if the AMF it not overloaded. The solution will mitigate unnecessary complaint caused by misinformation.
***
NEXT CHANGE***

6.20.3
Evaluation 

The solution address key issue #13 “Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC”. 

The solution reuses security handling for RRCConnectionReestablishment Procedure for Control Plane CIoT EPS optimisation. 
While UE’s cell reselection due to RLF involves AMF change, the corresponding behavior for LTE (i.e., MME change in RRC connection reestablishment for NB-IoT CP optimization) has never been considered and therefore specified in RAN2 and SA2 working groups. Instead, TS 36.300 10.1.6 only describes the fallback procedure to idle when the UE context cannot be retrieved by the eNB.

Furthermore, when AMF change happens in RRC connection reestablishment, regardless of whether KAMF change happens or not, additional NAS signalling (e.g., 5G GUTI reallocation) is deemed necessary. The same applies to MME change in LTE. However, SA2 and RAN2 didn’t specify any optimized procedure for this case in TS 23.401 and TS 36.300 respectively. Note also that NB-IoT does not support the connected mode mobility procedure (i.e., handover), which implies mobility is not a main design consideration.

Considering the above, the RRC reestablishment procedure with KAMF change does not needs to be specified.  

***
NEXT CHANGE***

6.23.3
Evaluation

This solution provides a mechanism to mitigate the DoS attack on RAN when mobility-enabled IoT UEs are compromised to launch attack.

Editor’s note: How to synchronize the list within RANs is FFS.
***
NEXT CHANGE***
6.25.1
Introduction

This solution addresses key issue #x: preventing Botnet Attacks from Improper CIOT Device Usage. This solution is proposing enabling the serving network to be aware of CIOT devices expected behaviour. This solution provides the serving network this information by utilizing IETF RFC 8520 which specifies the Manufacturers Usage Description (MUD) protocol. MUD provides a scalable and efficient solution for communicating detailed networking requirements to local network devices in a machine-readable format. This information is sufficient for network devices to create per-device white and blacklists. However, the IETF did not address cellular IOT devices. This document identifies three potential options for communicating networking requirements to cellular networks using MUD. The MUD protocol is designed to enable a CIOT device to signal to the network the types of access and functionality it requires to properly operate. This information is provided from the device in the form of a MUD URL as specified in IETF RFC8520. The ability for networks to be aware and constrain the communication abilities of exploited IoT devices reduces the potential for the devices to be used in attacks—both DDoS attacks that could be launched across the internet and attacks on the IoT device’s local network that could have security consequences. 
The IETF MUD RFC provides a mechanism for signalling a standardized way for a CIOT device to signal this information to the serving network. A simple example of this capability is as follows;  
“A light bulb is intended to light a room. It may be remotely controlled through the network, and it may make use of a rendezvous service (which could be accessed by an application on a smart phone). What we can say about that light bulb, then, is that all other network access is unwanted. It will not contact a news service, nor speak to the refrigerator, and it has no need of a printer or other devices. It has no social networking friends. Therefore, applying an access list to it that states it will only connect to the single rendezvous service will not impede performing its function; at the same time, this will allow the network to provide the light bulb and other devices an additional layer of protection. [1]”
***
END OF CHANGES
***
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