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1
Decision/action requested

This pCR proposed the modificaiton to TS 33.536 on the PC5 security requirement.
2
Rationale

The requirement in PC5 is confusing. 

The original text is: 
All user plane data of PC5 unicast link for a V2X service shall be protected according to the PC5 user plane security policies of the initiating UE and the receiving UE.
The first half of the text (with underline) reads like it is mandatory to protect SL UP date, which is not true. The UP security is configurable. 

This contribution propose to adjust the text to make it more clear to the readers. 
3
CHANGES
********************** First Change ****************************
5.3
Security for unicast mode

5.3.1
General

This clause describes the security requirements and the procedures that can be specifically applied for the NR based PC5 unicast mode.
5.3.2
Requirements

5.3.2.1
Requirements for securing the PC5 unicast link 

The initiating UE shall establish a different security context for each receiving UE during the PC5 unicast link establishment.

PC5 unicast link security establishment between the initiating UE and each receiving UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality protection, integrity protection and replay protection of the user plane data of PC5 unicast.

The system shall support confidentiality protection, integrity protection and replay protection of signalling for PC5 unicast link.

The system shall support means of configuring the UEs on whether to use confidentiality protection and/or integrity protection for a particular PC5 unicast link. 

All user plane security protection of PC5 unicast link shall align with the PC5 user plane security policies of the initiating UE and the receiving UE.
********************** End of pCR********************
