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1
Decision/action requested

This pCR proposes the KAF refresh procedure to TS 33.535
2
Rationale

There is an EN in Clause 6.4: 
Editor's Note: It is FFS whether KAF refresh is needed. 
During the discussion in last meeting, there is agreement that KAF​ shall be refreshed, however, there is no agree on how to refresh the KAF. 
If the KAF refresh is rely on the Ua* protocol, then the MNO can not control the KAF lifetime, AF may not refresh the KAF when there is security risks. Therefor it is much more secure and controllable to have an AKMA specific KAF refresh procedure. 

Since it is also a choice for some MNO to deploy the Ua* protocol based KAF refresh, this proposal suggest to put it as an optional procedure. And the AKMA specific KAF refresh procedure should be a mandatory feature to support. 
3
CHANGES
********************** First Change ****************************
6.4
AKMA key change


6.4.1
KAKMA re-keying
KAKMA shall be re-keyed by running a primary authentication as described in clause 6.1.
6.4.2
KAF re-keying

The KAF refresh depends on the lifetime of the KAF and may be trigged by the AF, which means when a new KAKMA is derived, the KAF will not be re-keyed automatically. 

6.4.3
KAF refreshment
6.4.3.1 KAF refreshment on Ua* protocol

UE and AF may rely on the Ua* protocol to update the KAF. 
Note: Ua* protocol based KAF refreshment procedure is decided by UE and AF, MNO can not control the KAF refreshment frequency.
6.4.3.2 AKMA specific KAF refresh 
Both UE and AF shall support to initiate the KAF refresh procedure. When the lifetime of the KAF expires, UE or AF send the KAF refreshment request to AAnF, AAnF then derives a new KAF and the associated new lifetime to the AF and UE. 
********************** End of pCR********************
