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1
Decision/action requested

This pCR proposes update the evaluation part on solution #19.
2
Rationale

Some text in clause 6.19.3 is not accurate, this pCR propose to modify the describtion as following: 

1. Since this solution is mainly based on the AS security, while not all UE support the AS security, thus one EN is added that: 

Editor’s Note: How to protect the MIB/SIBs when AS security is not supported is FFS.
2. In this solution, it is said that the UE compares the received hash values of the MIB/SIBs with the locally computed ones and determines whether the MIB/SIBs that it has read are correct. However, the MIB/SIB could change after gNB sends the hash of MIB/SIBs to UE(step5), thus the verification “in the future” is not accurate. Therefore the evaluation that “This solution allows UE to verify not only the MIB/SIBs that it has already read but also those it would read later time.” doesn’t make sense. Thus it is suggested to remove this sentence. 
3. The step 8 is not protected in this solution, the FBS still could modify those SIBs.
4. The modification of SIB would most impact the camping on the cells which happened in idle mode, while this solution doesn’t work when UE is in idle mode, therefore the evaluation that “Since the MIB/SIBs mostly contain the radio configuration information that is used for the UE to make a connection to the network and stay in the connected state, enabling to detect the modification of MIB/SIBs during the connection establishment would significantly reduce the impact of SI modification by false base station.” doesn’t make sense. Thus it is suggested to remove this sentence.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR33.809.
********************** First Change ****************************

6.19 
Solution #19: AS security based MIB/SIBs integrity information provided by gNB 
6.19.1
Introduction

This solution addresses the security requirement of Key Issue #2: Security protection of system information. 

The basic idea is to have gNB provide the hash of the MIB/SIBs to the UE after it has established an AS security context. For the initial access, the AS security mode command is the first message that is integrity protected by the gNB, hence is used to carry the hash values of the MIB/SIBs. 

UE determines whether it has read the correct MIB/SIBs by comparing the gNB provided hash values with the locally computed ones. If hash mismatch is detected, the UE requests the concerned MIB/SIBs.

6.19.2 
Solution details

Figure 6.19.2-1. System information protection
The procedure is as follows.

1. UE sends an initial NAS message to the network.

2. (optional) UE performs a primary authentication with the network. 
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3. (optional) AMF sends a NAS Security Mode Command to the UE optionally with indication of support for system information protection. If the UE receives the indication of support for system information protection, the UE stores it as part of the security context.

NOTE 1: If the indication of support for system information protection is indicated in the NAS SMC, system information protection is applied to the entire system (i.e., all gNBs in the PLMN).

4. (optional) UE sends a NAS Security Mode Complete to the AMF.

5. gNB sends an AS Security Mode Command to the UE with a list of hash values of MIB/SIBs. 

Editor’s Note: Inclusion of other parameters in hash calculation is FFS.
NOTE 2: Hash of MIB and hash of each SIB are provided separately so that UE can only validate the MIB and SIBs that it has read.

6. UE compares the received hash values of the MIB/SIBs with the locally computed ones and determines whether the MIB/SIBs that it has read are correct.

NOTE 2: UE may determine to change the cell if a MitM false base station is highly suspected based on the received MIB/SIBs from the gNB.

7. UE sends an AS Security Mode Complete optionally including a list of MIB/SIB(s) whose hash mismatch is identified in step 6. 

8. (optional) gNB sends RRC message to UE that includes the MIB/SIBs if UE provided a list of MIB/SIB(s) in step 7.

The rest of the procedure is same as in TS 23.502 [13].

6.19.3 
Evaluation

This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.

This solution does not fulfil the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.

This solution does not require any additional key provisioning and setup procedure. This solution only requires transporting the hashes of MIB/SIBs or MIB/SIBs using secure RRC signalling.
Editor’s Note: How to protect the MIB/SIBs when AS security is not supported is FFS.

This solution requires RAN node to provide the hashes of all MIB/SIBs to UE including those that UE is not interested in.
The step 8 is not protected in this solution, the FBS still could modify those SIBs.

********************** End of pCR********************
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