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1
Decision/action requested

It is proposed to endorse the proposals.
2
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3
Rationale

The security of AMF re-allocation via NAS reroute is documented in Clause 6.9.6 of the TS 33.501 [1]. However, what security information shall be transferred from the initial AMF to the target AMF, and how the target AMF shall react according to this information, is not clearly defined yet. Although an indication of horizontal KAMF derivation (key AmfHDerivationInd) is defined. More needs to be included in this clause, especially on introducing an indication of the security activation status between the UE and the initial AMF.
Before rerouting from the initial AMF to the target AMF, there are two possible security activation statuses between the UE and intial AMF:

· Not activated

· Activatied

And there are two possibilities of horizaontal KAMF derivation:

· Not derived
· Derived

Thus the combination of them leads to four possible cases. Each of them requires the target AMF to react accordingly upon receiving the reroute message.
Case 1. If the security is not activated and the KAMF is not horizontally derived. Upon receiving the reroute message, the target AMF:
may send unprotected NAS messages before it initiates a NAS SMC or an authencication.

It may initiate a NAS SMC immediately or at a later time. No K_AMF_change_flag is needed for the NAS SMC.
It may initiate an authentication immediately or at a later time. The authentication request message shall not be protected.
Case 2. If the security is not activated and the KAMF is horizontally derived. Upon receiving the reroute message, the target AMF:
may send unprotected NAS messages before it initiates a NAS SMC or an authencication.

It may initiate a NAS SMC immediately or at a later time. And the target AMF shall include the K_AMF_change_flag in the Security Mode Command message as defined in the Clause 6.7.2 in the TS 33.501 [1].
It may initiate an authentication immediately or at a later time. The authentication request message shall not be protected.
Case 3. If the security is activated and the KAMF is not horizontally derived. Upon receiving the reroute message, the target AMF:
may send protected NAS messages using the NAS security context received in the reroute message before it initiates a NAS SMC or an authencication.

It may initiate a NAS SMC immediately or at a later time. No K_AMF_change_flag is needed for the NAS SMC.
It may initiate an authentication immediately or at a later time. The authentication request message shall be protected using the NAS security context received in the reroute message, too.
Case 4. If the security is activated and the KAMF is horizontally derived. Upon receiving the reroute message, the target AMF:
shall not send any NAS messages before it initiates a NAS SMC or an authencication. Because the NAS security context is not transferred in the reroute message in this case.
It shall initiate a NAS SMC immediately.  It shall include the K_AMF_change_flag in the Security Mode Command message as defined in the Clause 6.7.2 in the TS 33.501 [1]. Or
It shall initiate an authentication immediately.
In summary, 
Observation 1: There are four possible cases of rerouting. Each of them requires the target AMF to react differently.
Parameters in the reroute message which can be used to distinguish above cases include the presence/ absence of the keyAmfHDerivationInd and the presence/absence of the NAS security context.
Accroding to the current definition in the Clause 6.9.2 and Clause 6.9.3 of TS 33.501 [1], the following applies to whether they are include in the reroute message:

	Case #
	NAS security context
	keyAmfHDerivationInd

	Case 1
	No
	No

	Case 2
	No
	Yes

	Case 3
	Yes
	No

	Case 4
	No
	Yes


The parameters are the same in case 2 and case 4. In another word, only 3 cases can be distinguished by the presence/absence of the parameters.

Observation 2: Using parameters of the keyAmfHDerivationInd and the NAS security context can not distinguish four cases.

Based on the two observations above, an additional indication needs to be introduced into the reroute message.
4
Detailed proposal

Proposal: It is proposed to introduce an additional indication of security activation (i.e., SecActivatedInd) into the reroute message.
The detailed changes on the TS 33.501[1] are captured in the CR S3-200962.
