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* * * The first Change * * * *

4.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements in clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU by changing the gNB to gNB-CU for the entity under test in the test cases and with the below change to threat references and in some cases small changes specific to the gNB-CU:

4.2.2.1.1
Integrity protection of RRC-signalling


Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.2
Integrity protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.4
RRC integrity check failure


Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.5
UP integrity check failure


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.6
Ciphering of RRC-signalling


Threat References: TR 33.926 [4], clause R.2.2.1 – Control plane data confidentiality protection.

4.2.2.1.7
Ciphering of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.3 – User plane data confidentiality protection at gNB.

4.2.2.1.8
Replay protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.9
Replay protection of RRC-signalling

Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.10
Ciphering of user data based on the security policy sent by the SMF


Threat References: TR 33.926 [4], clause R.2.2.8 – Security Policy Enforcement.

4.2.2.1.11
Integrity of user data based on the security policy sent by the SMF


Threat References: TR 33.926 [4], clause R.2.2.8 – Security Policy Enforcement.

4.2.2.1.12
AS algorithms selection


Threat References: TR 33.926 [4], clause R.2.2.5 – AS algorithm selection and use.

4.2.2.1.13
Key refresh at the gNB


Threat References: TR 33.926 [4], clause R.2.2.7 – Key Reuse.

4.2.2.1.14
Bidding down prevention in Xn-handovers


Threat References: TR 33.926 [4], clause R.2.2.6 – Bidding Down on Xn-Handover.
4.2.2.1.15
AS protection algorithm selection in gNB change


Threat References: TR 33.926 [4], clause R.2.2.5 – AS algorithm selection and use.

4.2.2.1.18
Key update at the gNB on dual connectivity


Threat References: TR 33.926 [4], clause R.2.2.7 – Key Reuse.

4.2.2.1.19
UP security activation in Inactive scenario

Threat Reference: TR 33.926 [4], clause R.2.2.9 – State transition from inactive state to connected state.
4.2.2.1.22
Checking expiry certificate

Threat Reference
: TR 33.926 [4], clause R.2.2.11 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking

Threat Reference
: TR 33.926 [4], clause R.2.2.10 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU are AMF, SEG/UPF, gNB and gNB-DU, and N2, N3, Xn and F1 interfaces respectively.
* * * The second change * * * *

5.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements from clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU-CP by changing the gNB to gNB-CU-CP for the entity under test in the test cases and with the below changes of threat reference and in some cases small changes specific to the gNB-CU-CP: 

4.2.2.1.1
Integrity protection of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.4
RRC integrity check failure


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.6
Ciphering of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.1 – Control plane data confidentiality protection.

4.2.2.1.9
Replay protection of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.12
AS algorithms selection


Threat References: TR 33.926 [4], clause S.2.2.3 – AS algorithm selection and use.

4.2.2.1.13
Key refresh at the gNB


Threat References: TR 33.926 [4], clause S.2.2.5 – Key Reuse.

4.2.2.1.14
Bidding down prevention in Xn-handovers


Threat References: TR 33.926 [4], clause S.2.2.4 – Bidding Down on Xn-Handover.
4.2.2.1.15
AS protection algorithm selection in gNB change


Threat References: TR 33.926 [4], clause S.2.2.3 – AS algorithm selection and use.

4.2.2.1.18
Key update at the gNB on dual connectivity


Threat References: TR 33.926 [4], clause S.2.2.5 – Key Reuse.

4.2.2.1.19
UP security activation in Inactive scenario


Threat Reference: TR 33.926 [4], clause S.2.2.7 – State transition from inactive state to connected state.
4.2.2.1.22
Checking expiry certificate


Threat Reference: TR 33.926 [4], clause S.2.2.9 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking


Threat Reference: TR 33.926 [4], clause S.2.2.8 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU-CP are AMF, gNB, gNB-CU-UP and gNB-DU, and N2, Xn, E1 and F1 interfaces respectively.
* * * The third change * * * *

5.2.2.1.4
Ciphering of user data based on the security policy sent by the SMF

NOTE: 
This is based on the security functional requirement on the gNB given in clause 4.2.2.1.10 of 
TS 33.511 [6] but modified as the gNB-CU-CP informs both the gNB-CU-UP and UE whether to use a non-NULL ciphering algorithm or not. 

Requirement Name: Ciphering of user data based on the security policy sent by the SMF.
Requirement Reference: TS 33.501 [3], clause 5.3.2.

Requirement Description: The gNB activates ciphering of user data based on the security policy sent by the SMF as specified in TS 33.501 [3], clause 5.3.2.

Threat References: TR 33.926 [4], clause S.2.2.6 – Security Policy Enforcement.

Test Case:

Test Name: TC-UP-DATA-CIP-SMF_gNB-CU-CP
Purpose: To verify that activation of confidentiality protectionfor user data at the gNB is based on the security policy sent by the SMF via AMF.
Pre-Condition: 

-
The gNB-CU-CP network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall have knowledge of the RRC and UP ciphering algorithm and protection keys and of the security keys, etc., needed to decrypt the messages on the E1 interface.

-
RRC ciphering is already activated at the gNB-CU-CP.

Execution Steps: 
All execution steps are to be performed two times. Once with the UP security policies’ ciphering protection in step 2 set to "required" and the second time set to "not needed".

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send the UP security policy with ciphering protection "required" or "not needed" to the gNB-CU-CP.

3. 
The tester shall capture the Bearer Context Setup Request message sent to the gNB-CU-UP over the E1 interface.

4.
The tester shall capture the RRC Reconfiguration message sent by gNB-CU-CP to UE over NG RAN air interface. 

5.
The tester shall retrieve the UP ciphering protection indication present in the captured messages.

6.
The tester shall verify if the UP ciphering policy received at gNB-CU-CP is same as the UP ciphering protection indication notified by the gNB-CU-CP to the UE in the RRC Reconfiguration message and the gNB-CU-UP in the Bearer Context Setup Request message.

Expected Results: 

Both the RRC connection Reconfiguration message and Bearer Context Setup Request message indicate that ciphering is to be used in line with the policy received from the SMF.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

* * * The fourth Change * * * *

5.2.2.1.5
Integrity of user data based on the security policy sent by the SMF

NOTE: 
This is based on the security functional requirement on the gNB given in clause 4.2.2.1.11 of TS 33.511 [6] but modified as the gNB-CU-CP informs both the gNB-CU-UP and UE whether to use a non-NULL integrity algorithm or not. 

Requirement Name: Integrity of user data based on the security policy sent by the SMF.
Requirement Reference: TS 33.501 [3], clause 5.3.2.

Requirement Description: The gNB activates integrity protection of user data based on the security policy sent by the SMF as specified in TS 33.501 [3], clause 5.3.2.

Threat References: TR 33.926 [4], clause S.2.2.6 – Security Policy Enforcement.

Test Case:

Test Name: TC-UP-DATA-INT-SMF_gNB-CU-CP
Purpose: To verify that activation of integrity protection for user data packets is based on the security policy sent by the SMF.
Pre-Condition: 

-
 The gNB-CU-CP network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall have knowledge of the integrity algorithm and protection keys and of the security keys, etc., needed to decrypt the messages on the E1 interface.

-
RRC integrity is activated at the gNB-CU-CP.

Execution Steps: 

All
 execution steps are to be performed two times. Once with the UP security policies’ ciphering protection in step 2 set to "required" and the second time set to "not needed".
1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send the UP security policy with integrity protection is "required" or "not needed" to the gNB.

3. 
The tester shall capture the Bearer Context Setup Request message sent to the gNB-CU-UP over the E1 interface.

4.
The tester shall capture the RRC Reconfiguration message sent by gNB-CU-CP to UE over NG RAN air interface.

5.
The tester shall retrieve the UP integrity protection indication present in the captured messages.

6.
Tester shall check whether UP integrity policy received at gNB-CU-CP is same as the UP integrity protection indication notified by the gNB-CU-CP to the UE in the RRC Reconfiguration message and the gNB-CU-UP in the Bearer Context Setup Request message.

Expected Results: 

Both the RRC Reconfiguration message and Bearer Context Setup Request message indicate that integrity is to be used inline with the policy received from the SMF.

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

* * * The fifth change * * * *

6.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements from clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU-UP by changing the gNB to gNB-CU-UP for the entity under test in the test cases and with the below changes of threat reference and in some cases small changes specific to the gNB-CU-UP: 

4.2.2.1.5
UP integrity check failure


Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.

4.2.2.1.8
Replay protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.
4.2.2.1.22
Checking expiry certificate


Threat Reference: TR 33.926 [4], clause T.2.2.6 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking


Threat Reference: TR 33.926 [4], clause T.2.2.5 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU-UP are SEG/UPF, gNB, gNB-CU-CP and gNB-DU, and N3, Xn, E1 and F1 interfaces respectively.
* * * The sixth change * * * *

6.2.2.1.6
Integrity protection of user data between the UE and the gNB-CU-UP

NOTE 1: 
This is based on the security functional requirement on the gNB given in clause 4.2.2.1.2 of TS 33.511 [6] but modified as the gNB-CU-CP informs the gNB-CU-UP to use a non-NULL integrity algorithm. 

Requirement Name: Integrity protection of user data between the UE and the gNB-CU-UP.
Requirement Reference: TS 33.501 [3], clause 5.3.3

Requirement Description: The gNB supports integrity protection and replay protection of user data between the UE and the gNB as specified in TS 33.501 [3], clause 5.3.3.

NOTE 2: 
This requirement does not apply to the gNB that is used as a secondary node connecting to the EPC.

Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.

Test Case:

Test Name: TC-UP-DATA-INT_gNB-CU-UP
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 


-
The gNB-CU-UP network product shall be connected in emulated/real network environments. UE may be simulated.
-
The tester shall enable user plane integrity protection and ensure NIA0 is not used at the gNB-CU-UP network product.

-
The tester shall have knowledge of integrity algorithm and integrity protection keys.

-
The tester can capture the message via the NG RAN air interface or can capture the message at the UE. 

Execution Steps:

1.
The tester triggers the gNB-CU-CP to send a Bearer Context Setup Request message with integrity protection indication "on" to the gNB-CU-UP.

2.
The tester checks that any user data sent by gNB-CU-UP after receiving the Bearer Context Setup Request message and before UE enters CM-Idle state is integrity protected.
Expected Results: 

Any user plane packets sent between UE and gNB-CU-UP over the NG RAN air interface after gNB-CU-UP receives the Bearer Context Setup Request is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.

* * * The sventh change * * * *

6.2.2.1.7
Ciphering of user data between the UE and the gNB-CU-UP

NOTE: This is based on the security functional requirement on the gNB given in clause 4.2.2.1.7 of TS 33.511 [6] but modified as the gNB-CU-CP informs the gNB-CU-UP to use a non-NULL confidentiality algorithm. 

Requirement Name: Ciphering of user data between the UE and the gNB-CU-UP
Requirement Reference: TS 33.501 [3], clause 5.3.2

Requirement Description: The gNB supports ciphering of user data between the UE and the gNB as specified in TS 33.501 [3], clause 5.3.2.

Threat References: TR 33.926 [4], clause T.2.2.3 – User plane data confidentiality protection at gNB

Test Case:

Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 


-
The gNB-CU-UP network product shall be connected in emulated/real network environments. The UE may be simulated.
-
The tester shall have access to the NG RAN air interface or can capture the message at the UE. 
-
The tester shall enable user plane confidentiality protection and ensure NEA0 is not used at the gNB-CU-UP network product.
Execution Steps: 

1.
The tester triggers the gNB-CU-CP to send a Bearer Context Setup Request message with ciphering protection indication "on" to the gNB-CU-UP.

2.
The tester checks that any user data sent by the gNB-CU-UP after receiving the Bearer Context Setup Request message and before the UE enters into CM-Idle state is confidentiality protected.
Expected Results: 

The user plane packets sent to the UE after the gNB-CU-UP receives the Bearer Context Setup Request is confidentiality protected. 

Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.
* * * End of Changes * * * *
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