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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APAN
ASN.1
ASE
BER
cc
CSCF
DF
FTP
GGSN
GLIC
GPRS
GSM
GSN
GTP
HI

HI1
HI2
HI3
HLC
IA
IAS
IAP
ICl

IE

IF
IMEI
IMS
IMSI
INI

P

IPS
IR
LEA
LEMF
LI
LIID
LLC
LSB
MAP
MF
MS
MSB
MSISDN
MSN
NEID
NID
NWONO
OA&M
P-CSCF
PDP

Access ProviderNetwork

Abstract Syntax Notation, Version 1
Application Service Element

Basic Encoding Rules

Content of Communication

Call Session Control Function

Delivery Function

File Transfer Protocol

Gateway GPRS Support Node

GPRS LI Correlation

General Packet Radio Service

Globa System for Mobile communications
GPRS Support Node (SGSN or GGSN)
GPRS Tunnelling Protocol

Handover Interface

Handover Interface Port 1 (for Administrative Information)
Handover Interface Port 2 (for Intercept Related Information)
Handover Interface Port 3 (for Content of Communication)
High Layer Compatibility

Interception Area

International Alphabet No. 5

Interception Access Point

Interception Configuration Information
Information Element

Internal Interception Function

International Mobile station Equipment Identity
IP Multimedia Core Network Subsystem
International Mobile Subscriber Identity
Internal network interface

Internet Protocol

Internet Protocol Stack

Intercept Related Information

Law Enforcement Agency

Law Enforcement Monitoring Facility
Lawful Interception

Lawful Interception Identifier

Lower layer compatibility

Least significant bit

Mobile Application Part

Mediation Function

Mobile Station

Most significant bit

Mobile Subscriber ISDN Number

Multiple Subscriber Number

Network Element Identifier

Network Identifier

Network Operator

Operation, Administration & Maintenance
Proxy Call Session Control Function
Packet Data Protocol
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PLMN Public land mobile network
PSTN Public Switched Telephone Network
ROSE Remote Operation Service Element
Ry Receive direction
S-CSCF Serving Call Session Control Function
SGSN Serving GPRS Support Node
SMAF Service Management Agent Function
SMF Service Management Function
SMS Short Message Service
| SvPSP Service Provider
TCP Transmission Control Protocol
TI Target identity
TP Terminal Portability
T-PDU tunneled PDU
Ty Transmit direction
ul User Interaction
UMTS Universal Mobile Telecommunication System
VPN Virtual Private Network

4.4 Overview of handover interface

The generic handover interface adopts a three port structure such that administrative information (HI1),
intercept related information (HI2), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

| The outer circle represents the N'YWO/APR/SvPoperator’ s (NO/AN/SP) domain with respect to lawful
interception. It contains the network internal functions, the internal network interface (INI), the
administration function and the mediation functions for IRl and CC. The inner circle contains the internal
functions of the network (e.g. switching, routing, handling of the communication process). Within the
network internal function the results of interception (i.e., IRl and CC) are generated in the Internal
Interception Function (I1F).

The |1 F provides the Content of Communication (CC) and the Intercept Related Information (IRI),
respectively, at the Internal Network Interface (INI). For both kinds of information, mediation functions may
be used, which provide the final representation of the standardized handover interfaces at the

| NWO/AR/SHRoperator’s (NO/AN/SP) domain boundary.
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4.4.1 Handover interface port 2 (HI2)

| The handover interface port 2 shall transport the IRI from the N\WO/AP/SvPoperator’s (NO/AN/SP) I1F to
the LEMF.

The delivery to the handover interface port 2 shall be performed via data communication methods which are
suitable for the network infrastructure and for the kind and volume of data to be transmitted. From the

| NwWOs/APs/SvRsoperator (NO/AN/SP) to LEMF delivery is subject to the facilities procured by the
government.

The delivery can in principle be made via different types of lower communication layers, which should be
standard or widely used data communication protocols.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of
the parameter's information content shall be based on existing telecommunication standards, where possible.

Theindividual IRl parameters have to be sent to the LEMF at least once (if available).

The IRI records are transmitted individually. As an option, IRI records can be aggregated for delivery to the
same LEA (i.e. in asingle delivery interaction). Asthere are time constraints associated with the delivery of
IRI, the use of this optional feature is subject to national or regional requirements. Asagenera principle, IRI
records shall be sent immediately and shall not be withheld in the MF/DF in order to use the IRI record
aggregation option.

| ThelRI records shall contain information available from normal N\W.O/APs/SvPprovider (NO/AN/SP)
operating procedures. In addition the IRI records shall include information for identification and control
purposes as specifically required by the HI2 port.
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4.5.1 Data transmission protocols

The protocol used by the "LI application” for the encoding and the sending of data between the MF and the
LEMF is based on already standardized data transmission protocols like ROSE or FTP.

The specified data communication methods provide a general means of data communication between the
LEA and the N\WO/AR/SvP soperator’s (NO/AN/SP) mediation function. They are used for the delivery of:

- HI2type of information (IRI records);
- Certain types of content of communication (e.g., SMS).

The present document specifies the use of the two possible methods for delivery: ROSE or FTP on the
application layer and the BER on the presentation layer. The lower layers for data communication may be
chosen in agreement with the N\A/O/AP/SvPoperator (NO/AN/SP) and the LEA.

The delivery to the LEMF should use the internet protocol stack.

4.5.2 Application for IRI (HI2 information)

The handover interface port 2 shall transport the intercept related information (IRI) from the
NWOIAPR/SvPsoperator’s (NO/AN/SP) MF to the LEMF.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where
possible, the format of the information content shall be taken over from existing telecommunication
standards, which are used for these parameters with the network already (e.g., IP). Within the ASN.1 coding
for IRI, such standard parameters are typically defined as octet strings.

5.1.1 Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized N\AO/AP/SyP operator
(NO/AN/SP) shall assign aspecial Lawful Interception IDentifier (L11D), which has been agreed between the
LEA and the N\WO/AP/SvPoperator (NO/AN/SP). It is used within parameters of al HI interface ports.

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a
specific interception target limited within the authorized N\WWO/AR/S¥Poperator (NO/AN/SP) and the
handling agents at the LEA.

The Lawful Interception IDentifier L1ID isacomponent of the CC delivery procedure and of the IRI records.
It shall be used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification
and correlation purposes.

The LIID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex J).
It might for example, among other information, contain alawful authorization reference number, and the
date, when the lawful authorization was issued.

The authorized N\WO/AP/SvPoperator (NO/AN/SP) shall enter for each target identity of the interception
subject aunique LIID.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned, relating to
each LEA.

Page 5



TDOC S3L103_035R1

5.1.2.1 Network Identifier (NID)

The Network IDentifier is a mandatory parameter; it should be internationally unique. It consists of one or
both of the following two identifiers.

- NWO/AP/SvPOperator- (NO/AN/SP)- identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

- Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element
carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be:

- an E.164 international node number
- an X.25 address;

- anl|Paddress.

522.1 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to a target identity,
including their unigue mapping to the links carrying the Content of Communication. In general, parameters
of this category are mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or clause
B.3a):

1) Record type (IRIContent, see clause B.3a)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT-record types.

2) Versionindication (iRIversion, see clause B.3a)
Identification of the particular version of the HI2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses 5.1.2 and B.3a).
4) Lawful Interception Identifier (Lawfullnterceptionldentifier, see clauses 5.1.1 and B.3a).

5) Date & time (TimeStamp, see clause B.33)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as Local
time without time zone, GMT with time zone, or UTC. Normally, the N\WWO/AP/SvPoperator
(NO/AN/SP) shall define these options.

6) CC Link Identifier (CC-Link-ldentifier, see clause 5.1.3 for definition and clause B.3afor ASN.1
definition).
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5.3.1 Delivery of Content of Communication

CC will be delivered as described in annex J.
Exceptionally, SMS will be delivered viaHI2.

The transmission media used to support the HI3 port shall be standard ISDN calls, based on 64 kbit/s circuit
switched bearer connections. The CC links are set up on demand to the LEMF. The LEMF congtitutes an
ISDN DSS1 user function, with an ISDN DSS1 basic or primary rate access. It may be locally connected to
the target switching node, or it may be located somewhere in the target network or in another network, with
or without atransit network in between.

For network signalling, the standard ISDN user part shall be used. No modifications of the existing ISDN
protocols shall be required. Any information needed for LI, like to enable correlation with the IRI records of
acall, can beinserted in the existing messages and parameters, without the need to extend the ETSI standard
protocolsfor the L1 application.

For each L1 activation, afixed LEMF addressis assigned; this addressis, within the present document, not
used for any identification purposes; identification and correlation of the CC links is performed by separate,
LI specific information, see clause 5.1.

The functions defined in the ISDN user part standard, Version 1 (ETSI ISUP V1) are required as a minimum
within the target network and, if applicable, the destination and transit networks, especialy for the support of:

- Correlation of HI3 information to the other HI port's information, using the supplementary service
user-to-user signalling 1 implicit (UUSL).

- Access verification of the delivery call (see clause 5.3.3).

The bearer capability used for the CC linksis 64 khbit/s unrestricted digital information; this type guarantees
that the information is passed transparently to the LEMF. No specific HLC parameter value is required.

The CC communication channel isaone-way connection, from the N\AWO/AR/SvPoperator’s (NO/AN/SP) I1F
to the LEMF, the opposite direction is not switched through in the switching node of the target.
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5.4.1 General

In general, LI shall be possible for all connections and activitiesin which the target isinvolved. The target
shall not be able to distinguish alterationsin the offered service. It shall also not be possible to prevent
interception by invoking supplementary services. Consequently, from a supplementary services viewpoint,
the status of interactions with LI is"no impact”, i.e. the behaviour of supplementary services shall not be
influenced by interception.

Depending on the type of supplementary service, additional CC links to the LEA may be required, in addition
to aready existing CC links.

Within the IRI records, the transmission of additional, supplementary service specific data may be required.

Supplementary services, which have an impact on LI, with respect to CC links or IRI record content, are
shown intable 5.7. The tableis based on UMTS services, it considers the services which have been
standardized at the time of finalizing the present document. Future services should be treated following the
same principles.

NOTE 1. Co-ordination of handling of new services should be performed via 3GPP SA WG3-LI. If
required, additions will be included in a subsequent version of the present document.

The question of Lawful Interception with Intelligent Networks is not covered in this version (see note 2).

NOTE 2: The genera principleis, that L1 takes place on the basis of atechnical identity, i.e. adirectory
number. Only numbers which are known to the N\ WO/AP/SvPoperator (NO/AN/SP), and for
which LI has been activated in the standard way, can be intercepted. No standardized functions
are available yet which would enable an SCF to request from the SSF the invocation of LI for a
call.

6.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized N\A/O/AP/SvPoperator
(NO/AN/SP) eperator-shall assign a specia Lawful Interception Identifier (LI1D), which has been agreed
between the LEA and the N\WW-O/AP/SvPoperator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a
specific interception target limited within the authorized N\WWO/AR/SvPoperator (NO/AN/SP) eperators-and
the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any
information exchanged at the handover interfaces HI2 and HI 3 for identification and correlation purposes.

The LIID format shall consist of aphanumeric characters. It might for example, among other information,
contain alawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized N\WO/AP/SvPoperator (NO/AN/SP) shall either enter aunique LIID for each target identity
of the interception subject or asingle L11D for multiple target identities all pertaining to the same interception
subject.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to
each LEA.
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6.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the
following two identifiers.

1) NWOIAPRP/SvPOperator- (NO/AN/SP)- identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element
carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an | P address or other identifier. For GSM and UMTS systems
deployed in the U.S., the network element identifier is required.

6.2.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of
service of the original content of communication. This may be derived from the QoS class used for the
original intercepted session [20]. However, when TCP is used as an OSl layer 4 protocol across the HI3, real
time delivery of the result of the interception cannot be guaranteed. The QoS used from the
NWOs/APRs/SvPsoperator (NO/AN/SP) to the LEMF is determined by what law enforcement procures.

6.2.3 Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the
original content of communication. This may be derived from the QoS class used for the original intercepted
session [7].

Reliability from the N\WWOs/ARS/SvPsoperator (NO/AN/SP) to the LEMF is determined by what law
enforcement procures.
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7.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized N\A/O/AP/SvPoperator
(NO/AN/SP) eperatorshall assign a specia Lawful Interception Identifier (LI1D), which has been agreed
between the LEA and the N\WW-O/APR/SvPoperator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a
specific interception target limited within the authorized N\WWO/AR/SvPoperator (NO/AN/SP) eperators-and
the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any
information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of aphanumeric characters. It might for example, among other information,
contain alawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized N\WO/ARSvPoperator (NO/AN/SP) shall either enter aunique L1ID for each target identity
of the interception subject or asingle LIID for multiple target identities all pertaining to the same interception
subject.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to
each LEA.

7.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the
following two identifiers.

1) NWOIAR/S¥POperator- (NO/AN/SP)- identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element
carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier.
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Annex B (normative):
Structure of data at the handover interface

This annex specifies the coding details at the handover interface HI for al data, which may be sent from the
NWO/APRISyPoperator’s (NO/AN/SP) equipment to the LEMF, across HI.

At the HI2 and HI3 handover interface ports, the following data may be present:

- interface port HI2: Intercept related information (IRI);
- interface port HI3: records containing content of communication (CC).

The detailed coding specification for these types of information is contained in this annex, including
sufficient details for a consistent implementation in the N\WO/AP/SvPoperator’s (NO/AN/SP) equipment and
the LEMF.

It must be noticed some data are ROSE specific and have no meaning when FTP is used. Those specificities
are described at the beginning of each sub-annex.

Annex D (informative):
LEMF requirements - handling of unrecognised fields
and parameters

During decoding of arecord at the LEA, the following exceptional situations may occur:

1) Unrecognized parameter: The parameter layout can be recognized, but its name is not recognized:
The parameter shall be ignored, the processing of the record proceeds.

2) The parameter content or value is not recognized or not allowed:
The parameter shall be ignored, the processing of the record proceeds.

3) The record cannot be decoded (e.g. it seems to be corrupted):
The whole record shall be rejected when using ROSE delivery mechanism or ignored.

NOTE: Incases2 and 3, the LEMF may wish to raise an alarm to the N\WO/AR/SvPoperator
(NO/AN/SP) administration centre. For case 1, no specia error or alarm procedures need be
started at the LEA, because the reason may be the introduction of a new version of the
specification in the network, not be an error as such security aspects.
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G.4

Cross reference of terms between J-STD-025-A

and 3GPP

Table G-1: Cross Reference of Terms between J-STD-025-A and 3GPP

J-STD-025-A 3GPP LI Specifications [18], [19]
- Call Content CC Content of Communication
CCC | Call Content Channel - Handover Interface port 3
CDC | Call Data Channel - Handover Interface port 2
CF | Collection Function LEMF Law Enforcement Monitoring Facility
- Call-identifying Information IRI Intercept Related Information
- Call-identifying message - IRI record
DF | Delivery Function - Delivery Function / Mediation Function
- a-interface - X1 1 interface
- b-interface - HI1 interface
- c-interface - X1_2 and X1_3 interfaces
- d-interface - X2 and X3 interfaces
- e-interface HI Handover Interface (HI2 and HI3)
IAP | Intercept Access Point ICE+INE Intercepting Control Element +
Intercepting Network Element
- Intercept subject - Target
LAES| Lawful Authorized Electronic Surveillance LI Lawful Intercept
- Caseldentity LIID Lawful Interception IDentifier
LEAF | Law Enforcement Administration Function ADMF Administration Function
SPAF| Service Provider Administration Function ADMF Administration Function
- Systemldentity NID Network IDentifier
TSP | Telecommunication Service Provider PRALDLARIC R Rlobpoplc Qoo hecroe DrovidorlConen
NO/AN/SP | PreviderNetwork Operator, Access Network

Provider, Service Provider
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B.3 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism
specific. When using FTP delivery mechanism, data tUmtsl RlIsContent must be
considered.

ASN1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDonmain(2)
lawful i ntercept(2) threeGPP(4) hi2(1) version-2(2)}

DEFINITIONS | MPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect s
{joint-iso-itu-t(2) renote-operations(4) infornati onCbjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,

Net wor k- | denti fi er,

Nat i onal - Par anet er s,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

-- nject ldentifier Definitions

-- Security Domainld

| awf ul I nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4)
etsi (0)

securitybDomain(2) lawful I ntercept(2)}

-- Security Subdomains
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Donai nld threeGPP(4)}
hi 2Domai nld OBJECT | DENTI FIER  ::= {threeGPPSUBDonai nld hi 2(1) version-2(2)}

unt s-sendi ng-of -1 Rl OPERATION :: =

ARGUMENT Unt sl Rl sFiH-eCont ent
ERRORS { QperationErrors }
CODE gl obal : {t hreeGPPSUBDomnai nl d hi 2(1) opcode(1)}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.

-- NOTE: The sanme note as for H managenent operation applies.
Unt sl Rl sFiH-eCont ent = CHO CE

{
unt si Rl Cont ent Unt sl Rl Cont ent ,
unt s| RI Fi-l-eSequence Unt sI Rl Fil-eSequence

}

Unt sI Rl Fid-eSequence .. = SEQUENCE OF Unt sl RI Cont ent
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Aggregation of UntslRlContent is an optional feature.

It nmay be applied in cases when at a given point in tine

several IRl records are available for delivery to the same LEA destination.
As a general rule, records created at any event shall be sent

i medi ately and not withheld in the DF or M- in order to

appl y aggragati on.

When aggregation is not to be applied,

Unt sl Rl Cont ent needs to be chosen.
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Al21 Sending part

To regquest the sending of datato a peer entity, the LI_Application provides the ASE_HlI, the address of the peer entity,
the nature of the data and the data.

On receiving arequest of the L1_Application:

- If the datalink toward the peer entity address is active, the ASE_HI, from the nature of the data provided,
encapsulates this data in the relevant RO-Invoke operation.

- f thedatallnk toward the peer entity addresmsntactwe theASE HI &stabhdq&s#wsdatahﬂleesee

FeLevant—RQ-l-nvekeepeFanemeports the daIaImk unavajlabllltv to LI- Appllcailon

Note: Until the datalink is established according to A.1.2.3.1, the request of the LI _Application cannot be successfully
processed by ASE HI.

*kkkkkkkkk*k NEXT MODI FICATION kkkkkkkk*k

A.1.2.3 Data link management

Thlsfunctlon isused to &stabllsh or releaseadamallnk between two peer LI Appllcatlonsa'ltltles(MF and LEMF)

A.1.2.3.1 Data link establishment

Depending on a per destination address configuration data, the data link establishment may be requested either by the
LEMF LI _Application or by the MF LI_Application.

To request the establishment of a data link toward a peer entity, the LI_Application provides, among others, the
destination address of the peer entity (implicitly, this address defined the protocol layersimmediately under the
ASE_HI: TCP/IP, X25, ...). On receipt of thisrequest, the ASE_HI request the establishment of the data link with
respect of the rules of the under layers protocol.
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*** FIRST MODIFIED SECTION ***

5.1.5  Usage of Identifiers

The identifiers are exchanged between the mediation function and the LEMF viathe interfaces HI 1, HI2 and HI3. There
exist severa interface options for the exchange of information. Tables 5.1 and 5.2 define the usage of humbers and
identifiers depending on these options.

NOTE: X intables5.1and 5.2: Identifier used within parameters of the interface.

Table 5.1: Usage of identifiers, IRl and CC transmitted; options A, B (see clause 5.4.4)

Identifier IRl and CC transmitted (option A) IRl and CC transmitted (option B)
HI1 HI2 HI3 HI1 HI2 HI3

LIID X X X X X X

NID X X X X

CIN X X X X (see note 1)

CCLID X X (see note 2)

NOTE 1: The CIN of the 1St call for which this CC link has been set-up.
NOTE 2: The CCLID may be omitted, see clause 5.1.3.

Table 5.2: Usage of identifiers, only IRl erenly-CC-transmitted

H Hi2 Hi Hi3
LHD X X X X
NID X X
CIN X% X
CCLID
Identifier Only IRl transmitted

HI1l HI2

LuD X X

NID X

CIN X

CCLID

*** END OF MODIFICATIONS***
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*** FIRST MODIFIED SECTION ***

5.4.5 Subscriber Controlled Input (SCI): Activation / Deactivation /
Interrogation of Services

For user procedures for control of Supplementary Services (Activation/Deactivation/Interrogation), a special IRI record
type (IRI-REPORT record) is defined to transmit the required information.

The IRI-REPORT record shall contain an indicator, whether the request of the target has been processed successfully or
not.

*** END OF MODIFICATIONS***
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Modified section

J.2.3.2 Field order and layout

Fields shall be presented into the subaddress in the following order:

Table J.2.3: Fields in the Called Party Subaddress

Order Field
Operator-ID

CIN

CCLID

National Parameters

A WN P

Table J.2.4: Fields in the Calling Party Subaddress

Order Field
1 Lawful Interception Identifier (LIID)
2 Direction
3 Service Octets

Each field noted above shall be included, whether empty or not, and a field separator shall separate each field. When a
field is empty, that shall be indicated by two consecutive field separators (including field separator from the previous
field). There shall be afield separator after the final field, too.

Table J.2.5. Example how field separator should be used when field is empty

Bits Octets
8 [7 ]6 ][5 4321
Called party subaddress identifier
Length of called party subaddress contents
Type of subaddress = user specified,
odd/even indicator

IWIN =

Operator-ID @ Operator-ID © 4
Operator-ID @ Operator-ID ® 5
Field separator Operator-ID ® 6
CCLID ® Field separator 7
CCLID® CCLID @ 8
CCLID ® CCLID @ 9
CCLID @ CCLID ® 10
Field separator CCLID 11
12

13

14

15

(see note) 16

17

18

19

20

21

22

23

NOTE: The Octets after the final field (CCLID) o_fthe
Called Party Subaddress are reserved for
national use, e.q. for authentication purposes.

The Service Octets as available shall always be mapped into octets 19 to 23 of the Calling Party Subaddress, as
appropriate. If one of the parameters TMR, BC or HLC is not available, the octet shall be fill with "FF" hex. If Mobile
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Teeservice Codeis not available, octet 23 shall not be transmitted. If Mobile Teleservice Code and Mobile Bearer
Service Code are not available, octets 22 and 23 shall not be transmitted.

| Table J.2.65 represent called party subaddress and table J.2.76 calling party subaddress with the maximum length of the
identifiers.

Table J.2.65: Called Party Subaddress

Bits Octets

8 [7 6 [543 ]2 1
Called party subaddress identifier 1
Length of called party subaddress contents 2
Type of subaddress = user specified, 3
odd/even indicator

Operator-ID @ Operator-ID @ 4
Operator-ID ® Operator-ID ® 5
Field separator Operator-ID ® 6
CIN @ CIN ® 7
CIN ® CIN® 8
CIN ® CIN® 9
CIN CIN @ 10
CCLID ©® Field separator 11
CCLID ® CCLID @ 12
CCLID ® CCLID ® 13
CCLID @ CCLID ® 14
Field separator CCLID 15
see note 16

17

18

19

20

21

22

23

NOTE: The Octets after the final field (CCLID) of the
Called Party Subaddress are reserved for
national use, e.g. for authentication purposes.
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Table J.2.76: Calling Party Subaddress

Bits Octets

8 |7 6 ]5 |4 ]3]2 1
Calling party subaddress identifier 1
Length of calling party subaddress contents 2
Type of subaddress = user specified, 3
odd/even indicator according to the amount
of BCD-digits
LIID @ LIID ©® 4
LIID ® LIID ® 5
LIID ® LIID ® 6
LIID LIID @ 7
LIID ©©® LIID ® 8
LIID ©® LIID @O 9
LIID ©® LIID ©® 10
LIID ©® LIID ©® 11
LIID ©®® LIID ®® 12
LIID @©® LIID ©®® 13
LIID @@ LIID @O 14
LIID @® LIID @® 15
Field separator LIID @G 16
Field separator Direction 17
spare spare 18
ITU-T Recommendation Q.763 [32] TMR 19
(see note 1)
ITU-T Recommendation Q.931 BC [33] 20
octet 3 (see note 2)
ITU-T Recommendation Q.931 HLC [33] 21
octet 4 (see note 3)
Mobile Bearer Service Code 22
(see note 4)
Mobile Teleservice Code (see note 5) 23

NOTE 1: If available, the Transmission Medium
Requirement according to EN 300 356 [29]. If
not available, the value is "FF" hex.

NOTE 2: If available, only octet 3 of the Bearer
Capability I.E. according to EN 300 403 [30] If
not available, the value is "FF" hex.

NOTE 3: If available, only octet 4 of the High Layer
Compatibility I.E. according to
EN 300 403 [30]. If not available, the value is
"FF" hex.

NOTE 4: If available, the Mobile Bearer Service Code
according to ETS 300 974 [34],
clause 14.7.10. If not available, the octets 22
and 23 shall not be transmitted.

NOTE 5: If available, the Mobile Teleservice Code
according to ETS 300 974 [34],
clause 14.7.9. If not available, the octet 23
shall not be transmitted.
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