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Reason for change: 3 UE must insert the protected port number for the P-CSCF to respond according
to SIP RFC3261. Furthermore, this has to be mandatory in IMS where different
SAs are applied to the same UE-P-CSCF using different ports, since the
recipient must pick up the proper port i.e. proper SA when responding.

Summary of change: 3 Add protected port into Via header.
The contact address is updated to the ‘address pair’ of the UE during the
registration procedure.

Consequences if # If no port is specified in the requests, the server would send aresponse to the
not approved: default port for that transport that is specified as unprotected port in this
specification.
In the SA handing scenario, the response may be sent using the old SA, which
should not be used anymore.
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7.1 Security association parameters

*kkkkkkkkk <text Sklpped> *kkkkkkkkkkx
- Ports:

1. The P-CSCF receives messages protected with ESP from any UE on one fixed port (the" protected port") different
from the standard SIP port 5060. The number of the protected port is communicated to the UE during the security
mode set-up procedure, cf. clause 7.2. For every protected request towards UE, the P-CSCF shall insert the protected
port into Via header. No unprotected messages shall be sent te-from or received on this port. From a security point
of view, the P-CSCF may receive unprotected messages from any UE on any port which is different from the
protected port.

NOTE: The protected port isfixed for a particular P-CSCF, but may be different for different P-CSCFs.

2. For protected or unprotected outbound messages from the P-CSCF (inbound for the UE) any port number may be
used at the P-CSCF from a security point of view.

3. For each security association, the UE assigns alocal port to send or receive protected messages to and from the
P-CSCF ("protected port™). No unprotected messages shall be sent to or received on this port. The UE shall use a
single protected port number for both TCP and UDP connections. The port number is communicated to the P-CSCF
during the security mode set-up procedure, cf. clause 7.2. When the UE sends are-REGISTER request, it shall
aways pick up anew port number and send it to the network. If the UE is not challenged by the network, the port
number shall be obsolete. Annex H of this specification gives detail how the port number is populated in SIP
message. From a security point of view, the UE may send or receive unprotected messages to or from the P-CSCF
on any ports which are not the protected ports.

4. The P-CSCF isalowed to receive only REGISTER messages on unprotected ports. All other messages not arriving
on the protected port shall be discarded by the P-CSCF.

5. For every protected request, the UE shall insert the protected port of the corresponding SA into Via header. The UE
is alowed to receive only the following messages on an unprotected port:

- responses to unprotected REGISTER messages;
- error messages.
All other messages not arriving on a protected port shall be discarded by the UE.

The following rules apply:
1. For each SA which has been established and has not expired, the SIP application at the P-CSCF stores at |east the
following data: (UE_IP_address, UE_protected port, SPI, IMPI, IMPUL, ..., IMPUN, lifetime) inan"SA_table".

NOTE: The SPI isonly required when initiating and deleting SAsin the P-CSCF. The SPI is not exchanged between
IPsec and the SIP layer for incoming or outgoing SIP messages.

2. The SIP application at the P-CSCF shall check upon receipt of a protected REGISTER message that the pair (source |P
address, source port) in the packet headers coincides with the UE's address pair (IP address, source port) inserted in the
Viaheader of the protected REGISTER message. If the Via header does not explicitly contain the UE’ s HRP-address pair,
but rather a symbolic name then the P-CSCF shall first resolve the symbolic name by suitable means to obtain an H>-
address pair.
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