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1. Introduction
This pCR proposes a solution for KI#1.
2. Reason for Change
This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN can be deleted by the following situation: 
-
Decided by PEMC. The PEMC of a PIN decides to delete the PIN and sends request to PIN server. The PIN server accepts the requests and deletes the PIN. The PIN elements in this PIN can’t access to 5GS via PEGC anymore.
-
Decided by PIN server. For each PIN, it has the life cycle that the PIN can exists. If the PIN has been in existence for longer than the life cycle, the PIN server can decide to delete the PIN and release the resource.
In this paper, the trigger of PIN delete can be from PEMC and PIN server. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.2.0.
* * * First Change, all new text * * * *

7.X
Solution #X: PIN delete
7.X.1
Architecture enhancements

The architecture of PIN is referred to the solution 1 in clause 7. 
7.X.2
Solution description

7.X.2.1
General

This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN can be deleted by the following situation: 

-
Decided by PEMC. The PEMC of a PIN decides to delete the PIN and sends request to PIN server. The PIN server accepts the requests and deletes the PIN. The PIN elements in this PIN can’t access to 5GS via PEGC anymore.

-
Decided by PIN server. For each PIN, it has the life cycle that the PIN can exists. If the PIN has been in existence for longer than the life cycle, the PIN server can decide to delete the PIN and release the resource.

After the delete of PIN, the PIN elements in PIN can’t access to other PIN elements or application server via PEGC by 5GS.
Editor’s note: Whether and how the PIN can be deleted locally by PEMC according to the life cycle is FFS . 
7.X.2.2
Procedures of Delete of PIN
7.X.2.2.1
PIN delete triggered by PEMC
The PEMC can trigger the PIN delete to PIN server that the PIN doesn’t need any more. 

Figure 7.X.2.2.1-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:

1.
The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The PIN has already been created and a PIN ID is distributed by PIN server;

3.
The PEMC has been authorized to communicate with the PIN server;

4.
A PIN client has already received the role of PEMC from PIN server;
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Figure 7.X.2.2.1-1: Delete of PIN triggered by PEMC
1.
The PEMC sends a PIN delete request to the PIN server to request to delete the PIN. The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.
Editor’s note: The security credentials design and the authorization procedure is in the scope of SA3. 
2.
Upon receiving the request, the PIN server validates the PIN delete request and verifies the security credentials. 
3.
Upon successful authorization, the PIN server sends a successful delete response.
After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can’t access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
4.
Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
5.
Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
7.X.2.2.2
PIN delete triggered by PIN server
The PIN server can trigger the PIN delete procedure, for example, when the life cycle of PIN is end or the PIN server decides to stop the PIN service in this PIN. 

Figure 7.X.2.2.2-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:

1.
The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The PIN has already been created and a PIN ID is distributed by PIN server;

3.
The PEMC has been authorized to communicate with the PIN server;

4.
A PIN client has already received the role of PEMC from PIN server;
5.
It is assumed that PIN server manages the PIN life cycle;
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Figure 7.X.2.2.2-1: Delete of PIN triggered by PIN server
1.
An event occurs at the PIN server that satisfies trigger conditions for notifying a subscribed PEMC of a PIN. If the life cycle of a PIN is end or the PIN server decides to not provide any PIN service in this PIN, the PIN server should trigger a PIN delete procedure to the PEMC which manages the PIN. 

2.
The PIN server sends PIN delete notification to the PEMC. The PIN server includes the PIN ID, security credentials in the notification. 

After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can’t access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
Editor’s note: The access control information in PEGC should be coordinated with SA2. 
3.
Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
4.
Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
* * * * End-of Changes * * * *
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