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[bookmark: _Toc183591089][bookmark: _Toc183591504]	  CHANGE 1 	
[bookmark: _Toc183591085]5.1	General
The following clauses describe the high-level functional architecture for LI for 3GPP-defined services and network technologies. It describes the architectural elements necessary for LI, their roles and responsibilities, and the interfaces and interactions between them.
Clauses 6 and 7 of the present document describe how the LI for various 3GPP-defined network technologies and services are realised within the generic LI architecture, including associations of LI architectural elements with the network functions involved.
Clause 8 of the present document describes security requirements for the LI system.
Specific logging requirements for the LI system are described in clause 8.X.
Not all LI architectural elements and interfaces are used in all network technologies and services.
	  CHANGE 2 	
8.1	Introduction
The most sensitive information in the LI system is the target list. This is the list of all the subjects in the network currently under surveillance, whether active, suspended or in any other state. The security measures used by the carrier to prevent unauthorized access to this list is not subject to standardization, but the architectural choices made in the design of the LI system do impact the security of the target list directly.
Since completeness of the interception product is a legal requirement in most jurisdictions, the LI system shall ensure that no events that are lawfully authorized for interception are missed (or collected in error). To ensure that no events are missed there are two architectural alternatives described in clause 8.2.
Requirements for the management of LI keys at the ADMF is described in clause 8.3.
Requirements for virtualised LI environments are described in clause 8.4.
Requirements for POI security are described in clause 8.5.
Other deployment considerations are described in clause 8.6.
Clause 8.X describes baseline logging requirements for the LI system.
	  CHANGE 3 	
8.X	Logging
LI functions shall support securely creating, buffering and transporting log records of relevant lifecycle events, pursuant to the requirements of TS 33.126 [1] clause 6.5. 
LI functions shall support logging at least the following lifecycle events, where they occur at a given LI function:
· Addition, deletion, modification and retrieval of interception tasks.
· Addition, deletion, modification and retrieval of delivery destinations.
· Querying of the status of the LI function.
· Reporting or altering the configuration of the LI function via LI_X0.
· Reporting of an error or issue, including abnormal message flows.
· Establishment or disconnection of an LI_T2 / LI_T3 / LI_HI2 / LI_HI3 transport connection.
· Any unsuccessful communication attempt over any of the interfaces defined in the present document. 
Where there are additional minimum requirements for logging for a specific LI function, they are listed in the relevant clause for that LI function.
Logging shall comply with the security requirements in TS 33.126 [1] clause 6.6; particular attention should be given to ensuring that logs cannot be accessed or modified by unauthorised actors.
Which events are logged and the retention period of any logs shall be configurable by the CSP. By default logging shall be enabled.
The LI function shall support transmission of buffered log records to multiple destinations, and the destinations shall be configurable. The network shall support transmitting and storing log records generated pursuant to this clause separately from any other logging system in the network, to the extent necessary to comply with the requirements in TS 33.126 [1] clause 6.6.
	  END OF CHANGES  	

