Page 1



3GPP TSG-TSG-SA3LI Meeting #54 
SA3LI14_095r1
Amsterdam, Netherland, 22-24 July 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.107
	CR
	CRNum
	rev
	-
	Current version:
	12.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Change of 'Decryption for IMS Media Plane Security' clause: making it specific to E2E mode

	
	

	Source to WG:
	SA3-LI (Orange France)

	Source to TSG:
	SA3

	
	

	Work item code:
	LI13
	
	Date:
	2014-07-13

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
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*** FIRST MODIFICATION ***

7A.1.A
Decryption for IMS Media Plane Security

This clause describes how the TSP can meet the national requirments in Clause 5.1.2 of TS 33.106 [7] to deliver intercepted communications decrypted when the TSP uses [25] IMS Media Plane Secuirty options.  

If Session Description Protocol (SDP) Security Descriptions for Media Streams (SDES) is used for End-to-end security, the DF2 shall identify the SDES keys from the SDP offer and SDP answer messages and provide the DF3 with the necessary SDES related parameters.  In this case, the DF3 shall perform the decryption prior to delivery to the LEMF.  The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification.

If a Key Management Service (KMS) and Multimedia Internet KEYing ticket (MIKEY-TICKET) is used, the TSP may use the mechanism as defined in Clause 7A.7.1, which results in the DF2 receiving the sessions keys needed to decrypt the intercepted communications.  Clause 7A.7.1 defines that the DF2 delivers the keys to the LEMF as IRI in order for the LEMF to decrypt the intercepted traffic.  

If the network is to decrypt the content of communications prior to delivery to the LEMF via HI3, the DF2 shall provide the DF3 with the sessions keys as defined in Clause 7A.7.1 instead of to the LEMF.  In this case, the DF3 shall perform the decryption prior to delivery to the LEMF.  The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification.
*** END OF FIRST MODIFICATION ***
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