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1 Introduction

This Liaison Report is to inform SA3-LI#42 on the status of the work done in ETSI/TC LI which could be of interest of SA3-LI. After SA3-LI#41 in Philadelphia the following TC LI event has taken place:
· TC LI#27 plenary meeting in Mariehamn, 28-30 June 2011 (46 participants/38 organisations).
No TC LI Rapporteur's meeting has been organised before or after TC LI#27.
2 Actual list of published versions of TC LI deliverables (after TC LI#27)
To keep SA3-LI up to date again the latest versions of the TC LI deliverables are given. Updated specifications are indicated.
All deliverables are downloadable free of charge from the ETSI portal: http://pda.etsi.org/pda/queryform.asp
2.1 LI requirements 

· TS 101 331 v1.3.1 (2009-10)

2.2 LI Architecture reports

· TR 101 943 v2.2.1 (2006-11) Concepts of Interception in a Generic Network Architecture
· TR 102 528 v1.1.1 (2006-10) Interception domain Architecture for IP networks
2.3 LI Handover specifications

· TS 101 671    CS HO
v3.8.1 (2011-08) new publication after TC LI#27
· TS 102 232-1 IP HO
v2.7.1 (2011-08) new publication after TC LI#27
· TS 102 232-2 E-mail
v2.6.1 (2011-08) new publication after TC LI#27
· TS 102 232-3 Access
v2.3.1 (2011-08) new publication after TC LI#27
· TS 102 232-4 layer 2
v2.3.1 (2010-08) 
· TS 102 232-5 IP Multimedia
v2.5.1 (2010-10)
· TS 102 232-6 PSTN/ISDN
v2.3.1 (2008-08)

· TS 102 232-7 Mobile
v2.2.1 (2011-03)
2.4 ASN.1 Object Identifiers in LI and RD specifications

· TR 102 503 v1.5.1 (2010-03)
2.5 Security framework in LI and RD environment

· TR 102 661 v1.2.1 (2009-11)
2.6 RD requirements 

· TS 102 656 v1.2.1 (2008-12)
2.7 DR Architecture reports

· TR 103 657 v1.1.1 (2011-05); System Architecture and Internal Interfaces
2.8 RD Handover specifications
· TS 102 657 v1.8.1 (2011-07) -> v1.9.1 is in publication process after TC LI#27
3 Status of the Lawful Interception work in TC LI
The long expected IPv6 CRs have been agreed now and are included in the ASN.1 definitions of TS 101 671 and TS 102 232-3.

When using encrypted payloads in TS 102 232-1, the LEA might want to know what sub-part is used in the packets that are handed over, before the packets are decrypted. The encrypted Payload Type is added to the encryption header.

A similar change as made last time to TS 101 671 is made to TS 102 232-2. The possibility for a service provider to signal the fact that a sender e-mail address might be 'untrusted/spoofed' is added. Still an issue for TS 33.108.

There is principle agreement to extend the length of the Network ID from 20 to 128 octets in the ASN.1 definition of TS 102 232-4. Similar limits may have to be increased for other fields as well.
On TS 102 232-5 a document was forwarded by NSN related to two existing problems with SIP calls that are forwarded to or between back-to-back user agents and application servers. To solve the problem will most likely require changes in the IMS signalling functions signalling functions. The advice was to indicate this issue to SA3-LI (see SA3LI11_095 by NSN).
4 Dynamic triggering of interception (DTS 102 677)
The rapporteur has proposed several modifications and additions which were agreed. The actual draft version is now v0.6.0 (forwarded for information as SA3LI11_108).
5 Status of the Data Retention work in TC LI

More corrections have been made and more additional issues have been added. No new version is available yet.

6 Plugtests on Data Retention standards

Several organisations have indicated their active interest in organising a Plugtests for the checking of the Data Retention deliverables and the implementations. The intention is that the Plugtests could be co-located at the Security workshop at ETSI in January 2012. In addition, a demo session can be arranged on the last morning (Thursday 19) of the Security workshop. Also, a marketing event could be held together with the Plugtests, for manufacturers to show their products. All this can be arranged provided there is sufficient interest.
7 eWarrant Interface (DTR 103 690)

The rapporteur has proposed several modifications and additions which were agreed. The actual draft version is now v0.3.0 (forwarded for information as SA3LI11_109).
8 Other LI issues

No progress has been made on any requirements of CAT, CRS and H(e)NB. 

The handling of Media Stream Security is still on the to-do-list of TC LI.

9 LI and DR in the Cloud

There was support to start working on two reports related to LI and DR for Cloud/Virtual services.

Gerry McQuaid will be the official rapporteur for these items; Tony will be co-rapporteur.
Scope (LI): To provide an ETSI Report on requests for handover and delivery of real-time information associated with cloud/virtual services. The Report will identify Lawful Interception needs and requirements in the converged cloud/virtual service environment, the challenges and obstacles of complying with those requirements, what implementations can be achieved under existing ETSI LI standards, and what new work may be required to achieve needed Lawful Interception capabilities. 

10 Date of next planned ETSI/TC LI events
	Date
	Meeting
	Location
	Organised by

	13-15 September 2011
	TC LI#28
	Otranto, Salento
	Lino

	January/February 2012
	TC LI#29
	??
	

	May/June 2012
	TC LI#30
	??
	

	25-27 September 2012
	TC LI#31
	Splitt, Croatia
	OTC (Marko)
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