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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to the requirements of VNF package integrity and VNF image integrity in TR 33.818 clause 5.2.5.5.3.3.5.1.
2
References

[1]
3GPP TR 33.818
Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

In the test case for VNF package and VNF image integrity in TR 33.818 [1] clause 5.2.5.5.3.3.5.1, the second requirement states that the NFVO shall validate the VNF package integrity. However, this is a test case on VNF package rather than on the NFVO. VNF packages should be the target of the test based on the requiremens on VNF packages, while the latter half of the sentence is a mandatory requirement on the NFVO. 

When a VNF package is being on-boarded into MANO, the NFVO validates the integrity of the VNF package. That means a VNF package should be tested for its integrity not only prior to its onboarding but also during its onboarding.  The VNF package is the object to be tested during the onboarding, while the NFVO is the elelment that can validate its integrity during the onboarding.
Therefore, it is proposed to make a change to the 2nd requirement as below.

4
Detailed proposal

*************** Start of Change ****************

5.2.5.5.3.3.5.1 VNF package and VNF image 

Requirement Name: VNF package and VNF image integrity
Requirement Description:

1) VNF package and image shall contain integrity validation value (e.g. MAC).
2) VNF package shall be integrity protected prior to onboarding. 
3) VNF package shall be integrity protected during onboarding and its integrity shall be validated by the NFVO.
Editor’s note: The related test case will be added later. 

*************** End of Change ****************

